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Series Editor’s Introduction

Sandra Braman

Privacy on the Ground participates in a number of stories. Two have to do
with transformations in law-state-society relations: the rise of governance
relative to government, and legal globalization. Two have to do with trends
in scholarship: the “law and society” movement, and the role of research as
inputs into policymaking. Together, the book provides insight into not
only macro level social processes, but also why research into such processes
matters.

It is among the central thrusts of the Information Policy book series
that those concerned about law and policy in the twenty-first century
must take into account not only government, but also governance and
governmentality—that is, informal processes as well as formal, private-
sector actions in addition to those of the public sector, and the cultural
habits and predispositions that make all of these possible and sustain them.
Privacy on the Ground offers a premier example of just why that is so with
Bamberger and Mulligan’s research on the perceptions of those recognized
as privacy “leaders” by their corporate communities regarding how their
companies translate data protection laws into organizational practice. The
book provides a vivid picture of the roles of private-sector individuals and
professional associations in creating workable approaches to data protec-
tion that turn the intentions of lawmakers into livable practice. In the
course of fulfilling these roles, these individuals and corporations contrib-
ute to the development of the law itself.

Of course neither the difference between law on the books and law on
the ground, nor recognition of its importance, is new. Many mark the
beginnings of thinking about the law from a social science perspective with
Oliver Wendell Holmes in the 1880s, and by 1975 legal historian Lawrence
Friedman could remark upon the wide consensus that law on the books and
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law in action are not the same. The Law and Society Association was formed
in 1964 to support and promote the development of the kind of theoretical
approach used by Bamberger and Mulligan to frame their work. As gover-
nance grows in importance relative to government, however, so does the
relative salience of this kind of work.

Legal globalization, the harmonization of law and policy across states
irrespective of differences in their legal and political systems, is increasingly
influential in a growing number of areas of the law. Drivers are multiple,
ranging from the UN mandate that has been so influential in shaping
counterterrorism laws around the world at one extreme to the development
of best practices for fair use in the area of copyright coming out of specific
content production communities at the other end of the spectrum. The
mutual massaging and spread of ideas via professional associations and per-
sonal contacts—such as that reported upon in this book—is one of the
more common processes through which legal globalization occurs. Practi-
tioner- or community-driven legal globalization, though, most often still
depends upon the leadership of particular individuals. In the case of fair
use, Pat Aufderheide and Peter Jaszi, working under the umbrella of Aufder-
heide’s Center for Social Media, conceived of the process and its legal value
and deserve credit for its success. In the case of electronic discovery, it was
the Sedona Conference that sponsored the conversations through which
best practices were developed and disseminated to lawyers and judges
around the world. In the area of data protection, this work by Bamberger
and Mulligan should accelerate the process of legal globalization by draw-
ing attention to the insights of those widely recognized as privacy leaders
and making very clear just what the implications of those insights for law
and policy are.

And that brings us to the deontological question of the value of social
science research on legal problems altogether. It is useful, of course, to
understand how things are working, and why, from a sociological perspec-
tive, and for this alone the book not only stands but will continue to have
value long after any legal decision making immediately in sight takes place.
It is possible, though, to go further. The ways in which research can inform
law and policy are themselves complex, muddy, and rarely as one expects,
intends, or has seen depicted in maps of decision-making flows. But ideas
do matter and research does have policymaking impact; thus the postscript,
in which Bamberger and Mulligan speak directly to policymakers, has its
valuable place as well.
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1 Paradoxes of Privacy on the Books and on the Ground

By the time Chinese journalist Shi Tao was released from prison, in August
2013, he had helped to change the world, although not exactly in the way
he’d originally intended.

The events leading to Mr. Shi’s imprisonment—and to a United States
Congressman famously condemning leaders of a major Silicon Valley firm
as “moral pygmies”—had begun nearly a decade earlier, with an anony-
mous post to an online forum. In April 2004, as the fifteenth anniversary of
the Tiananmen Square massacre approached, China’s Comrnunist Party
authorities sent a document to their national media instructing them to
“correctly direct public opinion” on the events in a way consistent with
“central policies.” Probably hoping to call media attention to the censor-
ship, Mr. Shi sent notes summarizing the directive via his Yahoo! China
email account to a colleague at a Chinese-language web site based in New
York—which posted the notes. When the Chinese government determined
that Mr. Shi was the author of the anonymous post, they arrested and con-
victed him of sharing state secrets, and then sentenced him to ten years
in prison.

But how had party officials discovered the anonymous poster’s
identity?

In the months after his trial, it emerged that the Yahoo! Beijing office
had provided records to the Chinese government that enabled the govern-
ment to pinpoint Mr. Shi as the source of the information in the web post.
When pressed to defend its actions, Yahoo! clung to legality, arguing,
“When we receive a demand from law enforcement authorized under the
law of the country in which we operate, we must comply.”? That defense
led Representative Chris Smith to ask “If the secret police, a half century
ago, asked where Anne Frank was hiding, would the correct answer be to
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hand over the information in order to comply with local laws?”* This rev-
elation spawned widespread public condemnation, climaxing in a U.S. con-
gressional hearing in which Representative Tom Lantos memorably
castigated Yahoo! CEO Jerry Yang. “While technologically and financially
you are giants,” said the Silicon Valley congressman, “morally you are
pygmies.

Human rights, civil liberties, and journalism organizations also weighed
in. One accused Yahoo! of being a “police informant” and another sued the
company in federal court. Pressure from these diverse stakeholders was
relentless and powerful—and felt in boardrooms throughout Silicon Valley
and beyond.

»l

Fast-forward to 2013. In June of that year—coincidentally just a few
months before Mr. Shi's release—the New York Times reported that in 2007
and 2008 Yahoo! had battled National Security Agency demands to turn
over customer information to their warrantless Internet surveillance pro-
gram. Rather than hide behind a legal paper tiger, Yahoo! had fiercely chal-
lenged the government, arguing that the NSA’s broad requests were
unconstitutional. While Yahoo! ultimately lost the litigation, the company
proved it was willing to fight, even in a secret court, for its users’ privacy
interests.

The Electronic Frontier Foundation, a respected advocate for users’
rights, wrote of the case, “Yahoo! went to bat for its users—not because it
had to, and not because of a possible PR benefit—but because it was the
right move for its users and the company. It's precisely this type of fight—a
secret fight for user privacy—that should serve as the gold standard for
companies.” It awarded Yahoo! a gold star for its resistance against U.S.
surveillance programs.

Why the about-face? Why had Yahoo! shifted from its defense of local
corporate compliance to a defense of global human rights?

In the intervening years since Mr. Shi’s jailing, the regulatory climate
had changed little. While congressional hearings on privacy and human
rights were held, no significant legislation was enacted. But following the
Shi Tao incident, and the groundswell of diverse advocacy it unleashed, the
corporation’s stance toward its users’ privacy “on the ground” shifted dra-
matically. After “being pummeled by Congress, human rights groups, the
media, and shareholders,” one expert wrote of the Shi Tao case, “Yahoo!
finally shed its head-in-the-sand, lawyer-driven posture and actually took

n4

moral responsibility for what had happened.”” The company formally apol-

ogized and quickly reached a private financial settlement with Mr. Shi’s
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family. Yahoo! dedicated more resources to its privacy and law enforcement
staff, launched a Business and Human Rights program® covering privacy
and freedom of expression, and supported several related initiatives outside
the company. The company, along with other tech giants, civil liberties and
human rights organizations, socially responsible investment firms, and aca-
demics, launched a voluntary code of conduct, known as the Global Net-
work Initiative, to protect and advance freedom of expression and privacy
in the information and communications technology sector.® Yahoo!’s dra-
matic evolution highlights three questions at the heart of this book:

* What drives corporations to adopt privacy protective practices?

* What role does law play, and what else shapes corporate understanding of
privacy’s meaning and corporations’ obligations to advance it?

* How do those understandings manifest in firm practices?

Mr. Shi’s case changed Yahoo!’s understanding of its privacy obligations
to users, and it helped open the company’s eyes to the forces beyond the
law that affect the role of business in society. Placing this local action on
the global stage brought into focus the multiple actors and instruments,
beyond local law and officials, that influenced the public’s view of Yahoo!’s
actions. That case and other high-profile revelations about privacy breaches
also had wider corporate repercussions. In 2014 alone, an estimated 176
million customer records were compromised at Target, Home Depot, and JP
Morgan. Government requests for customer data, at least in large technol-
ogy companies in the United States, now appear to receive a more thorough
assessment by the companies, and certainly more public exposure.” Com-
pany policy and practices increasingly respond not only to the law, but also
to an overarching framework of human rights norms, the sentiment and
reaction of a larger set of actors, including users, media and consumer advo-
cacy groups, government, investors, and even employees, across the globe.

Certainly, legislatures, courts, and regulatory agencies continue to play a
key role in shaping privacy practices and corporate decision making—after
all, Yahoo! lost when it chose to fight and was told to turn over its users’
personal information to the NSA. But the center of action has shifted. A
broader set of players hold sway over corporations’ privacy obligations and
hold them accountable for privacy blunders in myriad ways and multiple
venues, and at times reward them for efforts at privacy protection, even if
those measures ultimately fail in their full effect.

This book springs from an observation of new corporate activity “on the
ground.” While companies continued to blunder, sometimes in disturbing



