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Introduction

In today’s business environment, enterprise customers are under more pressure than ever
to innovate and adapt to new challenges and market conditions. Enterprises want to
focus their investments on their core business while reducing IT spending.

The cloud offers enterprise customers many benefits, such as lower costs and flexibility.
The cloud’s elastic model enables a company to increase and decrease infrastructure
capacity on demand. The usage-based model offered by the cloud helps governments
and enterprises reduce costs while increasing business agility by moving applications to
the cloud and consuming infrastructure resources from the cloud. This leads to enter-
prises looking at consuming network and IT services from the cloud rather than investing
in in-house operations.

The enabling technology in unlocking the cloud is virtualization. Virtualization abstracts
and isolates the computing hardware and underlying infrastructure into a logical
resource pool, allowing key capabilities such as resource sharing, virtual machine (VM)
isolation, and load balancing. These capabilities provide the fundamental building blocks
for an agile and scalable cloud environment with rapid provisioning, workload sharing,
and increased availability.

The surge in applications and IT service consumption moving to the cloud highlights the
need for evolved technologies and network elements in the cloud that offer security
and visibility to help businesses with performance and compliance verification. Evolved
networks and network services enable the provider to offer cloud services with security,
performance, and availability. The Cisco Cloud Services Router 1000V (CSR 1000V) is a
fully virtualized software router that offers a platform for enterprises to extend the data
center to the cloud and to enforce their policies in the cloud.

The Cisco CSR 1000V provides a transparent solution for extending IT services into
provider-hosted clouds. The solution offers a rich set of features, including VPN, fire-
wall, Network Address Translation (NAT), application visibility, and WAN optimization.
These functions allow enterprise and cloud providers to build highly secure, scalable,
and extensible cloud networks. In addition, the Cisco CSR 1000V supports a rich set of
application programming interfaces (API), providing robust integration into software-
defined networking (SDN) for automated provisioning of these networks and network
services and allowing simplified management and orchestration, which help in driving
down costs further.

Networks inherently carry vast amounts of information, including user locations, device
capabilities, topologies, and end-to-end performance characteristics. When exposed
appropriately through well-defined APIs, such information can be consumed by cloud
applications to fine-tune and customize their efficient delivery. The future holds the
promise of increasingly rich application—network interactions.

The primary objective of this book is to simplify design aspects and architectural details
in a unified resource, augmenting Cisco’s existing collection of installation and configura-
tion guides for various cloud-related products and solutions. This book covers the key
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virtualization technologies used in the cloud; it provides a concise, accessible presenta-
tion of cloud network services and the different types of operational environments in the
cloud. Cloud networking service and delivery concepts are reinforced with illustrative
examples; architecture of SDN orchestration and its connection to Cisco CSR 1000V
network services are introduced and elaborated upon. In addition, the book reviews the
building blocks of the CSR 1000V, covering its architecture and software design.

This book also explains network design and deployment scenarios for the Cisco CSR
1000V, which influence its pivotal role in the cloud environment. Furthermore, the book
distills how intelligent networks help providers simplify cloud service management and
reduce costs through efficient scaling and optimized capacity utilization. This book
provides architectural knowledge that contextualizes the roles and capabilities of these
advanced networks and network services, along with discussions of design factors essen-
tial for their insertion into cloud services:

m  The book introduces the readers to the cloud and provides an overview to different
types of cloud operational environments, including a prelude to the evolution of
virtual routers.

m  Virtualization is introduced as a pivotal technology in cloud adoption.

®  The book covers the details of the operating systems and hypervisors on which vir-
tual routers run. It provides details pertaining to the operational aspects of virtual
routing.

m  The reader is introduced to the architecture and software design of the Cisco CSR
1000V virtual router. The reader is subsequently introduced to a comprehensive set
of APIs that can be leveraged by SDN.

m  The book focuses on different designs and use cases and configuration examples for
routing, secure extension of enterprises to the cloud, and VM mobility. It illustrates
how the CSR 1000V addresses the challenges that an architect faces in migrating
toward the cloud.

m  This book covers the different management techniques available to simplify opera-
tional and monitoring aspects of cloud services.

Who Should Read This Book?

This book is targeted for a technical audience responsible for architecture, design, and
deployment of data center and enterprise cloud services.

This book also caters to the next generation of cloud network operators to implement
enterprise features in the cloud, leveraging the CSR 1000V.

After reading this book, you will have a better understanding of the following:
®  Key virtualization concepts and cloud models

m  CSR 1000V software architecture and design



® SDN and the CSR 1000V platform and API
m  Simplification of data center multitenant design with the CSR 1000V
m  Use cases for the CSR 1000V to simplify enterprise routing in the cloud

m  Operational visibility, management, and control of an enterprise network in the
cloud

How This Book Is Organized

This book is organized into the following chapters.

Chapter 1: Introduction to Cloud

This chapter introduces the concept of cloud computing. It describes the various
cloud models available and how virtualization enables the present-day transition to
the cloud. Multitenant data center designs are illustrated, and the concept of SDN is
introduced here.

Chapter 2: Software Evolution of the CSR 1000

This chapter introduces the software evolution of the Cisco Cloud Services Router
(CSR 1000V). It covers the infrastructure requirements and design considerations of a
CSR 1000V, and it discusses the features that a CSR 1000V brings to the virtual rout-
ing realm.

Chapter 3: Hypervisor Considerations for the CSR

This chapter describes the different hypervisor technologies available on servers to man-
age the hardware resources for virtual machines. Hypervisor technology selection is an
important consideration when deploying the CSR 1000V.

Chapter 4: CSR 1000V Software Architecture

This chapter describes the software design of the CSR 1000V. It details the control-
plane and data-plane design of the CSR 1000V. It also describes licensing requirements,
software implementation, and packet flow related to the CSR 1000V.

Chapter 5: CSR 1000V Deployment Scenarios

This chapter describes the common deployment scenarios for the CSR 1000V. It depicts
these scenarios using configuration examples.

Xvii
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Chapter 6: CSR Cloud Deployment Scenarios

This chapter describes CSR 1000V deployments in the cloud and data center
environments.

Chapter 7: CSR in the SDN Framework

This chapter describes SDN components. It also provides an overview of the CSR 1000V
in the OpenStack framework. Case studies in this chapter aim to educate the reader on
using the APIs for user-defined outcomes.

Chapter 8: CSR 1000V Automation, Orchestration, and
Troubleshooting

This chapter provides an overview of CSR 1000V management tools for orchestration,
monitoring, and troubleshooting. It also illustrates the operation workflow for deploying
a CSR 1000V.
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