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This is my second book on security risk management. In Metrics and Methods
for Security Risk Management, 1 examined the individual components of risk
for a variety of physical security threats. I also discussed the importance of
identifying the risk factors that affect those components of risk. This book
expands on those themes, and there is admittedly some duplication in spe-
cific areas.

However, I had different objectives in writing this book, and therefore this is
a very different work. In both books I provide a framework for security risk
assessments. This is fundamental to addressing counterterrorism issues from
first principles and to developing truly strategic solutions.

But in this book I hope to create a comprehensive reference that is useful to
practicing security professionals. To that end, I specify the theory that under-
pins fundamental security controls, and importantly, how theory affects
implementation. The focus is clearly on technology controls related to coun-
terterrorism, but I include other methods that apply to more general prob-
lems in security.

The main objective of this book is to teach the reader how to think strategi-
cally about security risk management by understanding fundamental security
principles and methods. I also provide supporting technical details to enable
the application of those principles to realistic terrorism scenarios. Anyone can
memorize a list of widgets and technical specifications. When security tech-
nologies are viewed as controls that affect the overall security risk profile, the
development of a risk-based strategy is possible.

To that end, the risk assessment framework specified in Chapter 1 is a recurring
theme throughout this book. This is because it provides the rationale for every
counterterrorism control discussed thereafter and is essential to developing a
risk-based mitigation strategy. Although it is a relatively simple framework,
examples are always helpful. I therefore provide numerous examples gleaned
from actual security scenarios. Such examples also illustrate the practical limits
on controls that are often imposed by Mother Nature.
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In some cases these examples may seem a bit esoteric. I might indeed agree,
but sometimes it is valuable to stretch the limits of the imagination in think-
ing about security. Our field can be constrained by templated thinking and the
reflexive use of checklists. There is a benefit to thinking about security in non-
traditional ways.

Chapters 2 and 3 discuss tools that could be used to “measure” security and
counterterrorism risk. The word measure is in quotation marks because the
results are typically estimates; exact measurements of security risk are fre-
quently elusive. The importance of uncertainty in terrorism is also explained,
and this includes a discussion on random variables. Ironically, the assumption
that a risk factor is a normally distributed random variable introduces a degree
of certainty to the inherently uncertain world of counterterrorism.

It is important to know how security technologies work mainly because it is
relevant to evaluating their effectiveness in addressing risk. Understanding
threats on a scientific level is also important, in part because it is the science
that often dictates the magnitude of the vulnerability component of risk.
Moreover, scientific and risk-based explanations of security threats and miti-
gation technologies are typically absent from traditional security references
or are presented in nonsecurity-related contexts. When such concepts are not
coupled to security issues they can seem too abstract to be useful.

In that vein, simple physical models are presented in Chapter 4 along with
their application to broad classes of security problems. These models include
point sources of radiation, exponentially increasing and decreasing processes,
harmonic motion, and Gaussian plumes. In my experience these are most use-
ful in performing “back of the envelope” calculations to yield order of magni-
tude estimates of security risk. Such estimates also provide a valuable reality
check on intuition.

Chapter 5 provides a unique method of examining risk. Specifically, the risk
factors of various threats are assumed to be normally distributed random vari-
ables. What evolves from this assumption is a means of determining the likeli-
hood of the effectiveness of security controls. This is fundamentally different
than calculating the likelihood of a future terrorist incident, a typically fruitless
endeavor.

Chapter 6 is devoted exclusively to analyzing the risk associated with conven-
tional explosive threats. Understanding how such threats scale, i.e.,, change,
with distance and payload is central to estimating vulnerability. As always,
specifying the risk factors for a given threat or attack vector is essential to devel-
oping an effective risk mitigation strategy.

Chapter 7 discusses “nontraditional” terrorism threats. These include radio-
logical, chemical, biological, and electromagnetic pulse weapons. The models



discussed in Chapter 4 are used to develop a realistic if coarse estimate of the
vulnerability to these threats and the effectiveness of controls.

Another key objective of this book is to provide a deeper understanding of elec-
tronic terrorism risk. The distinction between electronic terrorists and other
“cyber” criminals may be mostly semantic. However, in Chapter 8 the focus
is on electronic threats that might have particular appeal to a terrorist, based
on the potential damage inflicted and/or headlines achieved through such an
attack. Detailed analyses of relevant controls and how they address common
modes of attack follow discussions of the threats themselves. With respect to
controls, emphasis is placed on monitoring inter-zone network traffic in the
spirit of “measuring” risk in this context.

Importantly, in Chapter 9 there is a detailed discussion on the increasing conver-
gence of physical and electronic security risk. In that discussion, specific physical
security system components with potential electronic vulnerabilities are iden-
tified in addition to showing how physical vulnerabilities facilitate electronic
attacks. This convergence is often mentioned in security literature but the details
are sometimes missing. Absent information showing where and how this con-
vergence occurs, such treatments do not convey a full appreciation of the risks.

Providing the proper balance between theory and practice is important in a
book that strives to be useful for both practitioners and academics. Chapters 10,
11, and 12 cover the fundamental controls of physical security. The treatment is
risk-based with explanations grounded in science and augmented by quantita-
tive analyses. Physical access control systems, sensors, and CCIV are discussed
in detail as well as their application to various counterterrorism scenarios.
A statistical treatment of security device/sensor performance is also presented,
an analysis that is in keeping with a more quantitative treatment of risk.

The theoretical foundations of threats and technologies are central to under-
standing risk, but as noted above, a key objective is to provide a useful refer-
ence for security practitioners. Therefore, I attempt to identify “rules of thumb”
and simple performance metrics associated with security technologies. These
are approximations that are useful in quickly assessing risk and/or in perform-
ing back-of-the-envelope calculations of system performance. The pixel density
for CCTV systems immediately comes to mind. Numerous tables with security
technology specifications are included that are useful in examining risk, and
which are particularly handy when compiled in a single reference.

Although some readers might be put off by the occasional mathematical excur-
sions, I believe the game is worth the chase. These may also save the day the
next time you are asked for a more rigorous justification of a security-related
expenditure. Hopefully you will agree, and thereafter view security risk man-
agement in a more analytic light.



Problems are provided at the conclusion of each chapter. These are intended
to test the student’s grasp of the fundamental concepts. Many of these prob-
lems derive from real-life scenarios and I often attempt to put the reader in the
shoes of security decision-makers. Despite my occasional attempt at humor, it
is important to keep in mind that decisions made by security professionals can
have significant consequences. All problems are tightly coupled to the concepts
imparted in the text. In my view this is essential in order to satisfy the book’s
objectives.

Finally, I must comment on terrorism itself. Terrorism has become useful to
politicians, and is sometimes invoked to further nonsecurity-related agendas.
Those in power get to determine who is a terrorist and who is a legitimate
defender of the realm. Dictators are fond of labeling opponents who favor
democracy as terrorists.

Security professionals are obliged to demonstrate more integrity and intellec-
tual rigor than politicians, which fortunately is not difficult. There is a science
to measuring security risk, and that is what this book is all about.

“The most important questions of life are indeed, for the most part, really
only problems of probability.”

Pierre-Simon Laplace
(Théorie Analytique des Probabilités: 1812)
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