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This book is about the mathematics behind the modern science of send-
ing secret messages, or cryptography. Modern cryptography isa science,
and like all modern science, it relies on mathematics. Without the math-
ematics, you can only go so far in understanding cryptography. I want
you to be able to go farther, not only because I think you should know
about cryptography, but also because I think the particular kinds of
mathematics the cryptographers use are really pretty, and I want to
introduce you to them.

In A Brief History of Time, Stephen Hawking says that someone told
him that each equation he included in the book would halve the sales.
I hope that’s not true of this book, because there are lots of equations.
But I don’t think the math is necessarily that hard. I once taught a class
on cryptography in which I said that the prerequisite was high school
algebra. Probably I should have said that the prerequisite was high
school algebra and a willingness to think really hard about it. There’s
no trigonometry here, no calculus, no differential equations. There are
some ideas that don’t usually come up in an algebra course, and I'll try
to walk you through them. If you want to really understand these ideas,
you can do it without any previous college-level math—but you might
have to think hard. (The math in some of the sidebars is a little harder,
but you can skip those and still understand the rest of the book just fine.)

Mathematics isn’t all there is to cryptography. Unlike most sciences,
cryptography is about intelligent adversaries who are actively fight-
ing over whether secrets will be revealed. Ian Cassels, who was both
a prominent mathematician at Cambridge and a former British crypt-
analyst from World War II, had a good perspective on this. He said that
“cryptography is a mixture of mathematics and muddle, and without the
muddle the mathematics can be used against you.” In this book I've re-
moved some of the muddle in order to focus on the mathematics. Some
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professional cryptographers may take issue with that, because I am not
really showing you the most secure systems that I could. In response,
I can say only that this book for those interested in learning about a
particular part of cryptography, namely, the mathematical foundations.
There are many additional books in Suggestions for Further Reading
and the Bibliography that you should read if you want to become a
well-rounded professional.

Here is where I have drawn my personal line: [ have tried not to say
anything false in this book in the name of simplification, but I have left
things out. I have left out some details of how to use the systems most
securely, and I have left out some systems that I don’t feel contribute
to the mathematical story I want to tell. When possible, I have tried
to present systems that have actually been used to protect real secrets.
However, I have included some that were made up by me or another
academic type when I feel that they best illustrate a point.

Computer technology has changed both the types of data with
which cryptographers work and the techniques that are feasible. Some
of the systems for protecting data that I discuss are either no longer ap-
plicable or no longer secure in today’s world, even if they were in the
past. Likewise, some of the techniques I discuss for breaking these sys-
tems are no longer effective in the forms presented here. Despite this, I
feel that all the topics in this book illustrate issues that are still impor-
tant and relevant to modern cryptography. I have tried to indicate how
the principles are still used today, even when the actual systems are not.
“Looking Forward” at the end of each chapter gives you a preview of
how the chapter you just finished relates to the chapters yet to come or
to future developments that I think are possible or likely.

A lot of the chapters follow the historical development of their topic,
because that development is often a logical progression through the
ideas I'm describing. History is also a good way to tell a story, so I
like to use it when it fits. There’s lots more about the history of cryptog-
raphy out there, so if you would like to know more, definitely check out
Suggestions for Further Reading.

I tell my students that I became a math professor because I like
math and I like to talk. This book is me talking to you about a particular
application of mathematics that I really like. My hope is that by the end
of the book, you will really like it too.
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