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Foreword

The global cyber security threat is increasing on a regular basis, if not
daily. The recurring question is how we address the current threat of global
cyber security. The authors have aptly named their book in response to
this question, in that the answer is to create software that has as mini-
mal vulnerabilities as possible. In other words, focus on securing at the
source first, instead of taking shortcuts by only trying to secure network
infrastructure. Perimeter security and defense-in-depth have their place
in security, but software security is the first line of defense and should
come first. If you have fewer vulnerabilities at the source, it also takes out
the financial benefit of narion states or organized crime stockpiling cyber
weapons based on current vulnerabilities. Not only must we get better
at it, we must make the solutions cost-effective, operationally relevant,
and feasible, based on real-world experience, and worth the investment.
Securing at the source requires securing the software, which is at the
heart of cyber infrastructure. One of the things we have been constantly
facing over the last 20 years is that software has become a critical com-
ponent of every part of our critical infrastructure and everyday lives. We
are already seeing software embedded within a vast variety of things we
use in our daily lives—from smart meters in our home to cars we drive.
Unfortunately, software security has not evolved at the same pace, and
many software products are still developed in an environment with the
intent that they fix the problem after release rather than doing it right the
first time around. There are two major issues with this:

1. There are no shortages of threats out there today; therefore, people
who are looking to exploit software vulnerabilities have a precty
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fertile field in which to work. As a consequence, we have to make
sure we are doing better vulnerability management. We also have to
look toward the future and ask ourselves, “How can we avoid having
these types of vulnerabilities in future generations of software that
we are increasingly dependent on?” The answer to this question is
particularly important because it is very beneficial to companies to
reduce these vulnerabilities and to stop them during the software
development process. It is significantly less expensive to build security
in through the use of a SDL than to come back and fix it post-release.

2. The second issue is that we need to start looking at a whole genera-
tion of what is referred to as “zero-day vulnerabilities.” If we can
eliminate the likelihood of finding a zero day by not allowing the
vulnerabilities to take place from the very beginning by adhering
to the best practices of a solid SDL, it will save companies money,
make the software and its users more secure, the critical infrastruc-
ture more resilient, and overall, more beneficial to us all.

As the Executive Director of the Software Assurance Forum for
Excellence in Code (SAFECode), a nonprofit organization dedicated
exclusively to increasing trust in information and communications
technology products and services through the advancement of effective
software assurance methods, I currently have a major focus on security
training for developers. The lack of security awareness and education
among the software engineering workforce can be a significant obsta-
cle to organizations working to implement software security programs.
However, better training for software developers so they have the skills
needed to write secure code is just one of the variables in the software
security equation. Software projects are under the constraints of costs
and tight timelines. In those situations, it is inevitable that security is sac-
rificed somewhere because of shortcuts taken. Cost, time, and resources
are typically the triad of software development supporting security, and
if you sacrifice one of the three, security and quality suffer. A software
development environment is built around a programmer who is pressured
on every side to work faster, to cut corners, and to produce more code at
the expense of security and quality.

It is impossible to have 100 percent security, but the developers and
their management should always strive to maximize the mitigation of
risk. It is about making it so difficult to access in an unauthorized man-
ner that adversaries:
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» Have to urtilize traceable and obvious means to gain access, so they

are noticed right away

* Spend so much time trying to gain access that they eventually are
noticed

 Give up and move on to easier targets

Ensuring that everyone touching the product development lifecycle
has the knowledge they need to support an organization’s software secu-
rity process is a fundamental challenge for any organization committed
to software security success. The goal is to remove the pain that organi-
zations face in developing a custom program of their own resource con-
straints and knowledge vacuums.

Developers are often under intense pressure to deliver more features
on time and under budget. Few developers get the time to review their
code for potential security vulnerabilities. When they do get the time,
they often don’t have secure-code training and lack the automated tools,
embedded processes and procedures, and resources to prevent hackers
from using hundreds of common exploit techniques to trigger malicious
attacks. Like it or not, the hard work of developers often takes the brunt
of malicious hacker attacks. So what can software vendors do? A big part
of the answer is relatively old-fashioned: The developers need to be pro-
vided with incentives, better tools, and proper training.

Unfortunately, it currently makes more business sense not to produce
secure software products than it does to produce secure software prod-
ucts. Any solution needs to address this as a fundamental market failure
instead of simply wishing it were not true. If security is to be a business
goal, then it needs to make business sense. In the end, security require-
ments are in fact the same as any business goals and should be addressed as
equally important. Employers should expect their employees to take pride
in and own a certain level of responsibility for their work. And employees
should expect their employers to provide the tools and training they need
to get the job done. With these expectations established and goals agreed
on, perhaps the software industry can do a better job of strengthening the
security of its products by reducing software vulnerabilities.

This book discusses a process and methodology to develop software in
such a way that security considerations play a key role in its development.
It speaks to executives, to managers at all levels, and to technical leaders,
and in that way it is unique. It also speaks to students and developers so
they can understand the process of developing software with security in



xvi Core Software Security

mind and find resources to help them do so. The information in this
book provides a foundation for executives, project managers, and techni-
cal leaders to improve the software they create and to improve the secu-
rity, quality, and privacy of the software we all use.

Software developers know how to write software in a way that provides
a high level of security and robustness. So why don’t software developers
practice these techniques? This book looks to answer this question in

two parts:

1. Software is determined to be secure as a result of an analysis of how
the program is to be used, under what conditions, and the secu-
rity requirements it must meet in the environment in which it is
to be deployed. The SDL must also extend beyond the release of
the product in that if the assumptions underlying the software in
an unplanned operational environment and their previously implied
requirements do not hold, the software may no longer be secure and
the SDL process may start over in part or as a whole if a complete
product redesign is required. In this sense, the authors establish the
need for accurate and meaningful security requirements and the
metrics to govern them as well as examples of how to develop them.
It also assumes that the security requirements are not all known
prior to the development process and describes the process by which
they are derived, analyzed, and validated.

2. Software executives, leaders, and managers must support the robust
coding practices and required security enhancements as required by
a business-relevant SDL as well supporting the staffing requirements,
scheduling, budgeting, and resource allocations required for this
type of work. The authors do an excellent job of describing the pro-
cess, requirements, and management of metrics for people in these
roles so they can accurately assess the impact and resources required
for a SDL that is relevant to and work best in their organization and
environment. Given that this is an approached designed from real-
life, on-the-ground challenges and experiences, the authors describe
how to think about issues in order to develop effective approaches
and manage them as a business process.

I particularly like the addition of Brook Schoentield to the book as
the author of Chapter 9, bringing a seasoned principal enterprise and
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software security architect with “in the trenches™ experience to explain
how security architecture fits into the SDL process in the “real world.” In
particular, he provides a unique and valuable approach to addressing the
aspects of SDL and security architecture that has been field-tested and
really works in the agile software development process.

I have known Dr. James Ransome for many years, and I am very
pleased that he has chosen this topic for his 10th book on information
security. Having recently served as the Special Assistant to the President
and the Cyber Security Coordinator for the federal government, in addi-
tion to many senior leadership roles in the cyber security government
and enterprise space, I can confidently say that this is currently the most
critical area of information and global cyber security to fix. This has been
and continues to be more of a business and process issue than it is techni-
cal. Core Software Security: Security at the Source adds great value to the
typical training resources currently available in that it rakes the elements
of the best publically known SDLs and provides operational, business-
relevant, cost-effective metrics. I believe that what James Ransome and
Anmol Misra have written has hit the mark on this topic and will serve
the community for many years to come as both a practical guide for pro-
fessionals and as an academic textbook.

Hon. Howard A. Schmidt
Partner, Ridge Schmidt Cyber
Executive Director, The Software Assurance Forum for Excellence in

Code (SAFECode)

About Hon. Howard A. Schmidt

Hon. Howard Schmidt serves as a partner in the strategic advisory firm
Ridge Schmidr Cyber, an execurive services firm that helps leaders in
business and government navigate the increasing demands of cyber secu-
rity. He serves in this position with Tom Ridge, the first Secretary of
the U.S. Department of Homeland Security. Prof. Schmidr also serves
as executive director of The Software Assurance Forum for Excellence in

Code (SAFECode).
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Prof. Schmidt brings together talents in business, defense, intelligence,
law enforcement, privacy, academia, and international relations, gained
from a distinguished career spanning 40 years. He recently served as
Special Assistant to the President and the Cyber Security Coordinator
for the federal government. In this role, Mr. Schmidt was responsible for
coordinating interagency cyber security policy development and imple-
mentation, and for coordinating engagement with federal, state, local,
international, and private-sector cyber security partners.

Previously, Prof. Schmidt was the President and CEO of the
Information Security Forum (ISF). Before serving on the ISF, he was
Vice President and Chief Information Security Officer and Chief
Security Strategist for eBay Inc., and formerly served as the Chief Security
Officer for Microsoft Corp. He also served as Chief Security Strategist
for the US-CERT Partners Program for the Department of Homeland
Security. Mr, Schmidt also brings to bear over 26 years of military service.
Beginning active duty with the Air Force, he later joined the Arizona
Air National Guard. With the Air Force he served in a number of mili-
tary and civilian roles, culminating as Supervisory Special Agent with
the Office of Special Investigations (AFOSI). He finished his last 12
years as an Army Reserve Special Agent with the Criminal Investigation
Division’s Computer Crime Unit, all while serving for over a decade as a
police officer with the Chandler, Arizona, Police Department.

Prof. Schmidt holds a bachelor’s degree in business administration
(BSBA) and a master’s degree in organizational management (MAOM)
from the University of Phoenix. He also holds an Honorary Doctorate
degree in Humane Letters. Howard is a Professor of Research at Idaho
State University, Adjunct Distinguished Fellow with Carnegie Mellon’s
CyLab, and a Distinguished Fellow of the Ponemon Privacy Institute.

Howard is also a ham radio operator (W7HAS), private pilot, out-
doorsman, and avid Harley-Davidson rider. He is married to Raemarie J.
Schmidst, a retired forensic scientist and researcher, and instructor in the
field of computer forensics. Together, they are proud parents, and happy
grandparents.



Preface

The age of the software-driven machine has taken significant leaps over
the last few years. Human tasks such as those of fighter pilots, stock-
exchange floor traders, surgeons, industrial production and power-plant
operators that are critical to the operation of weapons systems, medical
systems, and key elements of our national infrastructure, have been, or
are rapidly being taken over by software. This is a revolutionary step
in the machine whose brain and nervous system is now controlled by
software-driven programs taking the place of complex nonrepetitive tasks
that formerly required the use of the human mind. This has resulted in
a paradigm shift in the way the state, military, criminals, activists, and
other adversaries can attempt to destroy, modify, or influence countries,
infrastructures, societies, and cultures. This is true even for corpora-
tions, as we have seen increasing cases of cyber corporate espionage over
the years. The previous use of large armies, expensive and devastating
weapons systems and platforms, armed robberies, the physical stealing of
information, violent protests, and armed insurrection are quickly being
replaced by what is called cyber warfare, crime, and activism.

In the end, the cyber approach may have just as profound affects as the
techniques used before in that the potential exploit of software vulner-
abilities could result in:

* Entire or parrial infrastructures taken down, including power
grids, nuclear power plants, communication media, and emergency

response systems
* Chemical plants modified to create large-yield explosions and/or
highly toxic clouds
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* Remote control, modification, or disablement of critical weapon sys-
tems or platforms

* Disablement or modification of surveillance systems

e Criminal financial exploitation and blackmail

* Manipulation of financial markets and investments

e Murder or harm to humans through the modification of medical
support systems or devices, surgery schedules, or pharmaceutical
prescriptions

* Political insurrection and special-interest influence through the
modification of voting software, blackmail, or brand degradation
though website defacement or underlying Web application take-
down or destruction

A side effect of the cyber approach is that it has given us the abil-
ity to do the above at a scale, distance, and degree of anonymity pre-
viously unthought of from jurisdictionally protected locations through
remote exploitation and atracks. This gives government, criminal groups,
and activists abilities to proxy prime perpetuators to avoid responsibility,
detection, and political fallout.

Although there is much publicity regarding network security, the real
Achilles heel is the (insecure) software which provides the potential ability
for total control and/or modification of a target as described above. The
criticality of software security as we move quickly toward this new age of
tasks previously relegated to the human mind being replaced by software-
driven machines cannot be underestimated. It is for this reason that we
have written this book. In contrast, and for the foreseeable future, soft-
ware programs are and will be written by humans. This also means that
new software will keep building on legacy code or software that was writ-
ten prior to security being taken seriously, or before sophisticated attacks
became prevalent. As long as humans write the programs, the key to suc-
cessful security for these programs is in making the software development
program process more efficient and effective. Although the approach of
this book includes people, process, and technology approaches to soft-
ware security, we believe the people element of software security is still
the most important part to manage as long as software is developed, man-
aged, and exploited by humans. What follows is a step-by-step process for
software security that is relevant to today’s technical, operational, busi-
ness, and development environments, with a focus on what humans can
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do to control and manage the process in the form of best practices and
metrics. We will always have security issues, but this book should help in
minimizing them when software is finally released or deployed. We hope
you enjoy our book as much as we have enjoyed writing it.

About the Book

This book outlines a step-by-step process for software security that is rele-
vant to today’s technical, operational, business, and development environ-
ments. The authors focus on what humans can do to control and manage
a secure software development process in the form of best practices and
metrics. Although security issues will always exist, this book will teach
you how to maximize your organization’s ability to minimize vulnerabili-
ties in your software products before they are released or deployed, by
building security into the development process. The authors have worked
with Fortune 500 companies and have often seen examples of the break-
down of security development lifecycle (SDL) practices. In this book, we
take an experience-based approach to applying components of the best
available SDL models in dealing with the problems described above, in
the form of a SDL software security best practices model and framework.
Core Software Security: Security at the Source starts with an overview of
the SDL and then outlines a model for mapping SDL best practices to the
software development lifecycle, explaining how you can use this model
to build and manage a mature SDL program.  Although security is not
a natural component of the way industry has been building software in
recent years, the authors believe that security improvements to develop-
ment processes are possible, practical, and essential. They trust that the
software security best practices and model presented in this book will
make this clear to all who read the book, including executives, managers,
and practitioners.

Audience

This book is targeted toward anyone who is interested in learning about
software security in an enterprise environment, including product security
and quality executives, software security architects, security consultants,
software development engineers, enterprise SDLC program managers,
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chief information security officers, chief technology officers, and chief
privacy officers whose companies develop software. If you want to learn
about how software security should be implemented in developing enter-
prise software, this is a book you don’t want to skip.

Support
Errata and support for this book are available on the CRC Press book

website.

Structure

This book is divided into three different sections and 10 chapters. Chapter
1 provides an introduction to the topic of software security and why it is
important that we get it right the first time. Chapter 2 introduces chal-
lenges of making software secure and the SDL framework. Chapters 3
through 8 provide mapping of our SDL with its associated best practices
to a generic SDLC framework. Chapter 9 provides a seasoned software
security architect’s view on the successful application of the solutions
proposed in Chapters 3 through 8. Chapter 9 also explains real-world
approaches to the typical challenges that are presented when making
secure software. We conclude, in Chapter 10, by describing real-world
security threats that a properly architected, implemented, and managed
SDL program will mitigate against.

Assumptions

This book assumes that a reader is familiar with basics of software devel-
opment (and methodologies) and basic security concepts. Knowledge of
the SDL, different types of security testing, and security architecture is
recommended but not required. For most topics, we gently introduce
readers to the topic before diving deep into that particular topic.
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