st

'Hhe Institution of

Engineering and Technology

Introduction to the
Smart Grid

Concepts, Technologies and Evolution

Salman K. Salman

XX
N7
XD




Introduction to the
Smart Grid

Concepts, Technologies and Evolution

Salman K. Salman

The Institution of Engineering and Technology



Published by The Institution of Engineering and Technology, London, United Kingdom

The Institution of Engineering and Technology is registered as a Charity in England &
Wales (no. 211014) and Scotland (no. SC038698).

© The Institution of Engineering and Technology 2017
First published 2017

This publication is copyright under the Berne Convention and the Universal Copyright
Convention. All rights reserved. Apart from any fair dealing for the purposes of research
or private study, or criticism or review, as permitted under the Copyright, Designs and
Patents Act 1988, this publication may be reproduced, stored or transmitted, in any
form or by any means, only with the prior permission in writing of the publishers, or in
the case of reprographic reproduction in accordance with the terms of licences issued
by the Copyright Licensing Agency. Enquiries concerning reproduction outside those
terms should be sent to the publisher at the undermentioned address:

The Institution of Engineering and Technology
Michael Faraday House

Six Hills Way, Stevenage

Herts, SG1 2AY, United Kingdom

www.theiet.org

While the author and publisher believe that the information and guidance given in this
work are correct, all parties must rely upon their own skill and judgement when making
use of them. Neither the author nor publisher assumes any liability to anyone for any
loss or damage caused by any error or omission in the work, whether such an error or
omission is the result of negligence or any other cause. Any and all such liability is
disclaimed.

The moral rights of the author to be identified as author of this work have been
asserted by him in accordance with the Copyright, Designs and Patents Act 1988.

British Library Cataloguing in Publication Data
A catalogue record for this product is available from the British Library

ISBN 978-1-78561-119-3 (hardback)
ISBN 978-1-78561-120-9 (PDF)

Typeset in India by MPS Limited
Printed in the UK by CPI Group (UK) Ltd, Croydon



IET ENERGY ENGINEERING SERIES 94

Introduction to the
Smart Grid



Other volumes in this series:

Volume 1

Volume 4

Volume 7

Volume 8

Volume 10
Volume 11
Volume 13
Volume 14
Volume 15
Volume 16
Volume 18
Volume 19
Volume 21
Volume 22
Volume 24
Volume 25
Volume 26
Volume 27
Volume 29
Volume 30
Volume 31
Volume 32
Volume 33
Volume 36
Volume 37
Volume 38
Volume 39
Volume 40
Volume 41
Volume 43
Volume 44
Volume 45
Volume 46
Volume 47
Volume 48
Volume 49
Volume 50
Volume 51
Volume 52
Volume 53
Volume 55
Volume 56
Volume 57
Volume 58
Volume 59
Volume 62
Volume 63
Volume 65
Volume 66
Volume 67
Volume 68
Volume 69
Volume 70
Volume 72
Volume 73

Volume 74
Valume 75
Volume 76
Volume 78
Volume 79
Volume 81

Volume 82
Volume 86
Volume 88

Volume 89
Volume 93

Volume 95
Volume 97
Volume 100
Volume 101
Volume 905

Power Circult Breaker Theory and Design C.H. Flurscheim (Editor)

Industrial Microwave Heating A.C. Metaxas and RJ. Meredith

insulators for High Voitages JS.T. Looms

varlable Frequency AC Motor Drive Systems D. Finney

SF, Switchgear H.M. Ryan and G.R. Jones

Conduction and induction Heating EJ. Davies

Statistical Technlques for High Voitage Engineering W. Hauschild and W. Mosch

Uninterruptible Power Supplies J. Platts and J.D. St Aubyn (Editors)

Digital Protection for Power Systems AT. Johns and S.K. Salman

Electricity Economlics and Planning T.W. Berrie

Vacuum Switchgear A. Greenwood

Electrical Safety: A gulde to causes and prevention of hazards ). Maxwell Adams

Electricity Distribution Network Deslign, 2nd Edltlon E. Lakervi and E... Holmes

Artificial Intelllgence Techniques In Power Systems K. Warwick, A.O. Ekwue and R. Aggarwal (Editors)
Power System Commissioning and Maintenance Practice K. Harker

Engineers’ Handbook of Industrial Microwave Heating RJ. Meredith

Small Electric Motors H. Moczala et al.

AC-DC Power System Analysls ). Arrillaga and B.C. Smith

High Voltage Direct Current Transmission, 2nd Edition J. Arrillaga

Flexlble AC Transmlisslon Systems (FACTS) Y.-H. Song (Editor)

Embedded generation N. Jenkins et al

High Voitage Engineering and Testing, 2nd Edition H.M. Ryan (Editor)

Overvoltage Protection of Low-Voltage Systems, Revised Edition P. Hasse

Voltage Quality In Electrical Power Systems J. Schlabbach et al.

Electrical Steels for Rotating Machines P. Beckley

The Electric Car: Development and future of battery, hybrid and fuel-cell cars M. Westbrook
Power Systems Electromagnetic Translents Simulation J. Arrillaga and N. Watson

Advances In High Voltage Engineering M. Haddad and D. Warne

Electrical Operation of Electrostatic Precipitators K. Parker

Thermal Power Plant Simulation and Control D. Flynn

Economlic Evaluation of Projects In the Electricity Supply Industry H. Khatib

Propulsion Systems for Hybrid Vehides J. Miller

Distribution Switchgear S. Stewart

Protection of Electricity Distribution Networks, 2nd Editlon ). Gers and E. Holmes

Wood Pole Overhead Lines B. Wareing

Electric Fuses, 3rd Edition A. Wright and G. Newbery

Wind Power Integration: Connection and system operational aspects B, Fox et a/.

Short Clrcult Currents J. Schlabbach

Nudlear Power ). Wood

Condition Assessment of High Voltage Insulation In Power System Equipment R.E. James and Q. Su
Local Energy: Distributed generation of heat and power J. Wood

Condition Monitoring of Rotating Electrical Machines P. Tavner, L. Ran, ). Penman and H. Sedding
The Control Techniques Drives and Controls Handbook, 2nd Edition B. Drury

Lightning Protection V. Cooray (Editor)

Ultracapacitor Applications J.M. Miller

Lightning Electromagnetics V. Cooray

Energy Storage for Power Systems, 2nd Edition A. Ter-Gazarian

Protection of Electricity Distribution Networks, 3rd Editlon ). Gers

High Voltage Engineering Testing. 3rd Editlon H. Ryan (Editor)

Multicore Simulation of Power System Translents FM, Uriate

Distribution System Analysis and Automation ). Gers

The Lightening Flash, 2nd Edition V. Cooray (Editor)

Economic Evaluation of Projects In the Electricity Supply Industry, 3rd Edition H. Khatib

Control Circults In Power Electronics: Practical Issues In deslgn and Implementation M. Castilla (Editor)
Wide Area Monltoring. Protection and Control Systems: The enabler for Smarter Grids A. Vaccaro and
A. Zobaa (Editors)

Power Electronlc Converters and Systems: Frontlers and applications A M. Trzynadlowski (Editor)
Power Distribution Automation B. Das (Editor)

Power System Stabllity: Modelling, analysis and control B. Om P, Malik

Numerical Analysls of Power System Translents and Dynamics A. Ametani (Editor)

Vehicle-to-Grid: Linking electric vehicles to the smart grid J. Lu and J. Hossain (Editors)
Cyber-Physlcal-Sodal Systems and Constructs In Electric Power Englneering Siddharth Suryanarayanan,
Robin Roche and Timothy M. Hansen (Editors)

Periodic Control of Power Electronic Converters F. Blaabjerg, K. Zhou, D. Wang and Y. Yang

Advances In Power System Modelllng, Control and Stabllity Analysls F. Milano (Editor)

Smarter Energy: From Smart Metering to the Smart Grid H. Sun, N. Hatziargyriou, H.V. Poor, L. Carpanini
and MA. Sénchez Fornié (Editors)

H{jdmpn Production, Separation and Purification for Energy A. Basile, F. Dalena, J. Tong, T.N. Veziroglu
(Editors)

Cogeneration and District Energy Systems: Modelling, Analysls and Optimization MA. Rosen and
S. Koohi-Fayegh

Communication, Control and Security Challenges for the Smart Grid S.M. Muyeen and S. Rahman (Editors)
Synchronized Phasor Measurements for Smart Grids MJ.B. Reddy and D.K. Mohanta (Editors)
Modeling and Dynamic Behaviour of Hydropower Plants N. Kishor and J. Fraile-Ardanuy (Editors)
Methane and Hydrogen for Energy Storage R. Carriveau and David S-K. Ting

Power system protection, 4 volumes



About the author

Salman K. Salman is Professor Emeritus at Robert Gordon University (RGU) —
Aberdeen. He was the Head of Renewable Energy and Power Systems Group at
RGU. His research interest includes integration of renewable enetgy sources
into electrical distribution networks, modeling of wind turbines, protection
of distribution networks with integrated distributed generation, and substation
automation. He worked closely with industry including ALSTOM, ScottishPower,
Cruickshank and Partners, National Grid, and SiGen. His work has resulted in
developing a prototype energy system consisting of two-wind turbine 15 kW each,
fuel cell, hydrogen storage system, and small electric vehicle. It was installed at
Unst isle, Shetland, north of Scotland, UK. Another example of his work is the
development of a very sophisticated voltage control system in collaboration with
Cruickshank and Partners and national grid, which was adopted by national grid for
controlling their 400 kV substations. He is the co-author of the book titled “Digital
protection for power systems,” published by the IEE. He is the author of more than
120 papers.






Preface

In recent years, it has been recognized that conventional electrical networks cannot
meet the requirements of the twenty-first century in terms of reliability, efficiency,
meeting the requirements of liberalization of electricity market, effective and
seamless integration of various types of renewable energy sources, integration of
electric vehicles (EVs), and inclusion of customers as players to support the grid to
which they are connected. This has led to seriously consider the necessity to
modernize electrical supply networks and hence the Smart Grid concept has
emerged. Additionally, the emergence of new technologies such as distributed
control, monitoring devices, computing and tremendous advances in information
and communication technologies has paved the way to the realization of Smart Grid
concept.

Hence, the idea of writing a book on Smart Grid has come about. The aim is
to explain the evolution of Smart Grid. The book is intended for professionals,
academia and research communities. The book therefore focuses on discussing the
tools, derivers, technologies that are necessary to realize Smart Grid concept. The
subject of the book is covered under 11 chapters as outlined below.

Chapter 1. In this chapter, the concept of Smart Grids and background are
introduced. This is followed by an extensive literature survey related to the defi-
nition of the “Smart Grid.” A comprehensive definition of the Smart Grid may
read: “A smart grid is an electricity network that uses digital and other advanced
technologies, such as cyber-secure communication technologies, automated and
computer control systems, in an integrated fashion to be able to monitor and
intelligently and securely manage the transport of electricity from all generation
sources both traditional and renewable to economically meet the varying electricity
demands of end-users.”

Chapter 2. In this chapter, the motives behind the development of the Smart
Grid concept have been identified. Such motives include aging of conventional
electrical networks, political and environmental factors, economical factors, and
motivation and inclusion of customers connected to Smart Grid. The evolution of
the Smart Grid concept is then discussed. The advanced metering infrastructure
(AMI), which is also known in Europe as smart metering system (SMS), was then
introduced. AMI is considered a fundamental and first step to the overall moder-
nization of conventional electrical networks which eventually has led to the
development of the Smart Grid vision. AMI is viewed as an important tool for
providing the essential link required between the grid, consumers and their loads,
and generation and storage resources. Definition of AMI is given followed by
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discussing its main components, AMI communication infrastructure, and the
adopted communication technologies for AMI. This is followed by giving a brief
overview of the Smart Grid infrastructure and its characteristics.

Chapter 3. In this chapter, the compositions of Smart Grid and the basis on
which such compositions are defined have been discussed. This includes compo-
sition of Smart Grid based on standards adaptation, composition of Smart Grid
based on technical components’ perspective, composition of Smart Grid based on
technical perspective, and composition of Smart Grid based on conceptual
perspective.

Identification of the basic components of Smart Grid that are currently in use is
then covered. It has been recognized that new components are continued to be
developed as the Smart Grid evolves.

Chapter 4. In this chapter, the tool required to ensure the interoperability
among the various digitally based components of the Smart Grid, which is con-
sidered a key requirement of the Smart Grid realization, is identified and discussed.
Such tool is represented by the internationally recognized communication and
interface standards. An analogy between the interoperability of a digitally based
device and human interoperability is introduced. Cyber-interoperability standards
are discussed highlighting their aim, type, and characteristics. Standards develop-
ment organizations of power industry and the key interoperability standards that
they are involved with are discussed. Additionally, the input of users groups and
collaborative efforts within the power industry toward developments of interoper-
ability standards is also discussed.

Chapter 5. This chapter is devoted to Smart Grid communication system and
its cyber-security. A classification of power system communication (PSC) systems
according to their requirements is given. They are classified into real-time opera-
tional communication systems, administrative operational communication systems,
and administrative communication systems. This is followed by discussing the
existing electric PSC infrastructure and highlighting its limitation. In particular, the
following topics have been covered: overview of current PSC systems and their
characteristics, shortcomings of current PSC systems, and characteristics of future
PSC systems that suit Smart Grid requirements

Smart Grid communication system infrastructure was then discussed. This
includes fundamental functions of the Smart Grid communication infrastructure,
architecture of Smart Grid communications infrastructure, Smart Grid commu-
nications infrastructure chatlenges and standardization efforts by industry

Finally, cyber-security of power systems/Smart Grid was then discussed.
It begins with giving definition of cyber-infrastructure and cyber-security. This is
then followed by discussing security of power systems and cyber-attacks. The
Smart Grid cyber-security was then discussed, which covered Smart Grid cyber-
security challenges, emerging Smart Grid cyber-security technologies, compliance
versus security, and Smart Grid cybet-security standards.

Chapter 6. This chapter is devoted to the application the international
standards IEC 61850 to Smart Grid. An overview of the standards IEC 61850 is
given highlighting its relevance to the development of the Smart Grid concept.
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The discussion is started by giving an introduction and background of IEC 61850,
its aim and objectives and its structure. The concept of “Process Bus” is then
introduced followed by discussing its practical implementation. This is followed by
discussing the comprehensive modeling approach of IEC 61850 and mapping
process approach of IEC 61850 to protocols. Substation configuration language
(SCL) as specified in IEC 61850 is then discussed followed by developing an IEC
61850 substation architecture model. Finally, an explanation as how IEC 61850 can
be used to transform conventional electrical power network into Smart Grid is
given. This is followed by covering an EU-funded project known as “Web2Energy”
that uses IEC 61850-based communication system. In this project, the use of IEC
61850 by self-healing grid and distributed generation plants to communicate with
the control center over various communication channels was highlighted.

Chapter 7. Development of Smart Grid concept could profoundly affect the
way the relaying and protection of power systems are implemented. This chapter
is therefore devoted to discuss power system protection under Smart Grid envir-
onment. Initially an overview of the protection prior to the Smart Grid era is
given. This is followed by discussing relaying protection under Smart Grid
environment highlighting the expected benefits. The operating concepts of Smart
Grid protection relays and intelligent fault circuit indicator for Smart Grid appli-
cations are then covered. This is followed by discussing the communication
infrastructure that suits protection requirements. How Smart Grid requires smarter
protection is then explained. This is followed by discussing the architecture of
Smart Grid protection system highlighting the application of multiagent techno-
logy and the relationship between multiagent systems and IEC 61850. Examples
on development of smart adaptive protection systems are then given. These
include smart adaptive protection for microgrids and adaptive protection for smart
distribution networks. The chapter is concluded by presenting protection system
architecture based on IEC 61850 under which two topics were covered: smart
adaptive protection for microgrids and new opportunities offered by the intro-
duction of IEC 61850.

Chapter 8. An overview of the application of Smart Grid concept to distribu-
tion networks is covered in this chapter. It begins by outlining the main differences
between conventional distribution networks and their counterpart smart distribution
networks. This is followed by explaining as why distribution networks are needed
to be smart, The basic building blocks from which a smart distribution network
consists of are then covered. Finally, the evolvement of conventional distribution
networks into smart distribution networks is discussed. In this context and in order
to achieve this objective, two EU projects, namely FENIX and ADDRESS, have
been initiated which are briefly covered respectively.

In FENIX project, the concept of a virtual power plant (VPP) has been intro-
duced as way forward to ensure the flexibility of distribution networks with regard
to the integration of distributed energy resource/renewable energy source (DER/
RES) units. The aim of ADDRESS project is to develop a comprehensive com-
mercial and technical framework suitable for the development of “Active Demand”
and to exploit its market-based benefits.
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Chapter 9. This chapter is devoted to discussing how the integration of EVs is
enabled the by Smart Grid. It begins by highlighting the benefits gained from the
electrification of transportation and the factors that drive toward transportation
electrification. The challenges to EV adoption faced by both customers and utilities
are then discussed. This is followed by discussing the types of EV charging
stations, which is also known as EV supply equipment (EVSE). Smart charging
enabled by Smart Grid is then covered. The load management of EVs using Smart
Grid technologies was then discussed. Under this title, several topics were covered
including the difference EVs can make to electricity load, optimizing EV charging
scheduling using Smart Grid technologies, explaining the use of EVs to help meet
peak load, use of EVs combined with application of relevant regulations to manage
the intermittency of renewable energy-based generation, and electricity pricing
business models for EVs charging stations on load management of EVs. This is
followed by discussing the flexibility of EVs and their integration into Smart Grid,
whereby the definition of flexibility in relation to EV was introduced followed by
discussing the components related to EV-Smart Grid integration and then the
management of the flexibility provided by EV stored energy was covered. Finally,
automatic charging scheduling of multiple plug-in EV to be connected to a Smart
Grid using real-time smart load management (RL-SLM) algorithm was discussed.
Among other things covered under this title include the basic components of RL-
SLM algorithm, outlining the formulation of the optimization algorithm used to
minimize generation and losses during PEVs charging and automation of sche-
duling PEVs charging using RT-SLM algorithm, whereby the operating principles
of RT-SLM algorithm and its implementation were explained.

Chapter 10. This chapter is devoted to energy storage systems (ESS). The
characteristics of energy storage devices/systems are discussed. This is then fol-
lowed by discussing types and characteristics of electrical ESS. The types covered
include mechanical storage systems, electrochemical storage systems (batteries),
chemical ESS, electrical storage systems and thermal ESS. The potential benefits
of ESS to Smart Grids in terms of enhancing their performance, operability, and
security as well as reducing the cost of energy production and delivery are high-
lighted. Applications of ESS are then introduced. Such applications may be broadly
divided into electrical network energy storage and transport and mobility energy
storage. The application of ESS to facilitate effective and efficient integration of
wind power-based generation (WPBG) into Smart Grid distribution networks is
discussed. The discussion has focused on mitigation of power fluctuation caused by
WPBG and on the improvement in low-voltage-ride-through (LVRT) capability.

Chapter 11. This chapter concerns with the development of smart transmission
grid (STG). The reasons for the need of STG are discussed. This is then followed by
discussing the challenges and requirements of future STG, which include envir-
onmental challenges, market/customer requirements, infrastructure challenges, and
adaptation of innovative technologies. The essential aspects of the STG are then
highlighted. These include integration of synchrophasor measurements technology
into transmission system operation and control, the necessity of having compatible
ICT infrastructure, and resolving the operational and coordination issues.
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The vision of future STG is then discussed in which various topics have been
covered including the characteristics of future STG, the basic components of STG
that consist of smart transmission network, smart transmission substations, and
smart control centers. An example of a 500 kV practical smart transmission sub-
station is given. The discussion covered includes the applied architecture of IEC
61850 SAS using station and process buses, IEEE 1588 standard for precise time
synchronization, and the communication network used inside the substation.

The smart control centers are discussed covering a review of the development
of the control centers over the period expanding from the 1950s till the 1990s. Then
the vision of functions that future smart control centers should have was high-
lighted. Such functions include monitoring/visualization, analytical capability,
controllability, and electricity market interface.

Finally this chapter is concluded by discussing research activities at the time
of writing this book that are conducted in Europe, the USA, and China aiming
specifically at the development of STG.

Salman K. Salman
December 2016
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Terminologies and abbreviations

4G

AAM
ACL
AD

ADO
AGC
AMI
AMM
AMM
AMR
ASAP-SG
ATO
BMS
BMS
CAPS
CB
CiM
CIS
CCVT
CSpP
DAR
CCP
CPC
DAS
DER

Fourth generation. It is the fourth generation of mobile tele-
communication technology, succeeding 3G and preceding 5G
technologies.

Advanced asset management

Agent communication language

Active demand, which means the active participation of domestic
and small commercial consumers (and prosumers) in the electricity
markets and in the provision of services to the other electricity sys-
tem participants

Advanced distribution operations

Automatic generation control

Advanced metering infrastructure
Automated meter management
Advanced meter management
Automated meter reading

Advanced security acceleration project for the Smart Grid
Advanced transmission operations
Battery management system

Business management system
Centralized adaptive protection system
Circuit breaker

Common information model

Customer information system
Capacitance coupled voltage transformer
Concentrated solar power

Delayed auto reclosing

Common coupling point

Constant power control

Data acquisition system

Distributed energy resources
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DFIG Doubly fed induction generator

DHS Department of Homeland Security

DSO Distributed system operator

TSO Transmission system operator

DMS Distribution management systems

DNP Distributed Network Protocol

DR Demand response

DSM Demand side management

ED Economic dispatch

EISA Energy Independence and Security Act
EMS Energy management systems

ESS Energy storage system

EV Electric vehicle

EVSE EV supply equipment

EU European Union

ECT Electronic current transformer

EVT Electronic voltage transformer

FAN Field area networks

FAT Factory acceptance test

FERC Federal Energy Regulatory Commission
FM agents  Function management agents

Gencos Generation companies

GIS Geographic information system
GOMSFE  General object models for substation and field equipment
GOOSE Generic object-oriented substation events
GPS Global positioning system

GSC Grid-side converter

GSE Generic substation event

GSSE Generic substation state events

HAN Home area network

HEV Hybrid electric vehicle

ICT Information and communication technology
IEDs Intelligent electronic devices

loT Internet of things

P Internet Protocol

ISO/RTO Independent System Operator/Regional Transmission Organization



