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We dedicate this book to the knowledgeable and competent wireless
consultants, designers, and installers, and those who are working diligently
to become one. You are the front lines of the industry, explaining the
technology to customers, including trying to make them understand that
more power and more APs often does not mean better WLAN performance.
Wireless networking is a shared medium and a shared community, and we

are honored to be part of it and to be able to contribute.
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Foreword

Though wireless security options haven’t changed significantly since the introduction of
802.11i, the world in which they function certainly has. We are living in strange times for
wireless networking. Though our WLAN standards are bringing ever-faster connectivity
and more networked devices are coming without Ethernet ports, today’s Wi-Fi practitioner
operates in a hyper-nuanced security landscape. The media has no shortage of gloom and
doom to report on network data breaches, yet many of today’s wireless clients are delivered
with outdated or limited security capabilities. Where client devices are capable of support-
ing robust security, users may well opt for ease of use over security. In other situations,
WLAN professionals might find themselves being asked to provide an expensive and com-
plicated multitiered security strategy in an environment where there’s very little to really
protect. Today’s CWSPs need be savvy in not only their range of security solutions and
analysis tools, but also in how to choose the right option (or combination of options) for
complicated situations with diverse user groups and WLAN client devices.

For those just embarking on a wireless career, or for seasoned profressionals trying to
broaden their knowledge base, I applaud you for choosing this text. From captive portals to
VPN, and MDM solutions to WIPS, the authors give you a knowledge base foundationon
which you can build an operational career. David Coleman, Bryan Harkins, and David
Westcott bring you decades of wireless security knowledge that spans the gamut from
wardriving to Hotspot 2.0. CWSP helps you understand the strengths and disadvantages
of any security option you’re likely to be faced with in today’s real world. It doesn’t matter
whether you’re a one-person company servicing the SMB market or if you support a giant
corporate WLAN, you’ll do well for yourself and your clients by learning what CWSP has
to offer. BYOD, IoT, legacy WLAN concerns—it’s all here.

As a long-time wireless professional, I can promise you that there are no shortcuts to
building high-quality networks. Good networks support operational goals, and good wire-
less experts help to make sure those goals are clearly defined and understood before they
can be matched with the right solution. When it comes to WLAN security, there are no
silver bullets or one-size-fits-all solutions. Thankfully, you’re in good hands with David,
Bryan, and David as you learn how to think about the broad topic of WLAN security. Best
of luck to you.

Lee Badman
CWNA, CWSP, CWDP
Network Architect






Introduction

If you have purchased this book or if you are even thinking about purchasing this book,
you probably have some interest in taking the CWSP® (Certified Wireless Security
Professional) certification exam or in learning what the CWSP certification exam is about.
The authors would like to congratulate you on this first step, and we hope that our book
can help you on your journey. Wireless local area networking (WLAN) is currently one

of the hottest technologies on the market. Security is an important and mandatory aspect
of 802.11 wireless technology. As with many fast-growing technologies, the demand for
knowledgeable people is often greater than the supply. The CWSP certification is one way
to prove that you have the knowledge and skills to secure 802.11 wireless networks success-
fully. This study guide is written with that goal in mind.

This book is designed to teach you about WLAN security so that you have the knowl-
edge needed not only to pass the CWSP certification test, but also to be able to design,
install, and support wireless networks. We have included review questions at the end of
each chapter to help you test your knowledge and prepare for the exam. Extra training
resources such as lab materials and presentations are available for download from the
book’s online resource area, which can be accessed at www.wiley.com/go/sybextestprep.

Before we tell you about the certification process and its requirements, we must mention
that this information may have changed by the time you are taking your test. We recom-
mend that you visit www. cwnp. com as you prepare to study for your test to check out the
current objectives and requirements.

o _— S ————— —

Don’t just study the questions and answers! The questions on the actual

ING exam will be different from the practice questions included in this book.
The exam is designed to test your knowledge of a concept or objective, so
use this book to learn the objectives behind the questions.

About CWSP® and CWNP®

If you have ever prepared to take a certification test for a technology with which you are
unfamiliar, you know that you are not only studying to learn a different technology, but
you are also probably learning about an industry with which you are unfamiliar. Read on
and we will tell you about the CWNP Program. CWNP is an abbreviation for Certified
Wireless Network Professional. There is no CWNP test. The CWNP Program develops
courseware and certification exams for wireless LAN technologies in the computer net-
working industry. The CWNP Program certification path is vendor-neutral.

The objective of the CWNP Program is to certify people on wireless networking, not on
a specific vendor’s product. Yes, at times the authors of this book and the creators of the
certification will talk about or even demonstrate how to use a specific product; however,
the goal is the overall understanding of wireless technology, not the product itself. If you
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learned to drive a car, you physically had to sit and practice in one. When you think back
and reminisce, you probably do not tell anyone that you learned to drive a Ford; you prob-
ably say you learned to drive using a Ford.

There are seven wireless certifications offered by the CWNP Program:

CWTS™: Certified Wireless Technology Specialist The CWTS certification is an entry-
level certification for sales professionals, project managers, and networkers who are new
to enterprise Wi-Fi. This certification is geared specifically toward both WLAN sales and
support staff for the enterprise WLAN industry. The CWTS certification exam (PW0-071)
verifies that sales and support staffs are specialists in WLAN technology and have all the
fundamental knowledge, tools, and terminology to sell and support WLAN technologies
more effectively.

CWNA®: Certified Wireless Network Administrator The CWNA certification is a
foundation-level Wi-Fi certification; however, it is not considered an entry-level technology
certification. Individuals taking this exam (CWNA-106) typically have a solid grasp on
network basics such as the OSI model, IP addressing, PC hardware, and network operating
systems. Many candidates already hold other industry-recognized certifications, such as
the CompTTA Network+ or Cisco CCNA, and are looking for the CWNA certification to
enhance or complement existing skills.

CWSP®: Certified Wireless Security Professional The CWSP certification exam (CWSP-
205) is focused on standards-based wireless security protocols, security policy, and secure
wireless network design. This certification introduces candidates to many of the technolo-
gies and techniques that intruders use to compromise wireless networks and that adminis-
trators use to protect wireless networks. With recent advances in wireless security, WLANs
can be secured beyond their wired counterparts.

CWAP®: Certified Wireless Analyst Professional The CWAP certification exam (CWAP-
402) is a professional-level career certification for networkers who are already CWNA
certified and have a thorough understanding of RF technologies and applications of 802.11
networks. This certification provides an in-depth look at 802.11 operations and prepares
WLAN professionals to be able to perform, interpret, and understand wireless packet and
spectrum analysis.

CWDP®: Certified Wireless Design Professional The CWDP certification exam (CWDP-
302) is a professional-level career certification for networkers who are already CWNA
certified and have a thorough understanding of RF technologies and applications of 802.11
networks. This certification prepares WLAN professionals to properly design wireless
LAN:Ss for different applications to perform optimally in different environments.

CWNE®: Certified Wireless Network Expert The CWNE certification is the highest-level
certification in the CWNP program. By successfully completing the CWNE requirements,
you will have demonstrated that you have the most advanced skills available in today’s
wireless LAN market. The CWNE certification requires CWNA, CWAP, CWDP, and
CWAP certifications. To earn the CWNE certification, a rigorous application must be
submitted and approved by CWNP’s review team.



