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Preface

This book will provide you with a systematic process to follow when building a
virtual environment to practice penetration testing. Throughout the book, network
architectures will be created that allow for the testing of virtually any production
environment.

What this book covers

Chapter 1, Introducing Penetration Testing, provides an introduction to what pentesting
is and an explanation that pentesting is a component of professional security testing,
and it is a validation of vulnerabilities. This means "exploitation", and in most cases,
in a contracted pentest, the client does not have a clear understanding of this.

Chapter 2, Choosing the Virtual Environment, discusses the different virtual environment
platforms there are to choose from. We also look at most of the main virtual technology
platforms that exist.

Chapter 3, Planning a Range, explains what is required to plan a test environment.
We also discuss the process of searching and finding vulnerabilities to test and
creating a lab environment to test a type of vulnerability.

Chapter 4, Identifying Range Architecture, defines the composition of the range and
the process of creating the network structure. Following this, a number of different
components are introduced and then connected to the structure.

Chapter 5, ldentifying a Methodology, explores a sample group of a number of testing
methodologies. The format and steps of this sample set will be presented so that as
a tester, you can make a comparison and adapt a methodology.
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Chapter 6, Creating an External Attack Architecture, builds a layered architecture and
performs a systematic process and methodology for conducting an external test.
Additionally, you will learn how to deploy protection measures and carry out
testing to see how effective the protection measures are.

Chapter 7, Assessment of Devices, presents the challenges of testing devices. This
section includes the techniques for testing weak filtering as well as the methods
of penetrating the various defenses when possible.

Chapter 8, Architecting an IDS/IPS Range, investigates the deployment of the Snort
IDS and a number of host-based security protections. Once deployed, a number of
evasion techniques are explored to evade the IDS.

Chapter 9, Assessment of Web Servers and Web Applications, explores the installation
of web servers and applications. You will follow a testing strategy to evaluate the
servers and their applications.

Chapter 10, Testing Flat and Internal Networks, explores the process for testing flat and
internal networks. The use of vulnerability scanners is explored and scanning with
or without credentials is compared.

Chapter 11, Attacking Servers, identifies the methods we use to attack services and
servers. The most common attack vector we will see is the web applications that
are running on a web server.

Chapter 12, Exploring Client-side Attack Vectors, presents the main vectors of attack
against the network, and that is from the client side. You will explore the methods
that can be used to trick a client into accessing a malicious site.

Chapter 13, Building a Complete Cyber Range, is where you put all of the concepts
together and create a range for testing. Throughout the chapter, you will deploy
decoys and practice against them.

What you need for this book

The examples in the book use VMWare Workstation and Kali Linux predominantly.
These are the minimum requirements needed. Additional software is introduced
and references to obtain the software are provided.

Who this book is for

This book is for anyone who is working as or who wants to work as a professional
security tester. The book teaches a foundation and systematic process of building
a virtual lab environment that allows for the virtual testing of any environment
that you may encounter in pentesting.

[2]
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Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an

explanation of their meaning,.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLs, user input, and Twitter handles are shown as follows:
"In the metasploitable virtual machine, enter sudo route add default gw
10.3.0.10 to add the route to the table."

A block of code is set as follows:

<IMG SRC="http://10.2.0.132/WebGoat/attack?Screen=52&menu=
900&transferFunds=4000"width="1" height="1"/>

Any command-line input or output is written as follows:
ip access-group Extermnal in

New terms and important words are shown in bold. Words that you see on
the screen, in menus or dialog boxes for example, appear in the text like this:
"Go to the Serversniff page and navigate to IP Tools | TCP Traceroute."

{%; . Warnings or important notes appear in a box like this.
= .
- ~\| =
Q Tips and tricks appear like this.
— i

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for
us to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedback@packtpub.com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www. packtpub.com/authors.
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