The Ethics of Intelligence

m Ross W. Bellaby

39a31LN0Y



The Ethics of Intelligence

A new framework

Ross W. Bellaby

é Routledge

Taylor &Francis Group
LONDON AND NEW YORK



First published 2014
by Routledge
2 Park Square, Milton Park, Abingdon, Oxon OX14 4RN

and by Routledge
711 Third Avenue, New York, NY 10017

Routledge is an imprint of the Taylor & Francis Group, an informa business
© 2014 Ross W. Bellaby

The right of Ross W. Bellaby to be identified as author of this work has
been asserted by him in accordance with sections 77 and 78 of the
Copyright, Designs and Patents Act 1988.

All rights reserved. No part of this book may be reprinted or reproduced or
utilised in any form or by any electronic, mechanical, or other means, now
known or hereafter invented, including photocopying and recording, or in
any information storage or retrieval system. without permission in writing
from the publishers.

Trademark notice: Product or corporate names may be trademarks or
registered trademarks, and are used only for identification and explanation
without intent to infringe.

British Library Cataloguing in Publication Data
A catalogue record for this book is available from the British Library

Library of Congress Cataloging-in-Publication Data

Bellaby, Ross, 1984—

Ethics and intelligence collection : a new framework / Ross Bellaby.
pages cm. <(Studies in intelligence)
Includes bibliographical references and index.
1. Intelligence service—Moral and ethical aspects. 2. Electronic
surveillance-Moral and ethical aspects. 3. Electronic intelligence—
Moral and ethical aspects. 4. Espionage-Moral and ethical aspects.
5. Military interrogation—Moral and ethical aspects—United States.
6. Torture—Moral and ethical aspects. 7. Spies—Professional ethics.
8. Intelligence service-Moral and ethical aspects—United States.
9. Terrorism—Prevention—Moral and ethical aspects. 10. Privacy—Moral
and ethical aspects. L. Title.
JF1525.16B45 2014
172" 4-dc23 2013040770

ISBN: 978-0-415-82104-9 (hbk)
ISBN: 978-0-203-38357-5 (ebk)

Typeset in Times New Roman
by Wearset Ltd, Boldon, Tyne and Wear



The Ethics of Intelligence

This book starts from the proposition that the field of intelligence lacks any sys-
tematic ethical review, and then develops a framework based on the notion of
harm and the establishment of Just Intelligence Principles.

As the professional practice of intelligence collection adapts to the changing
environment of the twenty-first century, many academic experts and intelligence
professionals have called for a coherent ethical framework that outlines exactly
when, by what means and to what ends intelligence is justified. Recent contro-
versies, including reports of abuse at Guantanamo Bay and Abu Ghraib, allega-
tions of extraordinary rendition programmes and the ever-increasing
pervasiveness of the ‘surveillance state’, have all raised concerns regarding the
role of intelligence in society. As a result, there is increased debate regarding the
question of whether or not intelligence collection can be carried out ethically.

The Ethics of Intelligence tackles this question by creating an ethical frame-
work specifically designed for intelligence that is capable of outlining under
what circumstances, if any, different intelligence collection activities are ethi-
cally permissible. The book examines three of the main collection disciplines in
the field of intelligence studies: imagery intelligence, signals intelligence and
human intelligence. By applying the ethical framework established at the begin-
ning of the book to these three important intelligence collection disciplines, it is
possible to better understand the ethical framework while also demonstrating its
real-life applicability.

This book will be of much interest to students of intelligence studies, ethics,
war and conflict studies, security studies and international relations.

Ross W. Bellaby is lecturer in the Department of Politics, University of Shef-
field, and has a PhD in International Relations from Aberystwyth University.
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Introduction

Everything secret degenerates.
Lord Acton

As the world of intelligence adapts to the changing environment and new threats
of the twenty-first century, it has become clear that it is in dire need of an ethical
framework that outlines exactly when, by what nieans, and to what ends its ser-
vices should be used. Several recent controversies, including the reported abuse
at Guantanamo Bay and Abu Ghraib, extraordinary rendition programmes and
the ever-increasing pervasiveness of the ‘surveillance state’, have each raised
considerable concerns regarding precisely what our intelligence services should
be doing behind the political scene. These events force us to ask: are the actions
being carried out by the world’s leading intelligence communities ethically
justified?

The answer to this question, however, is not always clear. For instance, there
are those who argue that intelligence is in no particular need to have its actions
ethically evaluated; for is this not a true realm of realpolitik.' It has, after all,
always been a feature of the political scene, though has never before been sub-
jected to any exerted effort to ethically evaluate it. Moreover, as Allen Dulles,
once the head of the United States’ Central Intelligence Agency (CIA) and prin-
cipal intelligence advisor to the President and the National Security Council,
argued in 1963, any restrictions on the intelligence community would be coun-
terproductive in regards to its overall mission: ‘The last thing we can afford to
do today is to put our intelligence in chains.’” Indeed, there are strong arguments
that can be made, especially after the 9/11 terrorist attacks, that intelligence
should not be subjected to any framework that restrains its practice lest it allow
further damages to occur.

Then there are those who argue that any project that aims to apply ethics to
intelligence is essentially an oxymoron.” The job of intelligence in many
instances is to collect information that other actors wish to keep secret, resulting
in a world where intelligence is, by necessity, an unsavoury business: ‘Effective
espionage requires intelligence officers to deceive, incite, and coerce in ways not
acceptable for members of the general public.’™® It would therefore be both
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unhelpful and redundant to attempt to apply ethical considerations to a field such
as this. As it is often asked, ‘is there such a thing as an ethical spy?

Claiming that intelligence is an activity that is inherently unethical and so one
should not bother trying to evaluate its practices, however, ignores the central
role ethics plays in every aspect of political life, whether it is for the individual
or group, public or private. No activity can claim an a priori right to exist
outside the purview of ethical evaluation. Intelligence agencies must be brought
out of the shadows, to some extent at least, and be made to respect ethical norms.
This is not to say that intelligence should no longer be kept as secret as possible;
such an argument would be naive. Intelligence does deal with hidden threats and
so its methods and operations must retain their ability to stay, at least in part,
secret.® It is because of this very secrecy, however, that intelligence needs an
explicit ethical framework established: ‘the public need perhaps more assurances
than it used to need that these activities are being conducted both well in profes-
sional terms and justifiable in moral terms.”’

Second, to argue that intelligence is just an oxymoron is to ignore the very
significant ethical role intelligence can play in the political community. Secret
intelligence is needed and depended upon to protect against a range of external
and internal threats, including asymmetric threats from international terrorist
networks and sub-state actors, domestic crime and social unrest, state aggres-
sion, foreign espionage and international instability. As a key tool of the state, it
is the duty of the intelligence organisations to detect, locate and prevent any
threat to the political community. We can make this argument either on onto-
logical justifications, whereby the right of the individual to defend himself is
extrapolated ‘up” onto the state, or by the contention that the political community
is a moral good in and of itself. For example, Michael Walzer makes the point
that the historical willingness to defend one’s state is an outgrowth of the natural
attachment to our political community. The shared experiences and cooperative
activity seen in a political cemmunity, he argues, go towards shaping the
common life, one that is valuable to its members. For this reason, unless circum-
stances indicate otherwise,® ‘when states are attacked, it is its members who are
challenged, not only in their lives, but also in the sum of things they value most,
including the political association they have made.™

However, this does not mean that intelligence agencies should be allowed
free reign. There are important fears that what goes on behind the scenes might
not reflect the ethical or social principles of the society that the intelligence com-
munity is designed to protect. In the recent history of professional intelligence,
for example, the embarrassing failure of the Bay of Pigs invasion in 1961 forced
President Kennedy to publicise the event and instigate a number of internal
investigations into CIA operations; the Watergate scandal and the resulting
Church Committee revealed the potential ease for intelligence actors even in
liberal democracies to carry out unwarranted activities against their own; and
concerns over the use of extraordinary rendition and torture programs demon-
strate the extreme level of harm that they can cause without suitable restric-
tions."” Moreover, in the face of the boom in computerised systems and
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surveillance technology, there is significant anxiety regarding the possible threat
surveillance practices pose to individual privacy." Most notably, the Prism leak
in 2013 regarding the extensive online monitoring system employed by the
United States’ National Security Agency (NSA) demonstrated not only the capa-
city to watch what people do in cyberspace but the willingness to do so.'* Digital
surveillance has reached unprecedented levels in its ability to monitor the indi-
vidual with, it would seem, no matching revolution in the rules limiting its use.

It is also feared that unethical intelligence can or will lead to bad intelligence.
Unethical intelligence can cause a brain-drain as individuals leave or feel that
they do not want to join an organisation engaging in egregious activities. Richard
Dearlove, the former Chief of the UK’s Secret Intelligence Service, remarked on
how ‘potential recruits would come to us because they believed in our cause....
This made our work much easier.”"? Unethical intelligence is also likely to attract
the wrong sort of cooperation from informants. Treating someone in an unethical
way runs the risk of annoying, hurting, upsetting or distressing the very people
from whom one is trying to get information. Former CIA officer John Hedley
notes: ‘An agent who hates and fears his case officer is not likely to be reliable
or helpful.”*

This leaves the debate stuck between the important and indeed ethical role
that intelligence can play, and the potential for it to cause harm to others as a
result of trying to achieve this aim. It is this tension that is key to the whole
debate on intelligence ethics, and it is this tension that this book will seek to
reconcile. Indeed, the main argument of this book is that there needs to be a lim-
itation on the activities employed by the intelligence community, but that this
limitation must be qualified in relation to the ethical good that intelligence can
do in its role as protector of the political community. This book will therefore
create an ethical framework made up of two different parts that, when brought
together, will be able to reconcile this tension and clearly outline if and when the
use of intelligence is ethically permissible. The first part of the ethical frame-
work will argue that the reason why intelligence collection might be considered
ethically unacceptable is because of the ‘harm’ it can cause to the individual
targeted, the intelligence operatives themselves and even society as a whole.
The second part of the ethical framework will argue for a set of Just Intelli-
gence Principles, based on the just war tradition’s principles of just cause, legiti-
mate authority, right intention, last resort, proportionality and discrimination,
which can then act as the means for determining if and when these harms are
justified.

These two different parts of the ethical framework will then be brought
together on a ‘Ladder of Escalation’. In practice, intelligence includes a variety
of very different activities, each of which have the potential to cause a different
level of harm. Moreover, depending on the level of harm caused, the circum-
stances needed to fulfil the Just Intelligence Principles will change. The Ladder
of Escalation represents a metaphorical device that spreads the different intelli-
gence collection activities up along its levels according to the harm caused. As
the level of harm goes up, so too must the demands made by the Just Intelligence



