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Foreword

The number of mobile device users and mobile apps available for these users are
increasing dramatically. According to the International Telecommunication Union
(ITU, 2016), by the end of 2015, there were more than 7 billion mobile cellular
subscriptions, corresponding to a penetration rate of 97%, up from 738 million in
2000. Cisco (2016), reports that global mobile data traffic grew 74 percent in 2015
and has grown 4,000-fold over the past 10 years and almost 400-million-fold over
the past 15 years. Most of these mobile device users and their mobile network op-
erators are connected to cloud computing service providers to offer rich computa-
tional and Internet resources, which is Mobile Cloud Computing (MCC).

As we move from traditional desktop/laptop computing to mobile cloud com-
puting, we also need to take into consideration the security management in mobile
cloud computing. Mobile cloud computing uses wireless network technology for
connectivity to the servers and cloud service providers, which is more vulnerable
than wired networks. Almost all of the mobile device users data is stored with the
cloud service providers server so that there is “always on” 24/7 access. Storage of
an individual’s data or a company’s data with a third party always poses a security
risk. Therefore, this book on Security Management in Mobile Cloud Computing is
a timely publication for readers, academics, researchers and professionals to gain
first-hand knowledge about the issues and challenges faced in managing security
in Mobile Cloud Computing systems.

The number of variants of malicious software aimed at mobile devices has re-
portedly risen from about 14,000 to 40,000 or about 185% in less than a year, the
United States Government Accountability Office stated (GAO, 2012). With the
consumerisation of Information Technology, employees now bring theirown devices
(BYOD) and connect it to the corporate network. According to the Cloud Security
Alliance (CSA, 2012), 69% of companies do not have a BYOD security policy and
64% of companies do not mandate or enforce mobile device security. Such ignorance
might be due to lack of information about the risks and loss associated with such
vulnerability. This book is aimed at informing the policy makers and practitioners
on the different aspects of Security Management in Mobile Cloud Computing. It
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investigates the different protocols and architectures that can be used to design,
create, and develop security mechanisms. It proposes innovative approaches and
solutions to Mobile Cloud Computing security challenges.

Readers of this book will be enlightened on the following in regards to security
management in mobile cloud computing: Chapter 2 presents an intrusion detection
system to enhance security. Chapter 3 provides specific guidelines to reduce risks
resulting from utilizing middle circle providers. Chapter 4 explores proper recovery
planning in the event of disasters resulting from cyber-attacks. Chapter 6 proposes
a framework that provides security with minimum processing overheads. Chapter
7 looks at security issues and vulnerabilities and the possible solutions to such is-
sues. Chapter 8 discusses a security model for Mobile Cloud Database as a Service
(DBaaS). In addition to the above, Chapter 1 presents a new routing protocol based
on smart energy management and Chapter 5 looks at the Game Theory in modelling
Peer-to-Peer network systems.

Sam Goundar

Victoria University of Wellington, New Zealand & KYS Business School,
Malaysia
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Preface

Mobile Cloud Computing (MCC) is gaining stream. According to the latest study
from Juniper Research, the number of mobile cloud computing subscribers is ex-
pected to grow rapidly in the next five years. Considered as one of today’s hottest
new technology markets. MCC integrate different major technologies such as smart
phones, tablets, services, big data and cloud computing in one platform provided
to the end users. Many issues such as networking, cloud services, security, quality
and the availability of services, user data management are still challenging to the
rapid growth of MCC.

This book is essential for researchers, engineers, and professionals interested in
exploring recent advances in Mobile Cloud Computing security. This book looks
to discuss and address the difficulties and challenges faced in managing security in
Mobile Cloud Computing Systems. This book chapters address different aspects of
Security Management in MCC and investigates different protocols and architectures
that can be used to design, create, and develop security mechanism by highlighting
recent advances, trends, and contributions to the building blocks for solving security
issues in MCC.

OBJECTIVES

The main objective of this book to provide opportunity to scientists, researchers,
students, and practitioners to share their latest research results, ideas, and develop-
ments in the area of Mobile Cloud Computing. It provides an overview of the state
of the art, latest techniques, studies, and approaches as well as future directions in
this field.
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TARGET AUDIENCE

Policy makers, academicians, researchers, advanced-level students, technology
developers, and government officials will find this text useful in furthering their
research exposure to pertinent topics in Mobile Cloud Computing and assisting in
furthering their own research efforts in this field.

APPROACH

This book incorporates the concepts of security management in mobile cloud
computing as well as design techniques, architecture and application areas. It also
addresses advanced security issues such as digital forensic, big data, access control
and fault tolerance etc. The chapters are organized as follows:

Chapter 1: (SET) Smart Energy Management and Throughput
Maximization — A New Routing Protocol for WSNs

This chapter present a new routing protocol based on smart energy management and
throughput maximization for clustered WSNs. The main objective of this protocol is
to solve the constraint of closest sensors to the base station which consume relatively
more energy in sensed information traffics, and also decrease workload on CHs.

Chapter 2: A Cloud Intrusion Detection Based on
Classification of Activities and Mobile Agent

This paper presents an intrusion detection system that is based on mobile agent to
collect and analysis gathered data from several virtual machines, in order to benefit
from the advantages of mobile agents. This chapter propose to use C4.5 algorithm
which is one of tree decision algorithms that classify data into normal and mali-
cious one.

Chapter 3: Considering Middle Circles in Mobile Cloud

This chapter provides specific guidelines to provide governance directions to align
MCC into enterprise strategy and reduce risks resulted from utilizing middle circle
providers; In this context, this chapter also promote and discuss some ethics that
help client enterprises and MCC providers understand roles and obligations in an
ever changing environment.
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Chapter 4: Managing Risk in Cloud Computing

This chapter explore proper recovery planning in the event of disaster resulting
from cyber-attacks. In this chapter, several means of limiting vulnerabilities and
minimizing damages to information systems are discussed.

Chapter 5: On the Role of Game Theory in Modelling
Incentives and Interactions in Mobile Distributed Systems

This chapter explore the game theory which provides a mathematical framework
for understanding the complexity of interdependent decision makers with similar or
conflicting objectives. Chapter investigate different classes of game theory, review
and analyse their use in the modelling of P2P system.

Chapter 6: Security and Privacy Issues,
Solutions, and Tools for MCC

This chapter proposes lightweight secure framework that provides security with
minimum communication and processing overhead on mobile devices. This chapter
also discusses secure mobile-cloud application services.

Chapter 7: Security and Privacy Issues and
Solutions in Mobile Cloud Computing

This chapter presents a review on the mobile cloud computing concepts as well as
security issues and vulnerabilities affecting Cloud Systems and the possible solutions
available to such issues within the context of cloud computing. It also describes
the pros and cons of the existing security strategy and also introduces the existing
issues in cloud computing such as data integrity, data segregation, and security.

Chapter 8: Security Model for Mobile Cloud
Database as a Service (DBaa$S)

This n chapter discusses a security model for Mobile Cloud Database as a Service
(DBaaS). A user can change his/her password, whenever demanded. This chapter also
presents security analysis to realize the feasibility of the proposed model for DBaaS.
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Energy efficiency and throughput are critical factors in the design routing protocols
of WSNs. Many routing protocols based on clustering algorithm have been proposed.
Current clustering algorithms often use cluster head selection and cluster formation
to reduce energy consumption and maximize throughput in WSNs. In this chapter,
the authors present a new routing protocol based on smart energy management and
throughput maximization for clustered WSNs. The main objective of this protocol is
to solve the constraint of closest sensors to the base station which consume relatively
more energy in sensed information traffics, and also decrease workload on CHs. This
approach divides network field into free area which contains the closest sensors to
the base station that communicate directly with, and clustered area which contains
the sensors that transmit data to the base station through cluster head. So due to
the sensors that communicate directly to the base station, the load on cluster heads
is decreased. Thus, the cluster heads consume less energy causing the increase of
network lifetime.



Chapter 2
A Cloud Intrusion Detection Based on Classification of Activities and Mobile

Nadya El Moussaid, Ibn Zohr University, Morocco
Ahmed Toumanari, Ibn Zohr University, Morocco

Cloud computing becomes the technology trend that attracts more and more both of
the different forms of companies and attackers, for the reason that cloud computing
provides a sharing pool of configured computing resources, such as servers, networks,
applications, storage, and services, to end users. Therefore, securing sensitive data
of companies from threats and attacks performed by internal or external attackers
is a necessary requirement and exigency. For that purpose, in this paper presents
an intrusion detection system that is based on mobile agent to collect and analysis
gathered data from several virtual machines, in order to benefit from the advantages
of mobile agents. The authors of this chapter propose to use C4.5 algorithm which is
one of tree decision algorithms that classify data into normal and malicious one. The
main purpose of our solution is creating a model of normal and abnormal behaviour.

Chapter 3

Considering Middle Circles in Mobile Cloud Computing: Ethics and Risk

(GOVETITIANCE ....vveeeeeeeeeeeeeeciiiieeeeeeeeesenabatsaaeeeeeesssnasaaeeeessaessnbaaaaeeesenesasnnsnaaesaeessnnns 43
Mohammad Ali Shalan, University of Jordan, Jordan

Mobile Cloud Computing (MCC) is increasingly asserted as the technology with
the potential to change the way internet and information systems are being utilized
into business enterprises. It is rapidly changing the landscape of technology,
and ultimately turning the long-held promise of utility computing into a reality.
Nevertheless, utilizing MCC is never a trivial task, thus calling for a special approach
to get the benefits, reduce risks and control operations. The main objective of this
chapter is to provide some specific guidelines to provide governance directions to
align MCC into enterprise strategy and reduce risks resulted from utilizing middle
circle providers; In this context, this chapter also promote and discuss some ethics
that help client enterprises and MCC providers understand roles and obligations in
an ever changing environment.



Chapter 4
Managing Risk in Cloud Computing .........ccccveemeciriiiiniriiniiiinieeieciecccnecnenes 73
Lawan Ahmed Mohammed, University of Hafr Albatin, Saudi Arabia

Computer crime is now becoming a major international problem, with continual
increases in incidents of cracking, hacking, viruses, worms, bacteria and the like
having been reported in recent years. As a result of this massive vulnerabilities and
new intrusion techniques, the rate of cybercrime has accelerated beyond imagination.
Inrecent years, cloud computing have become ubiquitous, permeating every aspect of
our personal and professional lives. Governments and enterprises are now adopting
cloud technologies for numerous applications to increase their operational efficiency,
improve their responsiveness and competitiveness. It is therefore vital to find ways of
reducing and controlling the risk associated with such activities especially in cloud
computing environment. However, there is no perfect-safe way to protect against
all cyber attacks, hence, there is need for a proper recovery planning in the event
of disaster resulting from these attacks. In this chapter, several means of limiting
vulnerabilities and minimizing damages to information systems are discussed.

Chapter 5§

On the Role of Game Theory in Modelling Incentives and Interactions in

Mobile: DIstriDOtEd SYSIBINS s sssmnssssvasivevsnsvess soassonsssssosassoies ssssvasasssmisisssnsonsssiesss 92
Mohammed Onimisi Yahaya, University of Hafr Albatin, Saudi Arabia

Advances in wireless networking has led to a new paradigm of Mobile Distributed
Systems (MDS), where data, devices and software are mobile. Peer-to-Peer (P2P)
networks is a form of distributed system in which sharing of resources has some
similarities to our traditional market in terms of goods and relationship. Game
theory provides a mathematical framework for understanding the complexity of
interdependent decision makers with similar or conflicting objectives. Games could
be characterized by number of players who interact, possibly threaten each other
and form coalitions, take actions under uncertain conditions. The players receive
some reward or possibly some punishment or monetary loss. Our primary objective
is to provide an insight into the role and suitability of game theory in the study of
Economics of P2P systems. In order to achieve this objectives, we investigate different
classes of game theory, review and analyze their use in the modelling of P2P system.



Chapter 6
Security and Privacy Issues, Solutions, and Tools for MCC ...........cc.ccoueennee.. 121
Darshan M. Tank, Gujarat Technological University, India

With the development of cloud computing and mobility, mobile cloud computing
has emerged and become a focus of research. Mobile Cloud Computing (MCC)
integrates mobile computing and cloud computing aiming to extend mobile devices
capabilities. By the means of on-demand self-service and extendibility, it can
offer the infrastructure, platform, and software services in a cloud to mobile users
through the mobile network. There is huge market for mobile based e-Commerce
applications across the globe. Security and privacy are the key issues for mobile cloud
computing applications. The limited processing power and memory of amobile device
dependent on inherently unreliable wireless channel for communication and battery
for power leaves little scope for a reliable security layer. Thus there is a need for a
lightweight secure framework that provides security with minimum communication
and processing overhead on mobile devices. The security and privacy protection
services can be achieved with the help of secure mobile-cloud application services.

Chapter 7

Security Management in Mobile Cloud Computing: Security and Privacy

Issues and Solutions in Mobile Cloud Computing ..........cccccevuierieiieeniecnienncnns 148
Basudeo Singh, R. V. College of Engineering, India
Jasmine K.S., R. V. College of Engineering, India

Mobile cloud computing is a technique or model in which mobile applications are
built, powered and hosted using cloud computing technology. In Mobile Cloud
computing we can store information regarding sender, data and receiver on cloud
through mobile application. As we store more and more information on cloud by
client, security issue will arise. This chapter presents a review on the mobile cloud
computing concepts as well as security issues and vulnerabilities affecting Cloud
Systems and the possible solutions available to such issues within the context of
cloud computing. It also describes the pros and cons of the existing security strategy
and also introduces the existing issues in cloud computing such as data integrity,
data segregation, and security.



