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Introduction

Overview of This Book

You have chosen to read a book that will provide you with a practical under-
standing of hacking the everyday web browser and using it as a beachhead to
launch further attacks. The attacks will focus on the most popular browsers
and occasionally delve into the less mainstream ones. You will largely explore
Firefox, Chrome, and Internet Explorer. You will even dip your toes into the
water of modern mobile browsers and, although these won't be the primary
focus, a lot of the attacks are relevant to them also.

Attackers and defenders both need to understand the dangers the web browser
has opened up for users. The reason is obvious. The web browser is possibly
the most important piece of software so far this century. It is humanity’s most
popular gateway to access the online environment—so much so that you have
watched it grow from cumbersome desktop software to a dominant application on
your phone, gaming console, and even your humble TV. Itis today’s Swiss Army
knife of presenting, retrieving, and navigating data. Since Sir Tim Berners-Lee
invented his “little web browser that could” in 1990, this overachieving applica-
tion has become one of the most recognizable pieces of software in the world.

Various estimates are being thrown about regarding the number of people
globally using web browsers. Doing some “back of the napkin” calculations
will reveal some extraordinary numbers. If you say that about one-third of the
global population is using the Internet, then you could estimate about 2.3 billion
browsers. Drawing further assumptions, you may discover that some are using
n+1 browsers. Some are using a browser at home, at work, and on their phones.
Even without Stephen Hawking’s mathematical insights, you have probably
arrived at a stupendous number.
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Given this astonishing number of web browsers, it is not surprising that
with this popularity comes a plethora of security issues and opportunities for
exploitation. Written from the perspective of the hacker, this book will teach you
how to hack, and thereby how to defend, the modern browser in all its glory.

Who Should Read This Book

Do you have a technical background and an interest in understanding the practi-
cal risks of web browsers? If yes, then this book is for you. You may be looking
to defend your infrastructure or attack your client’s assets. You may have a role
as an administrator, developer, or even an information security professional.
Like a lot of us, you may simply have an overwhelming passion for security
and are continually looking to augment your knowledge.

This book has been written assuming you use a web browser regularly and
have had cause to look under the hood on occasion. It will be beneficial for you
to already have a grasp of fundamental security concepts or be happy to invest a
little time in some background research. The concept of the server-client model,
the HTTP protocol, and general security concepts should not be new to you.

Although it isn’t essential to have a programming background, it would be
useful to have some basic knowledge of the principles when reviewing the code
snippets. Numerous examples and demonstrations are provided throughout the
book to give you hands-on experience. These are written in various languages
with an emphasis on JavaScript, due to its dominance within browsers. As
unlikely as it may be, if you haven’t used JavaScript before, don’t be concerned.
The code also comes with explanations.

How This Book Is Organized

This book contains 10 chapters that are broadly categorized based on the attack-
ing method. Where possible, sections are divided into vulnerability classes,
but this is not strictly the case. The book has been organized in a structure that
the authors envisage may be helpful to you as you embark upon a professional
security engagement.

During any security engagement, it is unlikely you’ll follow this book from
cover to cover. Rather, you will hop from one chapter to another, starting from
the introductory chapters and then branching into the most relevant chapter.
Alternatively, you may leap into a section where a concept is discussed in detail.
To support this more dynamic usage of the book, some concepts are replicated
to add context and coherence to the individual topics.
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Each chapter concludes with a set of questions for you to ponder. These ques-
tions will provide you with an opportunity to consolidate your understanding
of the core concepts of the chapter.

Chapter 1: Web Browser Security

This chapter starts you on your browser hacking journey. Your first step is to
explore important browser concepts and some of the core problems with browser
security. You explore the micro perimeter paradigm needed to defend organizations
today, and ponder some fallacies that continue to propagate insecure practices.
This chapter also examines a methodology specifying how attacks employing
the browser can be launched. It covers the attack surface presented by the browser
and how it increases the exposure of assets previously assumed protected.

Chapter 2: Initiating Control

Every single time a web browser connects to the web, it is asking for instruc-
tions. The browser then dutifully carries out the orders it has been provided by
the web server. Needless to say, boundaries do exist, but the browser provides
a powerful environment for attackers to employ.

This chapter walks you through the first phase of browser attacks by exploring
how to execute your code within the target browser. You sample the delights
of Cross-site Scripting vulnerabilities, Man-in-the-Middle attacks, social engi-
neering, and more.

Chapter 3: Retaining Control

The initiation techniques discussed up to this point only allow you to execute
your instructions once. This chapter introduces how to maintain communica-
tion and persistence, giving you interactive control with the ability to execute
multiple rounds of commands.

In a typical hacking session, you will want to maintain a communication chan-
nel with the browser and, where possible, persist your control across restarts.
Without this, you will quickly find yourself back at square one trying to entice
your target to connect over and over again.

In this chapter, you learn how to use a payload to maintain communication
with the browser, enabling you to send multiple iterations of instructions. This
will ensure that you don’t waste any opportunities once you have received that
all-important initial connection. Armed with this knowledge, you are now ready
to launch the various attacks presented in the following chapters.
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Chapter 4: Bypassing the Same Origin Policy

In very basic terms, the Same Origin Policy (SOP) restricts one website from
interacting with another one. It is possibly the most fundamental concept in web
browser security. You would, therefore, expect that it would be consistent across
browser components and trivial to predict the impacts of common actions. This
chapter shows you that this is not the case.

Web developers are poked with an SOP stick at almost every turn; there is
variance between how SOP is applied to the browser itself, extensions, and
even plugins. This lack of consistency and understanding provides attackers
opportunities to exploit edge cases.

This chapter explores bypassing the different SOP controls in the browser. You
even discover issues with drag-and-drop and various Ul redressing and timing
attacks. One of the more surprising things you learn in this chapter is that with
the right coding, SOP bypasses can transform the browser into an HTTP proxy.

Chapter 5: Attacking Users

Humans are often referred to as the weakest link in security. This chapter focuses
on attacks targeting the unsuspecting user’s wetware. Some of the attacks fur-
ther leverage social engineering tactics discussed in Chapter 2. Other attacks
exploit features of browsers, and their trust in received code.

In this chapter, you explore de-anonymization and covertly enabling the web
camera, as well as running malicious executables with and without any explicit
user intervention.

Chapter 6: Attacking Browsers

While this entire book is about attacking the browser and circumventing its
security controls, this chapter focuses on what could be referred to as the bare-
bones browser. That is, the browser without the extensions and plugins.

In this chapter, you explore the process of directly attacking the browser.
You delve into fingerprinting the browser to distinguish between vendors and
versions. You also learn how to launch attacks and compromise the machine
running the browser.

Chapter 7: Attacking Extensions

This chapter focuses on exploiting vulnerabilities in browser extensions. An exten-
sion is software that adds (or removes) functionality to (or from) the web browser.
An extension is not a standalone program unlike their second cousins, plugins. You
might be familiar with extensions like LastPass, Firebug, AdBlock, and NoScript.
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Extensions execute code in trusted zones with increased privileges and take
input from less trusted zones like the Internet. This will ring alarm bells for
seasoned security professionals. There is a real risk of injection attacks, and in
practice, some of these attacks lead to remote code execution.

In this chapter, you explore the anatomy of extension attacks. You delve into
privilege escalation exploits that will give you access to the privileged browser
(or chrome: //) zone and result in command execution.

Chapter 8: Attacking Plugins

This chapter focuses on attacking web browser plugins, which are pieces of
software that add specific functionality to web browsers. In most instances,
plugin software can run independently without the web browser.

Popular plugins include Acrobat Reader, Flash Player, Java, QuickTime,
RealPlayer, Shockwave, and Windows Media Player. Some of these are neces-
sary for your browsing experience, and some for your business functions. Flash
is needed for sites like YouTube (which is potentially moving to HTML5) and
Java is required for business functions such as WebEx.

Plugins have been plagued with vulnerabilities and continue to be a rich
source of exploits. As you'll discover, plugin vulnerabilities remain one of the
most reliable avenues to take control of a browser.

In this chapter, you explore analyzing and exploiting browser plugins using
popular, freely available tools. You learn about bypassing protection mecha-
nisms like Click to Play and taking control of the target through vulnerabilities
in the plugins.

Chapter 9: Attacking Web Applications

Your everyday web browser can conduct powerful web-based attacks while
still abiding by accepted security controls. Web browsers are designed to com-
municate to web servers using HTTP. These HTTP functions can be turned
against themselves to achieve a compromise of a target that is not even on the
current origin.

This chapter focuses on attacks that can be launched from the browser without
violating the SOP. You learn various tricks that allow cross-origin fingerprinting
of resources and even cross-origin identification of common web application
vulnerabilities. You may be surprised to learn that when using the browser, it
is possible to discover and exploit cross-origin Cross-site Scripting and SQL
injection vulnerabilities, too.

By chapter’s end, you'll understand how to achieve cross-origin remote code
execution. You will also discover Cross-site Request Forgery attacks, time-based
delay enumeration, attacking authentication, and Denial-of-Service attacks.
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Chapter 10: Attacking Networks

This final attacking chapter covers identifying the intranet’s attack surface by port
scanning to discover previously unknown hosts. The exploration continues by
presenting techniques such as NAT Pinning,.

In this chapter, you also discover attacks that use the web browser to communi-
cate directly to non-web services. You learn how to harness the power of the Inter-
protocol Exploitation technique to compromise targets on the browser’s intranet.

Epilogue: Final Thoughts

By this stage in the book you will have learned numerous offensive techniques
and the chapters should now serve as a reference to quickly re-ramp up your
knowledge. We leave you with some thoughts to ponder, particularly around
the future of browser security.

What's on the Web

The website that accompanies this book is located at https://browserhacker
.com or the Wiley website at: www.wiley.com/go/browserhackershandbook. On
this site you will find information that augments the contents of this book. It is
not a substitute, but the details will complement the knowledge you get from
within the chapters.

The website also includes code snippets for you to copy and paste. This will
save you from having to transcribe them manually and has the added benefit of
(hopefully) delaying the onset of RSI! You'll also find demonstration videos to
view and answers to each chapter’s questions for you to check your knowledge.

Our modesty requires us to admit that there will inevitably be mistakes
in this book. It is an unfortunate truth that all but one of the authors of this
book is fallible (we are still in violent disagreement about which one of us is
the infallible one). Please check https://browserhacker.com to find out if we
have determined the fallible one and, of course, for the corrections to mistakes
discovered by our readers. If you find an error, please check the site and, if it
isn’t listed, kindly notify us.

Compiling Your Arsenal

This book covers various tools you can employ to hack web browsers and it is
valuable to have a variety in your toolkit.

An important point to stress is that this book aims to give you knowledge of
how the tools work from a low level. This will be an extremely valuable insight
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as your skill level increases. The aim is not only to teach you how to use tools,
but to understand them and enable you to spot the inevitable false positives.

Itis hoped that you will take an understanding that all tools have weaknesses and
that you should combine your knowledge with this fact in your security engage-
ments. The most important tool in your toolkit is your knowledge. The authors’
primary aim is to expand your understanding and not your software library.

A couple of the tools you will see frequently throughout this book are the
Browser Exploitation Framework (BeEF) and Metasploit. Of course, many others
are covered and you will become familiar with all their strengths and weaknesses.

The authors are core developers on the BeEF project and steered the devel-
opment of this community tool to match the methodology described herein.
Numerous examples have come from the BeEF codebase where the majority of
the processes have been automated.

Authorization Denied

This is a good point to pause in the book and highlight the professionalism
needed within the security disciplines. In no way should anything in this book be
interpreted as providing permission or encouragement to conduct an illegal act.

Ensure that you have received full permission prior to conducting a hacking
engagement. This is true of most of the security disciplines and is applicable
for all the techniques discussed in this book.

Good to Go!

Web browser security is one of the fastest moving arms races on the Internet.
This makes it a fascinating and fun area for anyone interested in security to
get involved. The pace is not slowing because businesses continually push the
boundaries of what browsers can do.

We have seen large and small companies alike aggressively changing the
assumption that usable and responsive software runs solely on the desktop
computer. Anyone predicting a decline in browser popularity should double-
check their Ouija board because they probably still have that buggy Java plugin
enabled!

Combine the arms race and business interests with the continually changing
web browser attack surface, and the security challenges won't stop coming. So,
let’s jump right in and start hacking browsers!
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