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Preface

In recent years, we have been witnessing sophisticated control systems designed to meet
increased performance and safety requirements for modern technological systems. Technical
experience has indicated that conventional feedback control design for a complex system may
result in an unsatisfactory performance, or even instability, in the event of malfunctions in
actuators, sensors or other system components. In order to circumvent such weaknesses, new
approaches to control system design have emerged with the goal of tolerating component
malfunctions while maintaining desirable stability and performance properties. These types
of control system are often known as “fault-tolerant control systems” (FTCS). The area of
fault-tolerant control systems is a complex interdisciplinary research field that covers a diverse
range of engineering disciplines, such as modeling and identification, applied mathematics,
applied statistics, stochastic system theory, reliability and risk analysis, computer communi-
cations, control, signal processing, sensors and actuators, as well as hardware and software
implementation techniques.

Modern technological systems rely on sophisticated control systems to meet performance
and safety requirements. A conventional feedback control design for a complex system may
result in unsatisfactory performance, or even instability, in the event of malfunctions in actua-
tors, sensors or other system components. To overcome such weaknesses, new approaches to
control system design have been developed in order to tolerate component malfunctions while
maintaining the required levels of stability and performance. This is particularly important
for safety-critical systems, such as aircraft, spacecraft, nuclear power plants, and chemical
plants processing hazardous materials. In such systems, the consequences of a minor fault
in a system component can be catastrophic. Therefore, the demand for reliability, safety and
fault tolerance is generally high. It is necessary to design control systems which are capable
of tolerating potential faults in these systems in order to improve the reliability and avail-
ability while providing desirable performance. More precisely, FTCS are control systems that
possess the ability to accommodate component failures automatically. They are capable of
maintaining overall system stability and acceptable performance in the event of such failures.
In other words, a closed-loop control system which can tolerate component malfunctions,
while maintaining desirable performance and stability properties is said to be a fault-tolerant
control system [1].

The problem of fault monitoring has always been an area of much importance for research
departments in industry. This becomes even more of a priority when we are dealing with
nonlinear systems. Monitoring of uncommon behavior of plant and detecting unprecedented
changes in systems are essential for maintaining the health of a system, followed by the removal
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of faulty components, replacement with the better ones, restructuring system architecture, and
thus improving overall system reliability. However, with the increasing complexity of modern
nonlinear systems, process engineers are facing tough challenges to understand and trou-
bleshoot possible system problems. Highly efficient fault-monitoring methods have become a
valuable asset in the life of large systems.

This book is about the analysis and design methods of fault-tolerant control systems.
Particular consideration is given to covering wide topics that have been treated in the literature
and presenting the results of typical case studies. The key feature is to provide a teaching-
oriented volume supported by research.

The terminologies, conventions and notations that have been adopted throughout this book
are explicitly presented in place to facilitate smooth readibilty of the different sections. They
are quite standard in the scientific media and vary only in form or character.

Magdi S. Mahmoud
Dhahran, Saudi Arabia

Yuanging Xia
Beijing, China
March 2013
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1

Introduction

For more than three decades, the growing demand for safety, reliability, maintainability, and
survivability in technical systems has created significant research interest in fault detection
and diagnosis (FDD). Such efforts have led to the development of many FDD techniques. For
a general exposure to the subject, the reader is directed to [1]-[5].

1.1 Overview

In the literature, fault detection and isolation or fault detection and identification are often
used interchangeably and abbreviated as “FDI”. To be precise and avoid further confusion,
this book adopts the term “FDI” to stand for “fault detection and isolation™; “FDD” is used
when the fault identification functionis added to FDI. In FTCS designs, fault identification is
important; therefore FDD is mainly used throughout this book to highlight the requirement of
fault identification.

On a parallel path, research into reconfigurable fault-tolerant control systems has increased
progressively since the initial research on restructurable control and self-repairing flight control
systems began in the early 1980s (see [6]-[10]). More recently, fault-tolerant control has
attracted more and more attention in both industry and academic communities due to increased
demands for safety, high system performance, productivity and operating efficiency in wider
engineering applications, not limited to traditional safety-critical systems. Several review or
survey papers on FTCS have appeared since the 1990s including [11]-[16].

Fault tolerance is no longer limited to high-end systems and consumer products such
as automobiles. However it is increasingly dependent on microelectronic and mechatronic
systems, on-board communication networks, and software, thus requiring new techniques
for achieving fault tolerance. Even though individual research on FTCS has been carried
out extensively, systematic concepts, design methods, and even terminology are still not yet
standardized. Recently, efforts have been made to unify some terminology [17]. In addition, for
historical reasons and because of the complexity of the problem, most of the research on FDD
and reconfigurable control (RC) has been treated as two separate fields. More specifically,
most of the FDI techniques have been developed as a diagnostic or monitoring tool, rather

Analysis and Synthesis of Fault-Tolerant Control Systems, First Edition. Magdi S. Mahmoud and Yuanging Xia.
© 2014 John Wiley & Sons, Ltd. Published 2014 by John Wiley & Sons, Ltd.



2 Analysis and Synthesis of Fault-Tolerant Control Systems

than as an integral part of FTCS. As a result, some FDD methods may not satisfy the need of

controller reconfiguration. On the other hand, most of the research on reconfigurable control

is carried out assuming the availability of a perfect FDD. Little attention has been paid to

analysis and design with the overall system structure and interaction between FDD and RC.
For example, the following questions are posed:

From the viewpoint of RC design what are the needs and requirements for FDD?

What information can be provided by existing FDD techniques for overall FTCS designs?
How can we analyze systematically the interaction between FDD and RC?

How can we design FDD and RC in an integrated manner for online and real-time
applications?

Many other challenging issues still remain open for further research and development. One
of the motivations of this book is to provide an overview of developments in FTCS and to
address some challenging problems to attract the attention of future research.

1.2 Basic Concepts of Faults

The terminology used in this book is fairly standard. Below, some basic definitions of faults,
failure, disturbances and uncertainties, fault detection, fault isolation, fault identification, and
fault diagnosis are given. The interested reader is referred to [18, 19, 20] for more detailed
explanation of the above mentioned terminology.

A “fault” is an unpermitted deviation of at least one characteristic property or parameter of a
system from the acceptable (standard condition). The closely related term “failure” is regarded
as a permanent interruption of a system’s ability to perform a required function under specified
operating conditions. Failure is used for the complete breakdown of a system, while fault is
used to indicate a deviation from the normal characteristics. As far as detection is concerned,
both faults and failures can be treated alike. Moreover, a fault can be treated as an external
input or as a parameter deviation which changes the system characteristics. Similar to faults,
“disturbances”, “uncertainties”, and “noises” can also be treated as external inputs. In fault
detection and isolation (FDI) terminology, they are termed as “unknown inputs”. Unlike faults,
these unknown inputs are uncontrolled, unavoidable and are present during normal operation.
The effect of the unknown inputs can be incorporated into the controller design and a process
can perform well even in the presence of them. Faults, on the other hand, have very severe
effects on the process and should be detected.

The process of fault diagnosis is referred to as the determination of the size, location, time
of detection and type of fault in the process. Based on its performance, a fault diagnosis
system (FDS) is regarded as a fault detection (FD), fault detection and isolation (FDI) or fault
detection, isolation and analysis (FDIA) system [18]. An FD system is therefore the process
of determining the fault in the process and its time of occurrence. An FDI system determines
in addition the kind and location of the fault. Similarly, an FDIA, together with detection and
isolation, also aims to determine the size and time behavior of the fault. It is worth noting that
the existence conditions for fault isolation are more stringent than for fault detection, and even
more so in the case of fault identification. Consequently, it is difficult to isolate or identify
faults in most situations.



