Broadview @ Pearson - JRIREmRBER

UNIX?@ZE%ﬁz

1] EIP O "2 5 75

Communication, Concurrency, and Threads

(%] Kay A. Robbins ..
Steven Robbins *

ik

T R ERR AN S ok e £t



- RRBmRBR -

(=)

UNIX AR GFE

18

5. HES5%E

UNIX Systems Programming
Communication, Concurrency, and Threads

[ 3€ ] Kay A. Robbins Steven Robbins =

T F I N & AR AL
Publishing House of Electronics Industry
JE3-BEIING



& &N

AR — A T B UNIX bRifERISE & IS %5, % UNIX GRERIE At fT 1M S R ras, M
s R T U5 B T (5 R VR PR /MR B A, B I B AR B 15 R B LB Y SEBrIT
Hef, Brabifs. HFRmERAMET TIRAKEN, MRS, BlmESIR, BT 2EE
AR, ADTEE T 53, 59, BEE. POSIX LBfE Pl RS SEEHERINE,
R LR T AR SR EIANZR ], B I T A IS H A TS HER,

APE AT AE SRR L, haTfEEFR A RS HEER,
Original edition, entitled UNIX Systems Programming:Communication, Concurrency, and Threads 9780130424112
by Kay A. Robbins, Steven Robbins, published by Pearson Education, Inc., publishing as Prentice Hall, Copyright
© 2003 Pearson Education, Inc.

All rights reserved. No part of this book may be reproduced or transmitted in any form or by any means, elec-
tronic or mechanical, including photocopying, recording or by any information storage retrieval system, without
permission from Pearson Education,Inc.

China edition published by Pearson Education Asia Ltd. and Publishing House of Electronics Industry Copyright
© 2017.The edition is manufactured in the People’s Republic of China, and is authorized for sale and distribution
only in the mainland of China exclusively(except Hong Kong SAR, Macau SAR, and Taiwan).

A A58 B EN MR AT AR Pearson Education 34 # 7 RPN A B 24 B4 T 7 Tl el
H 2 HRE TR, AELMER HRE SIS R A SRS

ABURFEAREEN (AREPEFE, BENTRERTESE0EX) HERT.
A BENARIGA Pearson Education 24 # 7 H R B BOERs thbniE, ThnBEE A H#HE.
RRACEE B & REE S Bl 01-2016-2361

BPERRE (CP) %8

UNIX 40, dfs. HEG8R. 30/ (%) Y% - =i (Kay A Robbins), () B#RX - PR
(Steven Robbins) #. — Jbxt: HFTokHifktk, 2017.4

(FRuRFE S #)

454, JFi 3¢ UNIX Systems Programming: Communication, Concurrency, and Threads

ISBN 978-7-121-30853-6

L QUL QY- @ 1L @ UNIX iR % — BRIV, O TP316.81

rh E R A B35 CIP $di %y (2017) % 018598 5

FRIGasE . XEXR
TR . TRECE
Efl Rl = ENRIEETT A PR 2 &)
9T =RIHEENREEIT AR F
Hi & AT: BT Tk kst
Jem X A% 173 5% HBZE: 100036
F A, 787x9801/16 Efgk . 57 . 11752 FF
KR k. 2017 4E 4 HES 1Ak
El k. 2017 4E 4 A% 1 RENRI
F£  #r: 198.00 ¢
FLAFISE HL T ol R B A AR, i S Rk e . B S Gh, TH SR RITIRS, K
Z NP TE . (010) 88254888,
REPIFE IR Z zts@pheicom.en, HEHRFUEHRIE K BB dbgq@phei.com.cn,
kARt E %, (010) 51260888-819 fag@phei.com.cn,



#k %5 Nicole #= Thomas.



G RMES )
B R AT SO S X P (www.broadview.com.cn ), BN ZZPITFIRS .

o THRER: AP tanoRes &8 E [ TERER ] 4T,

« REEIR: B BHHNEOBEEIATE [R5HR ]| 28R32, HFERN, IR R
HAXRS (RS ETHE, 0] AN 25 ).

o SR ERE T [BZETFL ] LB TEMEEMZWA, SHRITMEAEE —F¥
o2 '

SUHEIAE : http://www.broadview.com.cn/30853




X T Mk

% 5% http://usp.cs.utsa.edu/usp 7] X AFGFIRHIT R T Ho 1% M55 N DAL HE LR
ek, KT HE ., (REM RS LRI E,



=l

L

i}

A 5 J& 1995 4E Prentice Hall H it #1 1} WX B Practical UNIX Programming: A Guide to
Communication, Concurrency and Multithreading — F5 56 2 i, H T B 4 #1515 4~ B 1Y
NE, EANTEHABUH (UNIX 45 B EHE R : @{5. 3 K 5L (UNIX Systems
Programming: Communication, Concurrency and Threads ) ) . 5 F—R/AHE, 5 2 AL
BUET 4, BREZEAREHTTIENR.

HEME 2B TR SSEN -1 R . AGEELEKN, RS 2%
FIAMFNSE . Hitk, /5 EWRAORBEEITAEE, X —RT, HRIZELTE4EmGE
% IF AL PR IR TR ARES . RITE SRR, FHHROHE T A #REES AR
AR IR R RATORN . AEME, FRGESIEREERES 2, LR
%% 1 AR AR 15 B A0 vE M -

AR 1 RE A — D EEBGH R T UNIX B, E#FHR POSIX, KAl
AT EYIOE AT R ERE — BEAR T EXP A, RINESLR THRKE
He A AEIX R o

ZAMMBILABERESRARE, LhrE, ABHEEERZB¥E4£ 2 (National
Science Foundation Grant ) T H FHH A —#8 5> & Bk . FE5¢ X0 B I &5,
FATEHARE]: SERGX AT H R E A GO e A R R 7 — 8% 7T DAFERR L TR
A EILFRAMEHRANSHEBPRE . FHitk, R BEEHBN—A 5 FHH UNIX fr
R TEESE A,

AR 4 ARG, AR E BEENBEEY, EEE LR Et e 7y
X FIEERNANE, U “KilE” M “FERREMNA” WIEXEE TREZREIF/N
%, BIGEHU—EEZNE/PTE R, AL NHRER ., I RMEEREARS
R TRE RIS . XGRS SEGRFIRE PO LIRIERME, A A
AEEIEFA B R RBE S, XL M5 EIME, RE%] HFREAZ 100 TAMEAEL I,



Hil 5 vii

TRIARBEMHT T BE—22 NTE TR 4 . Hphi 15 A~ FBET
58N HFETAHE M, 5B —UGE EA A AT ARk I H 2,
B4y FEER mBES
B 1R FORXTRRF B i
HoE BF
551 B SERI %38  UNIX PRt w78 A

448 UNIXT/O
BS5E CHMBR
62  UNIX $R5k it

BeE (3% B 109 RN
B2 REEE ) mow wrimins PR R R
%12 5 POSIX &
; %3E R CER TR S R R
D G FuE fFoht H17E L

% 15F POSIXIPC

w18 B A EENLEE F19 W WWW HE 1)

B4y ilif il i SRR T
RUR TEGES W2 R

9 545 2 — B R FRRFR  ALASRET AWRY. X961 A 2
SFARE: BT URFREA, B3| S AR R T ACH A R B ]
HSR AP B, KRR SO A LTI, oA 45 AR,
PR 2 T LIBHLERE ) b A LS SRR, TSR AR L b T LSRR, TR
T80 AT IS4 (5 A TR0, XL BRI BOR B, A 545 RS04
PUET AP RA L A, BORA T BOWOT LA S JL 20 AT F s
M A2 P, R SR, PRI AT B B
S

B PTG s B A 5o 55 1 BSM IR 15 R A 5 SRS
RIESEH 1 RSN R R, K T A LMERTITUT RIS 2 WA EIS 4 BSsmop e, i
AT RS TACH Ve (i, BRI SRS .



viii s

APEENZRNFH CEFR, BA—ER UNIXCREBIFR., EENZAECIEHER
HRRIA B EARSSE . X T RIRE M UNIX 38k, Mt A A TRFITFZMNY
%%ﬂiﬂo

AP EIRER BRI E . MEA T A T 488 R ARE

ABHNERA R, YODEEHEAIRITIR B WA, B T LA TR A% B R
43 . authors@usp.cs.utsa.edu, BIRCZRBRFENRIEABEAE R, HUMREES—
A FRATHE RN, RATSEARB B E M, E X RER IR RS . htp:/usp.
cs.utsa.edw/usp FIRHE T ABHAREE, WX Web 355 0] LU A 4 A RS



B

JEH 8 Mike Speciner Fl Bob Lynch 1 T A Ffm, IH4EE TRZHHKE
W, FATHHZXF Mary Lou Nohr 4.0 B8 4% TAER R . B Z /&S Neal Wagner
F1 Radia Perlman 45 3R 18 A EIL

M\ 1988 SEE 4 (2003 4F ) , WATAABHAEMBI AT TRERZIRE, ABPH
RZMEHR G 2AF A IX B BEFIRTE N — T N A . FIXERBW NS T AR
BB, FEXTAKE BRI H 317 7. MATERFE R bug., B, HEM
FUGEAR PR EL, IFibIRATA anfepR X 28 /K Rl kA THEZIFAR. K TEH
W B PR 224 Joseph Bell, Carlos Cardenas, Igor Grinshpan, Jason Jendrusch #l
James Manion. FfITZHEH5E [ FH 5B F 2@ 28 NSF-ILI 43314 K (USE-0950497 )
THRRMABLRE, XERINTAGISHREVIRE, MAPIERREXLRERS
f, NSF ( DUE-975093, DUE-9752165 1 DUE-0088769 ) if JyHLL Fl TR M fE &
SRS TR T 30F

FA 1A Z B Prentice Hall H pit#t Y %m’ Greg Doench, EAiff{thE Nt AIRAT142
4 T, ABEE R EE William Mara 1EAS 4545 DA A, B IATRX 2: A Hil4E & AT
$RAE T AT LS 0l B HERRUER A

FATEE RSN RN, B2 TIRATERR A Z A Sy, JCHERGHIRTH
F Nicole 1 Thomas X13iX /™R E ) T2 57 R 8L H B9 RVTE FIERA#

ix



Contents

I Fundamentals

1 Technology’s Impact on Programs
Teiminology of Change - . « = 5 s s s s ss v s w25 a5 & 3 3

1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8

Time and Speed . .

Multiprogramming and Time Sharing . . . . . . ... ... ..
Concurrency at the Applications Level . . . . . .. ... ...
Security and Fault Tolerance . . . . ... ... ........

Buffer Overflows for
UNIX Standards . .
Additional Reading

Breaking and Entering . . . . .. .. ..

-----------------------

2 Programs, Processes and Threads

How a Program Becomes aProcess . . . . . . ... ... ...
Threads and Thread of Execution . . . . . ... ... ... ..

21
2.2
2.3
24
2.5
2.6
2.7
2.8
258
2.10
Z.11
2.12
2.13
2.14

Layout of a Program

IBEPE . v o w6 c v s s v amous e b i

LibraryPunetion Calls . . o 5 s« s s s 0 5 5w s 5055 55
Function Return Values and Errors . . . . . . . . . .. .. ..

Argument Arrays .

Thread-Safe Functions . . . . . . . . . . ... . ... ....
Use of Static Variables . . . . . . . . . . . . . . ... ....
Structure of Static Objects . . . . . .. ... ... ... ...

Process Environment
Process Termination

Exercise: An env Utility . . .. ... ............
Exercise: Message Logging . . . . . . .. .. ... ... ...

Additional Reading

Xi



xii

Contents

3 Processes in UNIX

3.1
3.2
4.5
34
33
3.6
3.7
3.8
39
3.10

4 UNIXT/O
4.1
4.2
43
4.4
4.5
4.6
4.7
4.8
4.9
4.10
4.11

Process Identification . . . . . ... ... ... ........
PIOSESEDIAE « v s vrnoonsisamsidmss @b isssd
UNIX Process Creationand fork . . . . . . . ... .....
The wait Function . . ... ... ..............
The exec Function . . . .. ... ... ... ........
Background Processes and Daemons . . . . . .. ... .. ..
Critlcal SeCHons » « « o v o o o s 6 50 o o b @ a5 6 &5 o o
Exercise: ProcessChains . . . . . .. ... ... .......
Exercise: Process Fans - o « o c v ss v s s o b b s m @ wmm 8
Additional Reading . . . . ... ... ... ... . ...

Device Terminology . . . . . . . . ... ... ... ......
Reading and WEINE . : ¢ v « 2 05 0 60 08 9 5 5 695 ¢ &3
Openingand Closing Files . . . 2 s 6 5 sv 66 w5 5 58 5 2o
The select Function. . .. ... ..............
The pollFunction . . . . . . . . ¢ v v vt v v vt v o v
File Representation . . . . ... ... .....0cco.u...
Filtersand Rediteetion . . < « « « « v« s 55 s w59 ¢ 55 5 3 s
FIEEOREl < 2 5 552 o955 ® G5 5.0 2 % 0055 %pg & 5o
Exercise: Atomic Logging . . . .. ... ... ........
Bxecise: X cal URlE <« s s s 52 4k s b s 4288854
Additional Readifg . « « - v s s vs s s3 v s s arms o

5 Files and Directories

5.1
5.2
)
5.4
5.5
5.6
P
5.8
59

UNIX File System Navigation . ... ... ..........
DIrectory ACCEES . « v o w 4 s wa v s wo s w v w o wews &a
UNIX File System Implementation . . . . . ... ... ....
Hard Links and SymbolicLinks . . .. .. ..........
Exercise: The which Command . ... ... ........
Exoroige:Biing . . covessnssgus s v s mew
Exercisey News BAEE . - v . s v ca s s domens s w0
Exercise: Traversing Directories . : . « « « s s 5 s s 65 » s u
Additional Reading . . . . . ... ... ..o

39
60
61
64
71
78
84
86
87
88
89

91

92

92
102
107
116
119
128
132
135
141
143



Contents

6 UNIX Special Files 183
6.1 BB e pa s N BB s e The b ek A E NS 4 184

6.2 PIpElinies s oo s o v s s v m g @ o 6w o6 as o moldd e o e 188

6.3 PR - - P R I E AR EE PG kv et e e T RaE 192

6.4 Pipes and the Client-Server Model . . . . ... ... ..... 196

6.5 Termmal Confiol . . s v cssvsmssasssnassnes s 203

6.6 ANJIOIIEVICR < < oo 5 oo @ mim @5 0 e wom F e 214

6.7 Exercise: Audio . . . . . . . . . .. ... 219

6.8 Bxeicine: Bamiers . . « s s o v wia 5.9 % & 55 % & ¥ § 5w 8 221

6.9 Exercise: The sttty Command . . .. ... ... ... ... 223

6.10 Exercise: Client-ServerRevisited . . . . . . . ... ... ... 223

6.11 AdditionalReading . . . . ... ... ... .......... 223

7 Project: The Token Ring 225
7.1 RIDgTOpOlOBY . - : s s 5 s s s aosassssms nme o 226

7.2 Ring Formation . . . . . . ... .. .. ... ......... 227

7.3 Ring Bxplotaliol. » o s v sssms s meseme s md s mbw s e 234

74 Simple Communication . . . . . .. ... ... ........ 236

7.5 Mutual Exclusion with Tokens . . . . . . ... ... ... .. 237

7.6 Mutual Exclusionby Voting . . . . .. ... ... ....... 238

.7 Leader Election on an Anonymous Ring . . . . . . ... ... 239

7.8 Token Ring for Communication . . . . . . ... ... ..... 241

79 Pipelined Préprocessor : « « : s w s 5 o 5.5 & 6 5 % @ sow o 4 243

7.10  Parallel Ring Algorithms . . . . . . ... ... ........ 246

Tl FlexibleRIOE : ¢ c o sawssmvsnmmaim s bs b s 250

7.12 Additional Reading . . . ... ... ... .. .. ... ... 251

IT Asynchronous Events 253
8 Signals 255
8.1 Basic Signal Concepts . . . . . . . . ... ... ... ... .. 256

8.2 Generating Sipnals . . v« « v 50 5 o w v v w0 v 5w s b 256

8.3 Manipulating Signal Masks and Signal Sets . . . . . ... .. 261

8.4 Catching and Ignoring Signals—sigaction . . . . . . . .. 267

8.5 Waiting for Signals—pause, sigsuspend and sigwait 273

8.6 Handling Signals: Errors and Async-signal Safety . . . . . . . 283

8.7 Program Control with siglongjmp and sigsetjmp . . . 286

8.8 Programming with Asynchronous /O . . . . . ... ... .. 288



xiv

Contents

8.9 Exercise: Dumping Statistics . . . . . . ... ... ......
8.10  Exercise: Spooling a Slow Device . . . ... ... ......
811 AddiionalReadifng . . . <« « v o ¢ 5 a5 s a0 65555 56 4

9 Times and Timers
9.1 POSIXTINES . . o - v v s vmsnmsmmscm e es e an
9.2 SleepFunctions . . . . ... ... ... ... .. .......
9.3 POSEX:XST Interval TIEers « - « s 6.6 w0 s w5 65 ma s 4 o8
9.4 Realtbne Signals . : v s s 6 5 v o & w s o w5 & 8 ® & & 5 o
9.5 POSIX:TMR Interval Timers . . . . . ... .. ........
9.6 Timer Drift, Overruns and Absolute Time . . . .. ... ...
9.7 Additional Reading . . . - = « « s v s 0 s sm v s 355 5 &

10 Project: Virtual Timers
10.1 ProjectOverview . . . . . . . . . . i i v v vt vt
102 Simple Timers . . . . . . . . . ... ..
10.3  Setting One of Five Single Timers . . . . ... ........
10.4  Using Multiple Timers . . . . . .. ... ... .. ......
10.5 A Robust Implementation of Multiple Timers . . . . .. ...
10.6  POSIX:TMR Timer Implementation . . . ... ... .. ...
10.7 mycron,aSmall Cron Facility . . . . ... ... .......
10.8  Additional Reading . . . . ... ................

11 Project: Cracking Shells
11.1  Buildinga Simple Shell . . . . ... ... ... ........
11.2 Redireclon . . o .o s s o s smsamme vw s s dme s o s
1133 Bipelnes . s v o oo s v smol e m s & 8% % oo om mw s 5 &0
11.4  Signal Handling in the Foreground . . . . . . . ... ... ..
11.5  Process Groups, Sessions and Controlling Terminals . . . . . .
11.6  Background Processesinush . .. ... ...........
117 JobContiol . . - « i s s v smssscsonsssnwonams
11.8  JobControlforush . ... ..................
119 Additional Reading . . . .. ... ... ............

301
302
314
315
320
324
329
339

341
342
344
347
357
363
367
367
368



Contents

IIT Concurrency 407
12 POSIX Threads 409
12.1 A Motivating Problem: Monitoring File Descriptors . . . . . . 410

12.2  Use of Threads to Monitor Multiple File Descriptors . . . . . . 411

123 Thread Management . . . . .. ... ............. 415

124 ThresdBalely . 5 s « % .50 0" 2505 &k grm % » R 5 ¢ 4.0 5 4 431

12.5  User Threads versus Kernel Threads . . . ... ... ... .. 433

126 Thread Attributes . . . . . ... ... ............. 436

12.7 Exercise: Parallel FileCopy . . . . . .. ... ... ...... 443

128 Additional Reading . « + < o c v o v v a s ws ¢ v ns s 444

13 Thread Synchronization 447
13.1  POSIX Synchronization Functions . . . . . ... ... .... 448

132 MutexTocks. . « « «. i o v vprt v snmsnwesweos 448

13.3  At-Most-Once and At-Least-Once-Execution . . . .. .. .. 461

134 Conditon Variables . . - « « s s v r e v s s 50 s 560 25 5 s 465

13.5 Signal Handlingand Threads . . . .. ... .......... 473

13.6 Readersand Writers . . . . . . ... ... .. ......... 478

13.7 A strerror_xr Implementation . ... ........... 483

13.8  Deadlocks and Other Pesky Problems . . ... ... ... .. 483

13.9  Exercise: Multiple Barriers . . . . . ... ... ........ 485

13.10 AdditionalReading . . . . ... ... ... ... ....... 486

14 Critical Sections and Semaphores 487
14.1  Dealing with Critical Sections . . . . ... ... ....... 488

142 Semaphores . . « s . vos s s 6 s ev e s eav n®is vs s 491

143 POSIX:SEM Unnamed Semaphores . . . ... ... ..... 494

144  POSIX:SEM Semaphore Operations . . . . .. ... ..... 496

145 POSIX:SEM Named Semaphores . . . . . .. ... ...... 502

14.6  Exercise: License Manager . . . . . .. ... ......... 507

147 AdditionalReading . . .. .. ... ... ... ... . 509

XV



Xvi Contents

15 POSIX IPC

15.1
15.2
153
15.4
15.5
15.6
15.7
15.8
15.9

POSIX:XSI Interprocess Communication . . . . ... .. ..
POSIX:XSI Semaphore Sets . . . . . ... ..........
POSIX:XSI Shared Memory . . . . . ... ... .......
POSIX:XS1 Message Queues . . . . .. ... .. .......
Exercise: POSIX Unnamed Semaphores . . . . .. ... ...
Exercise: POSIX Named Semaphores . . . . ... ... ...
Exercise: Implementing Pipes with Shared Memory . . . . . .
Exercise: Implementing Pipes with Message Queues . . . . .
AdGGONALREAAING .« « & « 4 o o s o'v v no 4 s 00 s 005 5 s

16 Project: Producer Consumer Synchronization

16.1
16.2
16.3
16.4
16.5
16.6
16.7
16.8
16.9

The Producer-Consumer Problem . . . . . . ... ... ....
Bounded Buffer Protected by Mutex Locks . . . . . .. .. ..
Buffer Implementation with Semaphores . . . . . ... .. ..
Introduction to a Simple Producer-Consumer Problem . . . . .
Bounded Buffer Implementation Using Condition Variables .
Buffers with Done Conditions . . . ... ... ........
Parallel File Cop¥ < + o « ¢+~ s s v nvsnam o ms suma i wn
Threaded Print Server . . . . . . .. ... ... .. ......
Additional Reading . . . . .. .. ... ... ...

17 Project: The Not Too Parallel Virtual Machine

17.1
17.2
17.3
17.4
17.5
17.6
17.7
17.8
17.9
17.10
17.11

PVM History, Terminology, and Architecture . . . . . . . ..
The Not Too Parallel Virtual Machine . . .. ... ... ...
NTPVM Project Overview . . . . . . ... ... ... ....
VO and Testingof Dispatcher . . . . « v o v e aw s wow s o0
Single Task withNoInput . . . . . . .. ... .. .......
Sequential Tasks . . . . . . . ... ... .. ... ...
ConcurrentTasks . . . . ... ... ... ... .. ......
Packet Communication, Broadcast and Barriers . . . . . . . .
Terminationand Signals . . . . . .. ... ... ........
Ordered Message Delivery . . . . . .. ... .........
Adptongl ReadiiE . o v oo s S mmem s 98w Gom w5 oo

511
512
514
525
535
542
543

547
548

549
550
351
555
560

. 564

565
573
575
580



Contents

IV  Communication 607
18 Connection-Oriented Communication 609
18.1 TheClient-SetverModel . . . « s o v ws v v s v sas s o0 610
18.2 Communication Channels . . . . . .. ... .......... 610
18.3  Connection-Oriented Server Strategies . . . . . ... ... .. 614
18.4  Universal Internet Communication Interface (UICI) . . . . . . 618
18.5  UICI Implementations of Different Server Strategies . . . . . . 621
1B TICICHENE « - o o s ww o s mas fadsshadeessonsa 624
18.7  Socket Implementationof UICI . . . . .. ... ........ 629
18.8  Host Names and IP Addresses . . . . ... .......... 641
1B Thréad-SafeUICK . . . . -« s c s v s v s o % b5 s m i 55 649
18.10 Exercise: PingServer . . . .. ... .. v v 652
18.11 Exercise: Transmissionof Audio . . . . ... .. .. ..... 653
18.12 Additional REAHAE - . « s « ¢ v s v e s o s sms bmw o 5 655
19 Project: WWW Redirection 657
19.1 TheWorldWideWeb . . ... ................. 658
19.2  Uniform Resource Locators (URLs) . . . ... ... ..... 658
193 HTTPPHEr . « < v ¢ 5o 20 50 s m o v v s e &5 660
19.4  Web Communication Patterns . . . . . ... ... ....... 665
19.5  Pass-through Monitoring of Single Connections . . . . . . . . 672
19.6  Tunnel Server Implementation . . . . ... .. .. ...... 674
19.7 - ServerDiverforTesting . . ¢ « . v s 0 s sw v s 55 ¢ 5 & & & 675
19.8 HTTPHeaderParsing . . . .. ................. 676
19.9 SimpleProxy Server . .. . c o« v v v o mw o v o v o nie s 679
19.10 Proxy MOOiar . - - o b cs s s mw mww v muwm w e oo &b 3 680
1911 ProXyCache . « « v s s ws s anm s o s 265 8 5% 5 & & w 683
19.12 GatewaysasPortals . . . . . ... ... ... ......... 684
19.13 Gateway for Load Balancing . . . . .. ... ... ...... 685
19.1F POoSEROTEEIE '« « = v o v s s o m 6 % 5w ® 3 ® 5 8 w08 & &9 3 686
19.15 AdditionalReading . . ... ... ............... 690

xvii



