INFORMATION SYSTEMS, WEB AND PERVASIVE COMPUTING SERIES

Information
Warfare

2nd Edition revised and Updated

Daniel Ventre




Revised and Updated 2" Edition

Information Warfare

Daniel Ventre

Sle WILEY



First published 2016 in Great Britain and the United States by ISTE Ltd and John Wiley & Sons, Inc.

Apart from any fair dealing for the purposes of research or private study. or criticism or review. as
permitted under the Copyright, Designs and Patents Act 1988. this publication may only be reproduced,
stored or transmitted, in any form or by any means, with the prior permission in writing of the publishers,
or in the case of reprographic reproduction in accordance with the terms and licenses issued by the
CLA. Enquiries concerning reproduction outside these terms should be sent to the publishers at the
undermentioned address:

ISTE Lid John Wiley & Sons. Inc.
27-37 St George’s Road 111 River Street
London SW19 4EU Hoboken, NJ 07030

UK USA

www.iste.co.uk www.wiley.com

©ISTE Lid 2016
The rights of Daniel Ventre to be identified as the author of this work have been asserted by him in
accordance with the Copyright, Designs and Patents Act 1988.

Library of Congress Control Number: 2015939669

British Library Cataloguing-in-Publication Data
A CIP record for this book is available from the British Library
ISBN 978-1-84821-660-0




Introduction

The issue of information warfare was at the heart of the debate
about the revolution in military matters, from the turn of the 1980s to
the 1990s. It was not so much a question of doubt as to the actual
relevance of the concept (the importance of information in warfare has
been well known for centuries), as a redefinition of the way in which
military strategy was to be viewed, in light of a radical technological
and societal transformation, and how that information was now to be
produced and used in these contexts.

The concept of “information warfare™ appears to be used less
nowadays than it once was, but it is by no means obsolete.
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Figure 1.1. Google Trends. Evolution in number of searches
for the term “Information Warfare™

| Data harvested on 13 July 2015.
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Figure 1.2. Google Trends. Evolution in number of searches
for the term “Information Operations™

Certainly, the Defense Department officially removed the term
from its vocabulary in 2006. However, whilst the US Army opts to use
other formulations, information warfare is still the subject of
theorizing, expansion, description and analysis. The concept is still
used in the military world, including in the United States’. Numerous
publications (books, reports and articles) have been devoted to
information warfare in recent years, which is indicative of the interest
it continues to arouse and its relevance in strategic debates (Roland
Heickers, 2010*; Wang Rong-Hui, Jin Li-Ya, Yuan Yi, 2010’
J. Martins et al., 2012° William Hutchinson, Matthew Warren,

2 Data harvested on 13 July 2015.

3 Isaac R. Porche Il et al.. Redefining Information Warfare Boundaries for an Arny
in a Wireless World. Rand Corporation, United States, p. 178. 2013,
http://www.rand.org/content/dam/rand/pubs/monographs/MG1100/MG1113/RAND _
MG1113.pdr.
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warfare and information operations”, Swedish Defence Research Agency, p. 70,
March 2010, http://www.loi.se/ReportFiles/foir_2970.pdf.

5 Wang Rong-Hui, Jin Li-Ya. Yuan Yi, “Thinking about equipment support for
information warlare”™. Journal of Academy of Armored Force Engineering. China,
vol. 24. no. 4. pp. 20-24. August 2010.

6 J. Martins et al.. “Information Security Model to Military Organizations in
Environment of Information warfare™. Proceedings of the 11th European Conference
on Information Warfare and — Security.  Laval.,  France. Academic  Publishing
International Limited. United Kingdom, pp. 186-93, 2012,



Introduction  xi

2012’; K. Prislan, I. Bernik, 2012% Alan Chong, 2012°; He Su-Hong,
Chen Lei, 2012'% Brett van Niekerk, Manoj S. Maharaj, 2011'";
Roland Heickers and Martin Peterson, 2012'%: Derek S. Reveron,
2012"% Khurshid Khan, 2012'"; Monika Chansoria, 2012""; Richard
A. Poisel, 2013'": Daniel Gold, 2013'""; Isaac R. Porche III ef dl.,
2013"%; William Hagestad, 2013'; Alan Chong, 2013%%; Michael

7 William Hutchinson. Matthew Warren. Information warfare. Routledge, May 2012,
p. 224, 2012.

8 K. Prislan. I. Bernik, “From Traditional Local to Global Cyberspace — Slovenian
Perspectives  on Information warfare™,  Proceedings of the 7th  International
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2015; M.N. Sirohi, 2015™; Patrick Molenda, 2015°"; M. Jaitner,
P.A. Mattsson, 2015°%). All these publications deal with the concept in
its civil and military dimensions, using approaches taken
from strategic studies, political science, information sciences,
computing/telecoms, and judicial, ethical and philosophical thinking.
They set out to explain the profound changes that have come about in
the modern field of battle, because of the evolution of the information
space — its continuous and accelerated expansion over the past two
decades. A number of these works are based on observations of
national strategies in regard to information warfare (the conflict
between North and South Korea, Russia, China, etc.).

Information warfare — though military doctrine today rather favors
the concept of “information operations” — is demonstrably an essential
component in modern conflicts. This is attested by recent events such
as Russia’s annexation of Crimea or Daesh’s growing influence on the
international scene, and the efforts made by certain states to counter
terrorist propaganda. Both State- and non-State actors in conflicts are
constantly investing in the informational sphere, placing their actions
of communication, influence, propaganda, their psychological
operations, at the heart of their strategies. Today, “information
warfare” and “cyber” overlap. In addition, it is on this “cyber” aspect
of information warfare which we focus in this book. The questions
and issues are identical to those that were present in the 1990s: how
best to take advantage of information and of information technologies,
to gain an edge over the adversary, the enemy or the competitor. The
starting point for our study in the first edition of this book (2007 in
French; 2009 for the English-language equivalent) was the Gulf War
(1991), reflecting how important a milestone that war was in the

35 Thomas S. Hyslip. Bit Wars: Cyber Crime, Hacking & Information Warfare
(Volume 2). CreateSpace Independent Publishing Platform, p. 98, June 2015.

36 M.N. Sirohi, Cyber Terrorism and Information Warfare. Alpha Editions. p. 306,
May 2015.

37 Patrick Molenda, “Silence on the Net™, U.S. Naval Institute Proceedings. vol. 141,
no. 347. pp. 34-39, May 2015.

38 M. Jaitner, P.A. Mattsson, “Russian Information Warfare of 2014™, Proceedings of
the 7th International Conference on Cvber Conflict: Architectures in Cvberspace
(CyCon). Tallinn. Estonia. pp. 39-52, 2015.
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history of conflicts. It allowed the Americans to demonstrate
astonishing might and military efficiency, and marked the beginning
of a new era of conflict where information, computer systems and
networks would play a major role in the organization and
manifestation of that power. Numerous countries then launched a
process of reflection to restructure and reorganize their forces.
Although the American power could not be rivaled, it nonetheless
served as a model, which at least provides the key conceptual
elements. It was during the 1990s that the majority of the key concepts
which are employed today in conflict strategies — and especially
cyberconflict strategies — were lain down, formulated and defined:
network-centric warfare (NCW), netwar, information warfare (IW),
cyber warfare and big data, to cite just a few. The concept of
“information warfare” has met with varying degrees of success from
one State to another, and has even been officially withdrawn from the
lexicon used by the US Defense Department. However, in today’s
world, where the strategies employed include concepts such as the
influence of the media and social networks in the organization of
armies and in the conducting of conflicts; where they include concepts
such as psychological warfare in combination with the use of the
media, propaganda, influence; where States at war or experiencing
periods of revolt or insurrection impose censorship and cut off Internet
access; where intelligence agencies trawl cyberspace in search of
strategic information, or collect vast masses of data to be processed,
analyzed, made to “talk” and support the missions of security and
national defense; everyone is involved in the quest for information
mastery. When these activities take place in the context of armed
conflicts, between different States or within a State, we speak of
information warfare.

Recent years have seen a drastic increase in armed conflicts
(i.e. wars, though theoreticians, politicians or strategists often refuse
to use that term), all of which have confirmed the importance of the
role of information — especially information travelling through
cyberspace: examples include the Russo—Georgian conflict in 2008,
the Arab Spring wave of revolutions in 2010-2011, the war in Libya,
in Syria, the expansion of Islamic State-controlled territory, the
Russian—Ukrainian conflict, etc.
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This second edition of the book focuses on three states: the USA
(Chapter 1), China (Chapter 2) and Russia (Chapter 3), and offers a
detailed analysis of the evolution of the theories, concepts and
doctrines employed in those countries (Chapter 4). In this book, which
is intended to be a modest contribution to the strategic study of
modern conflict, we discuss the following questions:

—Today, do the terms “information warfare”, “information
operations™ and “‘cyberoperations™ all denote the same reality?

— Do states perceive and talk about the same threats today as they
did 20 years ago?

— Do the actors, principles and logics of information warfare still
remain the same?



Contents

Introduction. . . . . .. .. ...

Chapter 1. The United States. . . . . .. ................

I.1. Information warfare inthe 1990s. . . . ... ... .........
1.1.1. Points of view from security experts . . . . ... .......
1.1.2. US Air Force Doctrine: AFDD 2-5(1998) . .........
1.1.3. The doctrine of the Joint Chiefs of Staff
committee: JP3-13 (1998). . . . . . .. ... ...
1.1.4. Components of information warfare . . . .. .........

1.2. Information warfare in the 2000s. . . . .. .............
1.2.1. Dictionary of the Department of Defense . . . ... .....
1.2.2. US Air Force: AFDD 2-5 (2005) and AFPD
10-7 (2006) . . . . o o
1.2.3. The doctrine of the Joint Chiefs of
Staff committee: JP 3-13 (2006) . . . .. ... . ... ...

1.3. Information warfare inthe 2010s, . . . .. .............

1.4. Important concepts and reflections. . . . ... ...........
.4.1. Information operations . . . . .. ... ... .....c.....
[.4.2. Information superiority . . . . ... .. ... ... ...
1.4.3. The “value” of information. . . . . ...............
1.4.4. Information system . . . . ... . ...t
1.4.5. Command and control warfare: C2W. . . . ... .......
1.4.6. Effect-based operations (EBOs). . . . .. ...........
147.The OODA lo0p . . . . v oo e
TA8. RMA .

10
14
23
23

26
28
43
44
51
62
65
66
68
69
70



vi  Information Warfare

JAD. CAISR. . o v i vn s s b e a o msn i s ®s i 72
1.4.10. Network centric warfare (NCW) . . . ... ... ... .. 73
1.4.11. ISR: intelligence, surveillance, reconnaissance. . . . . . . 74
I 12 CHDEFWAL + « « s x s wsswsusmaswanswmsesness 75
Lol 13 NEEWAE: 6 3 m s s ms s ma e s 88 memionmsmsassoe 89
Chapter2.China. .. .. ........ .00 iinnnnanan 91

2.1. Significant publications. . . . ... .. .. ... L. 91

2.2. Strategic and doctrinal thinking about information

warfare. Genesis. . . . . . ... ... e 96
2.2.1. General Wang Pufeng: one of the pioneers. . . . . ... .. 97
222. WangBaocunand LiFei . ................... 100
223 WelJineheng . . covcoismavsmssmemomsasmamss 104
2.2.4. Colonels Qiao Liang and Wang Xiangsui:
unrestricted warfare . . .. ... ... ... L. 105
2.2.5. General Dai Qingmin and Wang Baocun. . . ... ... .. 111
2.2.6. General Niu Li, Colonel Li Jiangzhou and
Major XuDehui. . .. . ... .. 114
2.2.7. 2004 White Paper on national defense . ........... 115

2.3. Recent policies and strategies on information

andcybersecurity. . . ... ... 117
2.3.1. The Science of Military Strategy 2013 . . ... ....... 118
2.3.2. Defense White Paper2013 . . ................. 118
2.3.3 Sino-Russian cybersecurity agreement 2015 . . . . ... .. 119
2.3.4. PLA Daily editorial on 20 May 2015 . .. ... ....... 121
2.3.5. Defense White Paper of 26 May 2015. . . .. ... ... .. 122
2.3.6. The national cybersecurity bill of July 2015 . . . ... ... 125

24. Reflections . ... ... 125

2.4.1. The American perspective on Chinese
information warfare, modernization and

informatization ofthe PLA . . . . ... ... ............. 125
2.4.2. Evolution of analyses and discourse
about Chinese strategy. . . . ... ................... 163
243.Chinaasa“victim™. . ... .. ... ... ... ... 172
2.4.4. The strategy of activedefense . . ... ............ 173
Chapter3.Russia . . . ............ ... .. . . ....... 177
3.1. Military doctrines and national security strategies . . . . . . . . 180
3.2. Information warfare in practice . . . ... ............. 185

3.2.1. Cyber attacks against Estonia. Who is the culprit? . . . . . 186



Contents  vii

3.2.2. The Russia—Georgiaconflict. . . . . .............. 194
BB UKIAING o v v v v o s v oo s s ms o s s didsmemarss 214
33.COMMENES . . v v v e e e e e e e e e e e e e 220
3.3.1. Characteristics of the Russian idea of
informationwarfare. . . . . .. ... ... .. 220
3.3.2. AEEIesSIVENESS . « . v v vt i e e e 222
333 Tyl Cold War . v .o v suwsvoscsmepmscsmoanns 223
3.3.4. Challenges, objectives and targets . . ............. 224
3.3.5. Psychological information warfare . . . .. .......... 229
3.3.6. Players of information warfare . . ... ............ 233
3.3.7. Hybrid warfare and information warfare. . . . . .. ... .. 236
3.3.8. Information warfare: whatisnew... .. ............ 240
Chapter 4. Concepts and Theories: Discussions. . . ... ... 247
AN DOCHIINES:, & 5 5 5 % 5 6 5 6 5 5 % s 5ok 3 505 @6 5.5 8 55 848508 247
4.2. Information warfare: definitions, models. . . .. ... ...... 256
4.2.1. The information environment . . . .. ... .......... 257
4.2.2. Definitions and models for information warfare . . . . . . . 261
4.3. Information warfare or data warfare? . . . ... .......... 281
43. 1. Definingdata. . . .. ... 284
4.3.2. Some theoriesaboutdata. . .. ... .............. 289
43.3. Visualization . . . . ... ... 296
434 . Datawarfare?. . . . . . ... 306
Conclusion . . ... ... ... .. . . .. 325



The United States

The United States proved the undeniable power of their military with
Desert Storm in 1991. Since then, their modern military and combat
styles have served as examples to the rest of the world. Of course, the
impressive volume of troops deployed to conquer Iraq explained, in
part, their victory against an inadequate military. But what people have
retained is the new face of war: information is now at the forefront and
its “digital” nature clearly provides a new power to its users. Not only
could the planet watch the launching of operations in real time, but
optimized use of information and communication technologies to help
troops, and the coordination and preparation of operations and the
carrying out of attacks proved to be, if not the key to victory, at least a
major player in not losing. The lessons drawn from this victory raised
several questions: was this a new type of war? Should we call it
“information age warfare™ or “information warfare™? This first chapter
is naturally dedicated to the United States, since they have been used as
a reference and as an object of observation for the rest of the world.
They have also put forward a series of doctrinal texts and innovative
concepts in the last 25 years.

1.1. Information warfare in the 1990s

1.1.1. Points of view from security experts

In 1994, in his book Information Warfare Winn Schwartau,
security expert and author of many reference publications in the field
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of information technologies, defined three categories of information
warfare:

— personal information warfare (called Class 1 information
warfare), created through attacks against data involving individuals
and privacy: disclosure, corruption and intercepting of personal and
confidential data (medical, banking and communications data). These
attacks aimed at recreating or modifying the electronic picture of an
individual by illicit means, or simply by using available open-source
information, can often be simply carried out through technical
solutions for standard catalog or Internet sales;

—commercial information warfare (called Class 2 information
warfare) occurs through industrial espionage, broadcasting false
information about competitors over the Internet. The new international
order is filled with tens of thousands of ex-spies looking for work
where they can offer their expertise;

— global information warfare (called Class 3 information warfare)
aimed at industries, political spheres of influence, global economic
forces, countries, critical and sensitive national information systems.
The objective is to disrupt a country by damaging systems including
energy, communications and transport. It is the act of using
technology against technology, of secrets and stealing secrets, turning
information against its owner, of prohibiting an enemy from using its
own technologies and information. It is the ultimate form of conflict in
cyberspace occurring through the global network. This class of
information warfare generates chaos.

According to Winn Schwartau', real information warfare uses
information and information systems as a weapon against its targets:
information and information systems. This definition eliminates kinetic
weapons (for example bombs and bullets). Information warfare can
attack people, organizations or countries (or spheres of influence)

I Schwartau W., information Warfare — Chaos on the Electronic Superhighway, New
York, Thunder’s Mouth, Press, 1994 (1" edition) and for more recent
approaches SCHMIDT M.N., Wired Warfare:Computer Network Attack and jus in
bello, RICR. vol. 84, no. 846, pp. 365-399, www.icrc.org/Web/eng/siteeng0.nsf/
3e02cd6224ce0af61256, June 2002 and SCHWARTAU W.. [nformation Security.
Rodney Carlisle(ed.), Encyclopedia of Intelligence and Couterintelligence, 2005.
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via a wide range of techniques, such as breach of confidentiality, attacks
against integrity, psychological operations and misinformation.

Information warfare is therefore not limited to the military sphere:
it can be carried out against civil infrastructures, constituting a new
facet of war where the target can be the national economic security of
an enemy. On the other hand, methods for carrying out a war are not a
military monopoly. A small group of antagonists can launch an
information warfare offensive remotely, while comfortably seated in
front of a computer and completely anonymous. A group of hackers
could choose to declare war against a country, independently from any
control of State power.

For Al Campen?, U.S. Air Force Colonel, one of the main criteria
for defining information warfare is what is different from the past; this
difference involves dependence on a vulnerable technology
(information technology). Al Campen® limits the field of information
warfare to information (data) in its digital form and to the software
and hardware responsible for its creation, modification, storage,
processing and distribution. From this point of view, psychological
operations’ consisting of scattering leaflets over populations are not
information warfare operations; public broadcasting and electronic
manipulation of television images, however, are part of information
warfare. The physical destruction of telecommunications devices is
not information warfare, but disrupting or paralyzing communication
with the help of a virus is.

For James F. Dunningan’, information warfare is attacking and
defending the capability of transmitting information®.

2 Thrasher R.D.. Information Warfare Delphi:Raw ResultsNaval Postgraduate
School, Monterey, California, USA. June 1996. 56 pages. http://www.
iwar.org.uk/iwar/resources/usnavy/delphi.pdf.

3 See Campen A.D.. The First Information War: The Story of Computers and
Intelligence Systems in the Persian Gulf War. AFCEA International Press, 1992 and
Campen A.D.. Cyvberwar. Washington DC, AFCEA Press, 1996.

4 This concept is addressed in more detail later in this chapter.

5 Read DUNNINGAN LF., Digital Soldier: The Evolution of High-Tech Weaponry and
Tomorrow's Brave New Battlefield. St. James Press, New York, 1996, First Edition.
p. 309.
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For Fred Cohen, information technology security expert and
inventor of the concept of the “computer virus™’, information warfare
is a conflict in which information or information technology is the
weapon, target, objective or method®.

Martin C. Libicki’ defines information warfare as a series of
activities triggered by the need to modify information flows going to
the other party. while protecting our own; such activities include
physical attack, radio-electronic attack, attacks on systems and
sensors, cryptography, attacks against computers, and psychological
operations. His definition is not limited to military information
warfare. In 1995, Libicki wondered about the nature of this new
concept: was it a new form of war, a new art, or the revisited version
of an older form of war? A new form of conflict that would exist
because of the global information infrastructure, or an old form that
would find new life with the information age? Is information warfare
a field by itself? In order to attempt to define the parameters of this
concept, Libicki identifies seven major components:

— command and control warfare (C2);

— intelligence warfare;

— electronic warfare;

— psychological operations;

— hacker warfare (software attacks against information systems);

—economic information warfare (through the control of
commercial information);

— cyber warfare (i.e. virtual battles).

Some aspects of information warfare are as old as time: attempting
to strike at the head of the enemy (C2 war), carrying out all sorts of
deceptions (deceiving, abusing and misleading the enemy), and

6 Thrasher R.D.. 1996.

7 See  http://all.net/contents/resume.html as  well as  http://www.iwar.org.uk/cip/
resources/senate/economy/cohen~1.htm

8 Thrasher R.D.. 1996.

9 http://www.rand.org/about/contacts/personal/libicki/.



