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PREFACE

The book I am presenting to the readers now is my third book published with John
Wiley & Sons. During all my professional life and work, this has been the best pub-
lishing opportunity, and I greatly appreciate it. My first Wiley book [ 1] published in
2008 is on aspect-oriented programming and its use in trustworthy software develop-
ment. My second Wiley book published in 2010 is on compilers and on applying the
principles of trustworthiness for compilers.

With this new book, I continue my trustworthy computing series with a book
on the novel area of cloud computing, which is very attractive for many computer
users —both end users and software development professionals.

First, let me explain the meaning of the picture on the front cover. It corresponds
to yet another tradition I follow in my Wiley books — the use in the front covers of
my personally made photos of my native city of St. Petersburg and its suburbs, such
views that can be regarded as having some allegorical meaning related to the book
content. This is done to familiarize foreign readers with the beauties of St. Petersburg,
in addition to teaching them novel approaches in IT. Please see my two previous Wiley
books for the other examples of allegorical St. Petersburg views—the Atlants [1] and
the Rostral Columns [2].

On the front cover of this book there is a picture of Urania, the Greek antique
muse of astronomy, soaring in the clouds, that can be regarded as a classical style
allegory of cloud computing. This beautiful sculpture stands in Pavlovsk, a suburb
ol St. Petersburg, in its world famous park. The sculpture, as many other beautiful
statues in the Pavlovsk park, was cast by French sculptor E. Gastecloux in 1796 from
the antique Greek original. Urania is the muse of all precise sciences and their areas,
including such a modern area as cloud computing, covered in my book. Urania, as
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well as the whole Pavlovsk park where she stands, has greatly inspired me and many
other scientists to our creative works for many years.

This book is a synthesis of my ideas, experience, and results in two modern
fields — trustworthy computing and cloud computing. Actually, the book, either
directly or indirectly, summarizes my work in most areas of my competence since
the mid-1970s when I started my professional activity as a computer scientist
and software engineer: programming languages, compiler development, hard-
ware architecture and operating systems, software architecture and programming
technologies (including aspect-oriented programming), Java and .NET platforms,
parallel programming, trustworthy computing, and now cloud computing.

In addition, [ am one of the originators of active and broad university teaching of
cloud computing in Russian universities, for the first turn, in my native St. Petersburg
State University where I have been working since 1977. I am the author of two Rus-
sian books [3,4] and three Internet courses in Russian [5-7] on cloud computing and
Microsoft Azure cloud platform. All of them are quite popular in Russia; my Internet
courses have several hundred online students.

The book can be used as a university textbook as a basis for the one-semester uni-
versity course I recommend for graduate teaching programs. It contains many prac-
tical examples of cloud computing and a number of testing questions and exercises
at the end of each chapter, which help acquire the material. In addition, the book
companion Web site http://www.vladimirsafonov.org/cloud contains presentations,
examples of cloud projects, and many other teaching resources related to the topics
of the book. Surely the book can be also used for self-education in cloud computing
by software practitioners.

The book covers some results of our advanced research related to cloud computing
and application of aspect-oriented programming to refactoring cloud applications. In
this respect, the book can be considered as a research monograph.

Now it is time for wide learning, using, and enhancing the area of cloud comput-
ing as one of the most prospective IT approaches —not only to software development,
but, in general, to a new kind of worldwide use of computing resources, both soft-
ware and data, via a structured collection of Web interfaces, without the need for
extra software installations on client computers. A Web browser and access to the
Internet are enough to use the cloud, as this structured collection of Web interfaces
is called, which provides access to a huge amount of computing resources, software,
and data running on powerful server computers of big data centers. Deep interest
among many million people, including me, in cloud computing is one of the reasons
why I wrote this book.

As compared to many other cloud computing books that cover mostly the general
concepts and the business aspects of cloud computing, my book should be considered
as a thorough scientific analysis of cloud computing architectures and the ways to
make them trustworthy.

Here is an overview of the book content.

A short introduction covers key ideas, motivations, and concepts of cloud com-
puting and explains its novelty and perspectives of its applications.
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Chapter 1 is a detailed description of the principles and concepts of cloud com-
puting and the related concepts of software architecture, such as service-oriented
architectures (SOA), multitenancy, and software as a service (SaaS). Cloud comput-
ing architecture is very complicated, so its internal logic requires understanding many
modern software architectural principles.

Chapter 2 overviews the most widely known cloud computing platforms and gives
the readers a feel and understanding of a variety of approaches to cloud by several
major companies — Amazon, IBM, Oracle, Google, HP, Salesforce. From this chapter
the readers can extract not only ideas and principles but also practical methods of
using various cloud platforms.

Chapter 3 is an introduction to trustworthy computing, a paradigm and initiative
proposed and implemented by Microsoft since 2002. Now trustworthy computing is
one of the foundations of developing modern software, including cloud platforms and
cloud applications. The four “pillars™ of trustworthy computing are security, reliabil-
ity, privacy, and business integrity [ 1].

Chapter 4 is a bridge between trustworthy computing and cloud computing. It
explains why it is so important to make cloud computing trustworthy, and describes
the principles of how to do it in different aspects: eliminate the psychological bar-
rier between the cloud and the users; develop a friendly user interface for the cloud;
analyze and mitigate possible types of attacks on the cloud and cloud applications;
develop and use the appropriate hardware to enable fast, scalable, and reliable cloud
computing; use the appropriate features of operating systems to make the cloud trust-
worthy; load balancing the cloud to reasonably distribute its workload between dat-
acenters; use the appropriate principles to develop fault-tolerant cloud services—in
particular, use aspect-oriented programming as one of the software paradigms helpful
for refactoring cloud applications.

As a major, practical part of the book, Chapter 5 considers in detail, just as an
example of implementation of the above cloud computing principles, the cloud com-
puting platform Microsoft Azure. It is not the first cloud platform in the history of
IT (the first one was Amazon’s EC2, now referred to as Amazon AWS). But now
Microsoft Azure is one of the most widely spread cloud computing platforms all
over the world. The chapter covers both the principles of the Azure platform and the
details of its various features, so the chapter can be considered and studied separately
by those readers already familiar with the basic concepts of the cloud and desiring to
learn and use Microsoft Azure.

The Conclusions summarizes the perspectives of cloud computing and covers
some novel cloud computing projects, such as the InterCloud IEEE Standard and
TClouds project by the European Union.

The Appendix contains examples of trustworthy cloud computing services devel-
oped for Microsoft Azure.

VeApIMIR O. SAFONOV
St. Petersburg, Russia
August 2015
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INTRODUCTION

To get better acquainted with the subject of the book, let us first understand what
the key ideas and motivations of cloud computing are, why it is so attractive,
popular, prospective, hot, and fashionable worldwide, what are the issues of the
cloud approach and directions of its future development, and what kind of interest
and activity relative to cloud computing different categories of people demonstrate
right now.

THE CLOUD AS AN INNOVATIVE CHANGE OF COMPUTING
PARADIGM

The metaphor of the cloud, depicting a symbol of the Internet or any other network,
appeared long ago, probably in the 1960s when the first networks appeared. However,
a picture of the cloud itself is not enough to explain the key ideas of cloud computing.
To understand the motivation and the essence of cloud computing better, let us con-
sider how the viewpoint on using computers to make computations or Lo get access
to some data has changed over the years. The key questions are as follows: what is
the best way to use computer services, what is required from the user (client) (o do
that, and what is the center of the computation in different approaches to it?

In the 1950s, computers were isolated “monsters,” each occupying a large hall,
requiring huge amounts of electric power, water, or air cooling, a brigade of peo-
ple taking care of the computer hardware and software, and serving as intermediary
between the computer and its users. The only way to use a computer was to get full
personal access to it for some time, to solve just a single task at each moment; the
interfaces between the computer and the user were very poor, such as punched cards
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or punched tapes as program and data input media and engineering control panels
where the content of the computer memory was displayed by hundreds of LEDs,
each depicting a bit of information. No networking was used to connect computers
and their users to each other.

In the 1960s, the first operating systems appeared, which allowed the users to share
the computer resources — CPU, memory, input/output devices — between several users
and several tasks. Also, in the late 1960s, the first computer networks appeared, such
as ARPANET. Such innovations allowed the clients to use computing resources in
the shared mode, and, even more important, to use networking to transfer information
from one computer to the other.

In the 1970s, networking technologies, hardware, and protocols developed rapidly.
The number of computers connected to networks increased, from several dozens in
the 1960s to several thousands in the 1970s. Ethernet and TCP/IP protocols were
developed as the basis for the future worldwide network — the Internet whose birth
goes back to the early 1980s.

So the computing paradigm has changed from the isolated use of a single com-
puter to solve a single task to the use of the client computer resources, along with
the other computing resources available via some network, to solve a set of every-
day tasks. It became possible to avoid keeping all computing resources on the client
computer. However, much effort was still required from the clients, related to many
extra software and/or hardware installations and settings. Even in order to use a set
ol office applications needed every day for creating, printing, and exchanging doc-
uments, such as Microsoft Office, this set of applications needed to get installed on
the client computer, which required extra disk space of the client computer and extra
working time of the computer user.

THE BASIC IDEA OF THE CLOUD AND ITS ADVANTAGES

Developers and users of computing technologies, over several decades, have come
a long way from local computations on isolated machines to the use of local area,
regional area, and global area networking and, finally, to the clouds — full virtualiza-
tion of resources based on the only “window to the world” of computations — a Web
browser through which all the cloud resources are available.

The basic idea of cloud computing is as follows: to help the client to avoid any extra
installations on his or her computer and to consume a ready-to-use structured set of
virtualized computing Web services, both software and data (“the cloud™), via Web
browser, without any extra requirements to cloud client computers. Only a computer
with an operating system, a Web browser, and access to the Internet are necessary
from any client to use the power of cloud computing.

Speaking in more general terms, cloud computing is now a more and more pop-
ular innovative approach to virtualization of computing resources, platforms, and
infrastructures based on using via the Web a set of powerful computers, and a huge
amount of software and databases stored on the computers of the cloud provider’s
datacenters.
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This approach is really innovative, since it radically changes the viewpoint of
the software developer on the use of resources. Instead of the time-consuming and
effort-consuming approaches of the past, such as, “I'll install these and that programs
and data on my computer and will solve this task (the installation may require sev-
eral days, and a serious upgrade or even a replacement of the computer could be
required),” we can now use the modern cloud approach: “I'll subscribe to the cloud
services of the XXX company for six months and will solve with the help of cloud
resources all my necessary problems, using the cloud when and where it will be com-
fortable for me, communicating to the cloud from my smartphone or from my laptop.™

Please feel the difference between the above two approaches. Due to the use of
the cloud, the user is freed from routine and mundane work and switches to creative
activity. When the user becomes the author of useful software cloud applications, he
or she will be able to use the cloud for publishing his or her own software.

So the metaphor of the cloud, with cloud computing, now acquires a new sense.
Before the cloud era, the center of organizing computations was a client computer
or, in some cases, a local area network. The Internet was used just as a source of
useful information or useful software applications that should be downloaded from
the Internet and installed on the client computer. Now, with cloud computing, the
cloud (part of the Internet) becomes itself a powerful tool of organizing and perform-
ing computations, and the client computer (via a Web browser) is used as a tool to
control the computations and to visualize the results.

The advantages of such approach are obvious: the set of computing resources,
referred to as the cloud, can be implemented on powerful server computers located in
the datacenters without the clients’ participation, and the only thing the cloud clients
should do is to consume cloud services via the Web, using their browsers and any kind
of computing devices, from desktop or laptop computers to mobile devices such as
smartphones, to solve their everyday tasks using the cloud. No installations on client
computers and no extra client resources are required.

So, looking from the client side, cloud computing provides just unlimited oppor-
tunities. Any client, a specialist in any problem domain (e.g., a doctor, a scientist, or
a teacher), can use the cloud in his or her everyday activity, due to the cloud’s Web
interface being available for use either from a mobile device or from a laptop com-
puter — this is all that is needed from the client. So the following prospective picture
of the near future can be imagined: all computing resources are structured and avail-
able from the clouds, and everybody is using the appropriate cloud in their everyday
activity.

This approach to computing is radically different from the previous ones used
in the history of IT: no need to carry a computing center with you every day, no
need to learn and perform subtle networking settings typical of client operating sys-
tems — just a smartphone and access to the cloud are enough to get all necessary
computing resources.

Thus, two very important principles are being implemented, due to cloud com-
puting: pervasive use of computers in everyday activity and user-centric computing.
The latter principle means that a comfortable working environment is implemented
for any user to work in the cloud, the same working environment, irrespective of the
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kind of computing device the client is using. More traditional approaches to comput-
ing actually require the user to be part of the existing computer system he or she uses
and perform specific settings to be able to work under proper conditions. Speaking
in a straightforward manner, cloud computing enables the principle of computer for
the user, rather than the user for the computer.

ISSUES OF THE CLOUD APPROACH AND OF ITS LEARNING

No matter how attractive the cloud approach is, a number of initial questions arise in a
moment when you realize the idea of the cloud. Question number one is security and
reliability of the cloud, that is, cloud computing trustworthiness. Please note that it
closely relates to the title and the motto of my book. Not only software cloud services
are located on server computers in the datacenters implementing the cloud but any
kind of the client data (including confidential information) has to be also stored in the
cloud. The question arises as to how secure it is. Is there any guarantee that the client’s
private data will not be somehow stolen from the cloud datacenter computers? Storing
private data on a private computer, intuitively, looks more secure. But this intuition
is wrong: now every computer is subject to cyber attacks via the Internet or any other
network the computer is using [1].

Question number two is performance and scalability of the cloud: How fast will
this Web browser interface be to the cloud? How many users will the public cloud
handle at each moment without any failures, hangings, or substantial time delays?
This set of concerns also relates to the rrustworthiness of the cloud: the clients just
would not use non-reliable, non-scalable, or too slow a cloud.

From the viewpoint of the developers and the providers of the cloud, there are
several problems to solve. First, implementation of a public cloud to be consumed
by many million users requires giant computing resources that cost a lot of money,
requires a lot of office space (some datacenters occupy large multistoried buildings),
and consumes a lot of electric power. Second, the architecture of the cloud should
enable its elasticity — adaptability to the fast changing number of users (up to several
million). Third, cloud security should be guaranteed, which is a serious problem in
the present circumstances of danger of cyber attacks.

From the student viewpoint of those who are eager to quickly learn the cloud archi-
tecture and start using the cloud, there is also a serious issue. The cloud architecture
is very complicated and requires thorough learning. As we see later on in this book,
the architecture of the cloud consists of many layers and tiers of cloud hardware and
software, which makes it non-evident (as compared, e.g., to a simple class hierarchy
typical of an ordinary object-oriented application).

There is yet another cloud learning issue related to changing the viewpoint to com-
putations in cloud computing. Traditional computations operate with data in memory
or external memory in the form of variables, arrays, records, and databases that have
cvident ways of naming, structuring, and handling. In cloud computing, an elemen-
tary unit of data or software is represented not by a variable, array, or database located
in virtual or external memory, but by a Web site with its specific URL address whose
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format is characteristic of the cloud platform being used. Since the elements of the
cloud storage are accessible via Web interfaces, they have to be accessed via URL
addresses. Most software developers, even experienced ones, are not accustomed to
such methods of computing.

ELEMENTS OF THE CLOUD APPROACH ALREADY IN USE

There are several kinds of cloud features we all use every day and it has already
become quite traditional for us, so that we often do not realize that we are already
using cloud technologies. The first one is cloud disks (cloud memory). Modern oper-
ating systems, for example, Windows 8/8.1, provide such features as Dropbox — a
cloud disk space that can be used to back up the data stored on your computer. Many
other toolkits, such as SkyDrive or Yandex.disk, provide an opportunity to create a
named item of cloud disk space to share some piece of information with your col-
leagues, without the need for sending those data by email, just by sending a Web
reference to the cloud disk space item you created. So, in fact, cloud disks are the
first step to overall use of cloud technologies and making them ubiquitous. Using
cloud disks in everyday practice greatly extends our opportunities to store and share
big data over the Internet.

Another opportunity for a modern user is to use free cloud analogs of office appli-
cations. For example, to create or read a Microsoft Office file (.docx, .xslx, .pptx,
elc.), it is not necessary to buy and install Microsoft Office. It is quite enough to use
the Web site http://www.live.com, which provides a free cloud analog of Microsoft
Office. Using this cloud office application, which has become quite popular right
now, you can create, for example, a Word file, keep it in the cloud, and use it when-
ever needed, without spending your computer disk space to save it. Yet another set
of examples of free cloud services are Web interfaces to email servers, e.g., Google
mail (Gmail.com), Hotmail.com, or Mail.ru.

So using free cloud analogs of office applications extends our opportunities of
document processing.

These are just a few examples to prove the usability of the cloud computing
approach in many everyday situations of using computers.

NEXT STEPS OF CLOUD DEVELOPMENT AND THEIR ISSUES

To briefly formulate the next related set of tasks for cloud and cloud application devel-
opers, the next step is to create a comfortable cloud-based working environment for
everyday use by any kind of specialists of various problem domains — from doctors
to scientists, teachers, or just children or housekeepers. This is a challenging task for
software developers, for the first turn, for students eager to learn, use, and enhance
the cloud.

The problems of cloud trustworthiness outlined above are yet another set of
challenging tasks for cloud developers. The cloud should be simpler, should have
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intuitively evident user interface, and should have a simple and logical system of
naming the elements of the cloud (represented as a set of Web sites).

The first cloud was developed by Amazon in 2008 — Amazon Elastic Cloud 2
(Amazon EC2), now called Amazon AWS. This date can be considered to be the ori-
gin of the cloud. Since then, there has been a boom in cloud computing. Many major
and even smaller companies who realized the advantages of the cloud approach and
have enough resources started to develop their own clouds (see Chapter 2). However,
it became clear in practice that developing and supporting a public cloud (which may
be available to million users at each moment) is a task only realistic for big compa-
nies with huge resources. A more realistic task for a small company is to develop
and support a private cloud, the cloud available only to the employees of the cloud
owner company, since implementing such a cloud requires only several computers
with midlevel computing resources. So, for any company, the first step of cloud devel-
opment is to create the company’s private cloud.

Realizing that the cloud is a method to greatly increase the number of users and
their applications, software companies started to port their software products to the
cloud, that is, to develop cloud analogs of popular applications. However, they faced
many problems, since straightforward porting of any software code to the cloud is
impossible because of the radically different paradigm of cloud computing considered
above: cloud software should operate Web sites as elementary units of information
available in the cloud. So porting software products to the cloud may require dramatic
changes in their architecture, up to full redesign and rewriting.

Many cloud software solutions have been developed recently in various problem
domains. One of the interesting examples is Windows Intune [6] — a cloud solution
for Microsoft Azure cloud for creating a network of personal computers and mobile
devices (e.g., belonging to employees of some company) controlled by the cloud.

INTEREST IN CLOUD AMONG DIFFERENT CATEGORIES
OF SPECIALISTS AND COMMUNITIES

As for actual or potential cloud users, many of them are in the process of making a
decision to start using the cloud in their everyday activity and to choose the amount
of resources to spend on using the cloud, and need proper advice on that matter and
understanding of the cloud specifics. One of the goals of my book and of many other
books on cloud is to provide enough information for such cloud users. For them, the
first task is to choose the type of cloud to use —a public cloud, a private cloud, a hybrid
cloud — a combination of the above, or a community cloud that unites professionals
in some domain, for example, IT specialists.

IT researchers are now trying to tie their research to cloud computing, since this is
a way to get more funding in the form of grants. From this viewpoint, the area of cloud
computing gives plenty of opportunities: it requires solving many nontrivial problems
of software and hardware architecture, resource allocation and management, software
trustworthiness, networking, and so on.
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Annually, hundreds of conferences are held on cloud computing — both business
style, discussing the ways to better apply clouds in business activities, and scientif-
ically oriented. For example, the biggest annual IT conference, Microsoft TechEd,
with several thousand participants every year, provides a lot of information on cloud
computing. In 2013, the Microsoft TechEd Europe Conference in Madrid (June 2013)
[ visited had two special sessions on cloud computing, Modern Datacenter and Win-
dows Azure Application Development, with about a hundred talks in each. A number
of journals have been recently founded on cloud computing, for example, IEEE Trans-
actions on Cloud Computing. Special scientific communities are created on cloud
computing, for example, /EEE Cloud Computing Community, of which I have been
a member for a few years. It distributes interesting novel information on the cloud.

As for teaching cloud computing ant its use in education, both in high schools and
in universities, I should say that it is just starting. There are not so many universities
where courses on cloud computing are taught now. Our St. Petersburg University is
one ol the pioneers of teaching and using cloud computing in Russia. The interest
of students in cloud computing is deep. Each educational year several of my stu-
dents develop their term projects and graduate projects using cloud computing. The
results of our research and teaching activity in this area are covered in this book
and in my Russian books and Internet courses [3—7]. At our university, I teach cloud
computing as part of the basic course on networking for the second year students,
and also as part of yet another bachelor level course on models and architectures
of software and knowledge (for the fourth year students), as an example of mod-
ern innovative approach to software development and use. This year [ am starting my
new university course titled “Cloud computing™ as a graduate one-semester course for
masters degree students majoring in the mathematical foundation of informatics. In
any case, | combine my theoretical lectures on cloud computing with practice, based
on Microsoft Azure cloud platform. Thanks very much to Microsoft Research who
provides free academic access to Microsoft Azure to my students for the whole edu-
cational semester, enough to learn everything and develop a term or graduate project
in the cloud.

There are many cloud computing books available on the market. For example,
among the best ones are the books [8—12]. However, the limitations of most other
cloud computing books are their business orientation, brief formulation of basic con-
cepts of cloud computing, lack of scientific analysis, and, therefore, poor suitability
for teaching. The authors of some of the cloud computing books prefer to use the
following scenario: overview the basic cloud computing paradigms and concepts,
emphasize the importance of cloud computing for business, and estimate the cost of
using clouds. This is good but not enough, especially for teaching cloud computing.

What is needed for cloud computing literature, especially for university teaching,
is detailed and understandable explanation and scientific analysis (using examples
and analogies) of very complicated cloud architectures; examples of working cloud
services; concrete information on widely spread cloud platforms (Google cloud, IBM
Bluemix Cloud, Microsoft Azure cloud, Oracle Cloud, etc.) suitable for practical use,
along with an overview of their key concepts. I hope my book will be helpful in this
respect.
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In addition, I wish for the authors of cloud computing books to make their books
more interesting, attractive, and desirable to read, rather than dull and full of struc-
tured itemized definitions of basic concepts and technical acronyms that make books
difficult to read. My feeling of cloud computing is that it is so attractive, exciting,
and innovative that it deserves learnable and reasonably emotional books that inspire
young people to their own inventions and developments in this new area.

To complete this short introduction and to proceed to more detailed consideration
of cloud computing and their trustworthiness, I wish the readers to feel the advantages
and perspectives of the “universe of cloud computing™ by practice with some cloud
computing platform. Most cloud developer companies (e.g., Oracle and Microsoft)
provide complimentary trial access to their clouds for 1 month.

EXERCISES TO INTRODUCTION

EI.1 What are the key ideas of cloud computing and its advantages?
EL2 Overview the evolution of approaches to computing during the 1950s, from
local computing on isolated non-networked machines to cloud computing.
EL3 What kind of software and connections are required from a client for using
the cloud?
EL4 What kind of software tool enables the interface between the client and the
cloud?
ELS Please define cloud computing in the most general way you know.
EL6 What is a datacenter?
EL7 What kinds of clouds do you know? What is public cloud, private cloud,
hybrid cloud, and community cloud?
EL8 How is an elementary item of information represented and addressed in cloud
computing?
EL9 What was the name of the first cloud computing platform and by which com-
pany was it developed?
EL.10 What kind of issues of cloud computing do you know?
EL11 What kind of cloud tools and applications are already in everyday use right
now?
EL 12 What is Windows Intune?
EL 13 Please describe the kind of issues a software developer experiences when he
or she is trying to port his or her application to the cloud and why.
EIL 14 Please name the journals on cloud computing you know.
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