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B I CRRN , HILA 1) 22 EHARFFREIE AR )9 XML % [ 18 . W1 SSL(Secure
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iz, BATARRRYE Al ik 55 8% Z A BER AL 24, TR EEETEIRS
FREIEARN S, —BRSS (EE ) ST 8dE, XEHEERSS (3E
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DL XML AF R $0 A i A (1) 57 4t 22 4 1 DR e

1.1 XML &4t

XML LA AR —FHE MM 2 2H AR, B XML HARRE 2 83E 22 5
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XML #3775 & M 48 b B Fh 8R4 .
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ARIBIEE, 2001 4E 8 H 20 HAA T XML #2478, 2002 45 9 H A4 7 XML N
HRNIC I HEFARE -

TEAC BEBF 25 4 AN SCRS IS 22 3 PKI (Public Key Infrastructure, 2A8H2EAH
B, AT 8 PKI 5 XML B HFEF LA KAE X A2 5 (1) Web RS HEATHE AL, 2001 4F
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LA ) HoAt /B BB B 2 5 30t B — P HOTT R 2003 4F 4 A 18 H KA 2.0 fiiA . XKMS
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XML Encryption | W3C XML Encryption Working Group XML &G, SCBL XML %03 nd K g
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B SSL 5k TLS K¥ &M EESIR: MEZHREFEN —H ML Z AR ZEEE.
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1.2.2 XML InEME

XML ISP R g XML $ei . LUt XML #2030 s 45 5 L K i 2 4t
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XML fin % A B S 2 p X BP9 XML X, EncryptedData JG3 45 HI 401 F -
<EncryptedData Id? Type? MimeType? Encoding?>
<EncryptionMethod/>?
<ds:KeyInfo> -
<ds:EncryptedKey>?
<ds:AgreementMethod>?
<ds:KeyName>?
<ds:RetrievalMethod>?
<ds:*>?
</ds:KeyInfo>?
<CipherData>
<CipherValue> | <CipherReference URI?>
</CipherData> . A
<EncryptionProperties>?

</EncryptedData>

XHEIRRHI 0 KB 1 K +RARHBL 1 IRERE K * R 0 REEBIR: 1R
EHFE; BREMRICERE TR LI T .

(1) EncryptedData JGE

EncryptedData LR R R ME XM EMTHRGE SN BINZ LR . EH
EncryptedData JCE 42 IN% Hdf, 2o K& SINEMRETE SAKKEER, wn
HAREE. EEGER. MEEHIE N HIE N 5| H5E.

I G BHE IR T XML BEVERHE. FEA RN E B S, EncryptedData
ToE FR B AN 3 BB, 5 B R FAS XML SCEA 5, EncryptedData 76 % Uk
NCHRIIRIGE: A MEEHE L XML XHHAEHTE, MZcERMeErfnNEs —Egm
k%3 F EncryptedData JLE & 1.

XML hn# haext Hfl e XML SCA#EAT g, @ HTML 3XfF. JPG SCfFSE, i
# T GRS XML XfF—#, (HESEHEHA Base6d .

(2) EncryptionMethod JG&

EncryptionMethod JG# /& EncryptedData JGE T Io &, fEEMEFHKEE. E
BERMEEXANICE, BASH XML INE KSR — € R 7 2t 5 & sn
TE BT A3 FH (R 2 i

(3) Keylnfo Jt&

KeyInfo JG# & EncryptedData JGE K FIGEK, %It R T T 0035 AR 2 SR i xd
MaEEH, MRRARMEXN IR, 4S5 XML MENNHAEF —€ LRI &
S B R b e T A R B B
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(4) EncryptedKey JLHE

EncryptedKey JT# /& KeyInfo JGE KT I0ER, ZnEH TN R EFH.

(5) AgreementMethod JC &

AgreementMethod JG# & Keylnfo JEK TI0R, ZcEH TEY —MNHEF
XK HESEFEAR TS WRBRAEREEXN TR, BasE5 XML &K NHER
WA AR 7 SO AL BB R P .

(6) KeyName JL&

KeyName JT & & Keylnfo JTGER I F 0, A AR oo R F6EH 5 5L 4 7K Vi 9
SIHEH.

(7) RetrievalMethod JG&

RetrievalMethod JGE /2 Keylnfo JTCEM T ILER, HE BRSNS HAA
215 % 4H1 EncryptedKey JLE ) URI ##.

(8) CipherData JG&

CipherData JG& /& EncryptedData JTERLER FIoE, Zoox &85 LR
FRYE. MRZXNTRESINERESE, #MEH Ciphervalue Fu#E: WRXANLES
Fm# g #dE, B4 CipherReference ¥ -

CipherData JGZ /& EncryptedData JGE ME—IEFIuER, HuELABRNN, X
A KI24 EncrypedData JG3 — & 2 & A0 2% O 5048

(9) CipherValue JGF&

CipherValue JTE 3¢ 1 SZBR I 0% B0 o

(10) CipherReferenee &

CipherReferenee 7G#% 35 3¢ 1 X #0323 HE 51 F

(11) EncryptionProperties JG &

EncryptionProperties L& 4L T MR FEHKMMMGE S, wmFEEREE. H
BIFIR[a), XEEERTRRIERAH.

1.2.3 XML IneEhifE Bk

TS H— N EFEE R XML 384 BookOrder-1.xml, #276% BookOrder 7 /i i
THHER, EEMHANTILE: Book fil Payment. Book EEASEBHEAKGEE, W
154 Name. #1#% Price. #(& Quantity; Payment LR B HIFMKKER, WBEH
%4 CustomerName. 15H K5 Cardld. {ZH FA X Expiration.

<?xml version="1.0" encoding="UTF-8"?>
<BookOrder>
EBPRSS. oy e S T
 <Name>XML Téchﬁél’é§y<mame>
<Price>35.0</Price>
<Quantity>12</Quantity>



1S ><ML§§&71<|7

</Book>
<Payment>
<CustomerName>Zhang Shan</CustomerName>
<CardID>6222 0002 0012 3769 489</CardID>
<Expiration>01/2018</Expiration>
</Payment>
</BookOrder > . ,
XA R IR KIS R, #B2IA A Payment JTTEZBURE R {HEX Book JTLHEM]
BEARREA—F, ABRARMRSIARBURGEE, MALUAXANA, EHteE
MAEMINE SR, KA RINERLE.

1. xFEA XML A% An 5

B SRR XML SO Rl 79 U, B AT I, SR J5 RN 2 () 7 15 i 2t T Base64
% . ] Base64 I J5 15 45 I A R B D946 3 T ASCIL M) XML SCRS bR AR
HERA R HEN.

21t Base64 4ifid /515 2] 1 A LAFE XML SCRS 24T AR50 2 P « (ELIX I B 2 RF
AREE BT A%, BRI A REARYE N2 J5 ISR R HARERR B, A
FEEREX SO BEAT AT, fRTERHb UL, BRI S M F AR E LA H R — AN AT AR A
) XML SCAY T . BRIk, BRI S i XML SCRYEAT 33, S35 A XML SCRYAF IE
DocumentEncrypt.xml H':

<EncryptedData xmlns='http://www.w3.0rg/2001/04/xmlenc#"'

Type='http://www.isi.edu/in—notes/ianaYassignménts/media—types/téxt/xml'>

<CipherData>
<CipherValue>
v3A3ZjnuVTxiHKOYLot IVUgRXDr3NWSXWOtR6Y......
</CipherValue>
</CipherData>

</EncryptedData> e

£ DocumentEncrypt.xml ':F' EncryptedData LRAE N LT REH xmlns, H
{EL A [ 21 http://www.w3.0rg/2001/04/xmlenc#, 7&ANHE AR 1K A& — AR AV M Type,
‘B S VR IT 28 1% 0 3 B BRI /T &4 28, TANA(Internet Assigned Numbers
Authority, FFFMGSEEE) & X T XML (&R HEIERA, WRARHKNNH
FEFF 8 2EAY, A LATE EncryptedData JGZE B Type B BI8 2 BT, Blan, Hn% s R
B R XML XY, W Type MIEHEAEA http://www.isi.edu/in-notes/iana/assignments/
media-types/text/xml.

CipherData JL & 2 IRFINE G EIER T, B8 E— N FILE CipherValue,
CipherValue JG ] A 2 52 R I XML SCRY N J= i 8504 -
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2. #F XML X A% L& 5

Xf XML CHTCE M 538 XML SR AL e R o R g
FH, REEXNFHRIFITINEG . Base6d HMmISEHIE, REBIZTENE L. Xt
Payment JG & 1% J5 i) XML SCR447/#E ElementEncrypt.xml #:

<?xml version="1.0" encoding="UTF-8"?>
<BookOrder>
<Book>
<Name>XML Technology </Name>
<Price>35.0</Price>
<Quantity>12</Quantity>
</Book>
<EncryptedData xmlns="http://www.w3.0rg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#¥Element">
<CipherData>
<CipherValue>
v3A3ZjnuVTxiHKOYLot IVUGRXDr3NWSXWOt. .. ...
</CiphervValue>
</CipherData>
</EncryptedData>
</BookOrder>
# ElementEncrypt.xml 5 DocumentEncrypt.xml WS KM, HTFHZEHET
Payment JCRBEITING, INF /5K XML XCRERE 74 RF I ESCRE R, REEX
Payment JCZ& /% T EncryptedData JGE, S5t 58MAIME XML UKL
ElementEncrypt.xml [J EncryptedData JTLE& thA —PNREEH Type, HEMERZ
http://www.w3.0rg/2001/04/xmlenc#Element, AP IANA KA, 1MHEMEA XML I
FREMRE, KEMH B #Element Xn—ICHK-

3. #t XML XM TE R EmF

Xt XML R TCRNE G, AT AR ER BN TR MENE? EAIIRFAEE
RGN RARTE, MTXERFHABTLZEN, TRAFNERBRTE. 6
m, mREBHERRBREGEH RS, W Cardld TRHISIANER AT . Xt Cardld
ToF AN G B XML XS4 AE ContentEncrypt.xml H':

<?xml version="1.0" encoding="UTF-8"?2>

<BookOrder>

<Book>

<Name>XML Technology</Name>



m1E XML zzg&xlg

<Price>35.0</Price>
<Quantity>12</Quantity>
</Book>
<Payment>
<CustomerName>Zhang Shan</CustomerName>
<CardId>. ;
<EncryptedData xmlns="http://www.w3.0rg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#Content">
_ <CipherData>
. <CipherValue> /
71omEVOALG3vFZHSJIst1bNSxnDP1ljla....
</CipherValue>
</CipherData>
</EncryptedData>
</CardId>
<Expiration>01/2018</Expiration>
</Payment>
</BookOrder >

M ContentEncrypt.xml A AFF i, Cardld JGZ A A# B #m I EncryptedData JTZ,
FHBARE XML 3R, X B http:/www.w3.org /2001/04/xmlenc#Content {E
N EncryptedData JG# ] Type JEMEAH. 24 XML @MTa3B 3 iZc R, FMEXEmaEs
AMEER, TEMZARMTERSEH.

4. RBBAE

XML &R 7 feXt XML CRSFE8r WA AT N 4, R @A, xtinE
JE W BIE AT BN, X PN 7 sRE S 1 SOk 2 R A N A I B DAL, K 88 5
BUE RS AR S FAFRRIERIE KR E M. B, FHGd— T mepla A,
WA AR RHER TR ST, AT LA 0 5538 11 8% 41 2 04 3R B o & &840 n
&, R—MEETERNER XML 38, REHARSEERITRZEHEX G XML X
PRI, TR — NERINE ) XML 3O . 4T RAEsa B &30 IR, BEI 15
I XML XU TEE, MASFEIMEBIERS. BRI 5550
JG, AREEIRL XML XA

—4 XML R4 LA 24 EncryptedData JG %, {H/2& EncryptedData JTG R AN RERN
55— EncryptedData JTERFIXIGRE T LR, FIHERINELFENE EncryptedData
TTERESHATA WA, AEER % EncryptedData JTTE e R BRIT R KA A -

XML n#EA — N EFPRHE, A BN YR IN % 5 #82# EncryptedData
LR, MHMTERRFAE.



