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Dear Reader,

Thank you for choosing Group Policy: Fundamentals, Security, and the Managed Desktop.
This book is part of a family of premium-quality Sybex books, all of which are written by out-
standing authors who combine practical experience with a gift for teaching.

Sybex was founded in 1976. More than 30 years later, we're still committed to producing con-
sistently exceptional books. With each of our titles, we’re working hard to set a new standard
for the industry. From the paper we print on, to the authors we work with, our goal is to bring
you the best books available.

[ hope you see all that reflected in these pages. I'd be very interested to hear your comments
and get your feedback on how we’re doing. Feel free to let me know what you think about
this or any other Sybex book by sending me an email at nedde@wiley. com. If you think you've
found a technical error in this book, please visit http://sybex.custhelp.com. Customer feed-
back is critical to our efforts at Sybex.

Best regards,

-0t

Neil Edde
Vice President and Publisher
Sybex, an Imprint of Wiley




O, 7522 58 #EPDFIE U7 i) www. ertongbook. com



To my wife, Laura, who always gives me the support I need.
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Introduction

The era of Windows 8 is here. And, here’s the good and bad news (which is the same news):
Besides that whole Start Screen/Start Menu business, Windows 8 is not radically different
from its Windows 7 sibling.

This awareness is a dual-edged sword. On the one hand, you could say to yourself,
“Awesome! If I'm already an expert at Windows 7 and Group Policy, there’s not a huge hill
to climb!” And that would be true. On the other hand, it’s also true that because Windows 8
didn’t shake things up too much, there’s no “super killer must-haves” about Windows 8 with
regard to Group Policy “guts.”

In a way, I really like the dual-edged sword. I like that there is a variety of new goodies
for Windows 8, some interesting updates, but not a radical head-spinning change. I like the
fact that what is already working in practice doesn’t change that much. I like knowing that
the time already invested in getting smarter in Group Policy isn’t for nothing, and you and
I won’t have to re-learn everything we ever knew all over again.

In short, I'm happy with Windows 8’s updates with regard to Group Policy. Group
Policy has been around since Windows 2000 and continues on through Windows XP,
Windows Vista, all the Windows Server operating systems and now on to Windows 8
Client and Windows Server 2012.

That’s an amazing run for one technology. What other technology has been around for
almost 12 years and is still gaining in popularity? Its increased popularity and widespread
use has grown, year after year. And the underlying technology—Dboth at its core and what it
controls—has received an infusion of new technologies to keep it not only still relevant, but
indeed, central to any Active Directory administrator’s tool belt of required knowledge.

Group Policy and Active Directory go hand in hand. If you have Active Directory, you
get Group Policy.

If you're new to Group Policy, here’s the inside scoop. Group Policy has one goal: to
make your administrative life easier. Instead of running around from machine to machine,
tweaking a setting here or installing some software there, you’ll have ultimate control from
on high.

Like Zeus himself, controlling the many aspects of the mortal world below, you will
have the ability, via Group Policy, to dictate specific settings pertaining to how you want
your users and computers to operate. You’ll be able to shape your network’s destiny.
You’ll have the power. But you need to know how to tap into this power and what can
be powered.

In this introduction and throughout the first several chapters, I’ll describe just what
Group Policy is all about and give you an idea of its tremendous power. Then, as your
skills grow, chapter by chapter, we’ll build on what you’ve already learned and help you
do more with Group Policy, troubleshoot it, and implement some of its most powerful
features.
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Group Policy Defined

If we take a step back and try to analyze the term Group Policy, it’s easy to become confused.
When I first heard the term, I didn’t know what to make of it.

I asked myself, “Are we applying ‘policy’ to ‘groups’? Is this some sort of old-school NT 4
System Policy applied to Active Directory groups?”

Turns out, “Group Policy” as a name isn’t, well, excellent. That’s because, at cocktail
parties, [ have a hard time telling the person next to me what I teach and write about.

If I said something like “I teach databases,” he would cheerfully go back to his scotch and
soda and leave me alone. But because I say, “I teach Group Policy to smart people looking to
get smarter,” he (unfortunately) wants to know more. He’ll say something like “What does
that mean? I’ve never heard of Group Policy before.” And while I love talking about Group
Policy with you, my friendly IT geeks, at a cocktail party full of stuffed shirts, I just want to
get another canapé.

So, the name “Group Policy” can be kind of confusing, but it’s also intriguing. Microsoft’s
perspective is that the name “Group Policy” is derived from the fact that you are “grouping
together policy settings.” I don’t really love the name Group Policy—but it’s the name we
have, so that’s what it’s called. As Juliet might say, “What’s in a name? That which we call a
rose by any other name would smell as sweet,” (Romeo and Juliet, 11, ii, 43-44).

Group Policy is, in essence, rules that are applied and enforced at multiple levels of Active
Directory. Policy settings you dictate must be adhered to by your users and computers. This
provides great power and efficiency when manipulating client systems.

Instead of running around from machine to machine, you’re in charge (not your users).

When going through the examples in this book, you will play the various parts of the
end user, the OU administrator, the domain administrator, and the enterprise administra-
tor. Your mission is to create and define Group Policy using Active Directory and witness it
being automatically enforced. What you say goes! With Group Policy, you can set policies
that dictate that users quit messing with their machines. You can dictate what software
will be deployed. You can determine how much disk space users can use. You can do pretty
much whatever you want—it is up to you. With Group Policy, you hold all the power.
That’s the good news.

And this magical power only works on Windows 2000 or later machines.

That includes Windows 2000, Windows XP, Windows Server 2003 (as a client),
Windows Vista, Windows Server 2008 and 2008 R2 (as a client), Windows 7, and
of course, Windows 8 and Windows Server 2012.

This shouldn’t be a problem, since you've expunged all the Windows 95, Windows 98,
or Windows N'T workstations or servers. Hey, it is 2013 (or maybe later!), after all!

I’ll likely say this again in multiple places, but [ want to get one “big ol” misconcep-
tion” out of the way right here, right in the introduction. The Group Policy infrastruc-
ture does not care what mode your domain is in. If you have only one type of Domain
Controller, or a mixture of Domain Controllers, 100 percent of everything we cover in
this book is valid.
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Said another way, even if your domain level is the oldest-of-the-old Windows 2000 mixed
mode, you're still 100 percent covered here. Group Policy is all about the client (the target)
operating system, and not the Domain Controllers or domain modes.

If the range of control scares you, don’t be afraid! It just means more power to hold over
your environment. You’ll quickly learn how to wisely use this newfound power to reign
over your subjects, er, users.

Group Policy vs. Group Policy Objects vs. Group Policy Preferences

Before we go headlong into Group Policy theory, let’s get some terminology and vocabulary
out of the way:

= Group Policy is the concept that, from on high, you can do all this “stuff” to your client
machines.

= A policy setting is just one individual setting that you can use to perform some spe-
cific action.

= Group Policy Objects (GPOs) are the “nuts and bolts” contained within Active Direc-
tory Domain Controllers, and each can contain anywhere from one to a zillion individual
policy settings.

= The Group Policy Preferences is a newer add-on to the existing set of the “original”
Group Policy many have come to know and love. Group Policy Preferences (sometimes
shortened to GPPrefs, or GPP) don’t act quite the same as their original cousins. We’ll
cover the Group Policy Preferences in detail in Chapter 5.

= Preference item is a way to describe one “Group Policy Preferences directive.” It’s like a
“policy setting,” but for the Group Policy Preferences.

It’s my goal that after you work through this book, you’ll be able to jump up on
your desk one day and use all the vocabulary at once. Like this: “Hey! Group Policy
isn’t applying to our client machines! Perhaps a policy setting is misconfigured. Or,
maybe one of our Group Policy Objects has gone belly up! Heck, maybe one of the
preference items is misconfigured. I'd better read about what’s going on in Chapter 7,
“Troubleshooting Group Policy.””

This terminology can be a little confusing—considering that each term includes the
word policy. In this text, however, I've tried especially hard to use the correct nomencla-
ture for what I’m describing. If you get confused, just come back here to refresh your brain
about the definitions.

Note that there is never a time to use the phrase “Group Policies.” Those

TE two words together shouldn’t exist. If you're talking about “multiple GPOs"”
or “multiple policy settings” or “policy settings vs. preference items,”
these are the preferred phrases to use, and never “Group Policies.”
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Where Group Policy Applies

Group Policy can be applied to many machines at once using Active Directory, or it can be
applied when you walk up to a specific machine. For the most part, in this book I'll focus
on using Group Policy within an Active Directory environment, where it affects the most
machines.

A percentage of the settings explored and discussed in this book are available to member
or stand-alone Windows machines—which can either participate or not participate in an
Active Directory environment.

However, the Folder Redirection settings (discussed in Chapter 10) and the Software
Distribution settings (discussed in Chapter 11) are not available to stand-alone machines
(that is, computers that are not participating in an Active Directory domain). In some cases,
I will pay particular attention to non—Active Directory environments. However, most of the
book deals with the more common case; that is, we’ll explore the implications of deploying
Group Policy in an Active Directory environment.

The “Too Many Operating Systems” Problem

If we line up all the operating systems that you (a savvy IT person) might have in your
corporate world, we would likely find one or more of the following (presented here in date-
release order):

=  Windows 2000 (Workstation and Server), RTM through SP4

= Windows 2003 Server, RTM through SP2

= Windows XP, RTM through SP3

=  Windows Vista, RTM through SP2

»  Windows Server 2008, RTM (known as SP1, actually) through SP2

= Windows 7 RTM, through SP1Windows Server 2008 R2, through SP1
=  Windows 8 client, RTM

= Windows Server 2012, RTM

For the love of Pete (whoever Pete is), that’s a lot of potential operating systems. Okay,
okay—perhaps you don’t have all of them. You likely don’t have any more Windows 2000
(or maybe you do, tucked in a back room somewhere, quietly processing something
or other).

The point, however, is that Group Policy can apply to all of these systems. Under most
circumstances, “old stuff” will work correctly on newer machines. That is, generally, some-
thing that can affect, say, an XP machine will also (generally) continue to affect a Windows 8
machine.

With that in mind, here’s an example of what I'm #not going to do. I'm #not going to show
you an example of something in the book, then say something like “... and this example is
valid for Windows XP, Windows Vista, Windows Server 2008, Windows Server 2008 R2,
Windows 7, Windows 8, and Windows Server 2012.”
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My head (and yours) will just explode if I do that and you need to read that each time.

So, here’s what I am going to do. You'll read my discussion about something, then I'll say
something like “... and this example is valid for Windows XP and later.” That would mean
that the concept, for example, policy setting, should work A-OK for XP and later machines
(all the way to Windows 8 and also usually for servers, like Windows Server 2012, too).
Similarly, if I say “... and this is valid for Windows Vista and later,” that means you’ll be
golden if the target machine is Windows Vista and later (including Server 2008, Server 2008
R2, Windows 7, Windows 8, and Windows Server 2012).

Of course, there are a handful of exceptions: things that only work on one particular oper-
ating system in a possibly peculiar way. For instance, there are a handful of Windows Vista—
only settings that aren’t valid for Windows 7 and Windows 8 (or Windows Server 2008 R2
and Windows Server 2012) machines. And, on rare occasions, a particular service pack of
a particular operating system is affected by a setting, where it wasn’t previously available.
Again, I'll strive for clarity regarding the exceptions—but the good news is, those are few and
far between.

If you get lost, here’s a quick cheat sheet to help you remember “which machines act alike™:

= Windows 2000 Workstation and Windows Server
=  Windows 2003 Server and Windows XP

= Windows Server 2008 and Windows Vista

=  Windows 7 and Windows Server 2008 R2

*  Windows 8 and Windows Server 2012

Just to be even more specific, Windows 7, Windows 8, Windows Server 2008 R2, and
Windows Server 2012 are ludicrously close brothers. They look alike, throw the same tem-
per tantrums, and enjoy the same kinds of movies. But they’re not twins. They are differ-
ent, but, in most cases, they’re super-duper similar.

For this edition of the book, we decided to make a conscious choice about how to
present Group Policy. Most of the walkthroughs, examples, and screen shots in the book
will be of Windows 8 and Windows Server 2012.

Since Windows XP is on the way out, we decided to rein in the amount of Windows XP
examples this time and give you a leaner, meaner book. Yes, there is still a lot of Windows XP
details and “need to knows™ in this book. Discussions on XP are not gone from these pages.
However, where something became so outmoded that it needed the heave-ho, I will refer you
to the previous edition of the book, which goes into excruciating detail on Windows XP.

But I do want to be super-clear about something: I am also specifically going to note and
talk about the differences between the various operating systems. For instance, I’ll definitely
be expressing some concepts as originally found in Windows 2000 and also Windows XP—
things that were originally in the operating systems’ behaviors, but are absent or changed now.

I like to talk about the “old school” stuff sometimes, because I find it helps explain why
Windows does some things today that seem, well, odd or confusing. If I explain the older
operating systems, for example, Windows 2000 and Windows XP, it’s actually easier to
understand modern Windows.
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A quick word about Windows Vista. When Vista was released, Microsoft released sales
figures saying that they sold millions and millions of Vista licenses. But ask a hundred IT
shops, “Did you deploy Vista?” and you won’t get much response. I honestly don’t know
what to believe other than what I see with my two eyes, and what people tell me. What I see
and what people zell me is that they basically “skipped Vista.” Many organizations bypassed
Vista and used some mix of Windows XP in conjunction with Windows 7. So, as I write this,
most I'T shops | know of have a lot of Windows XP in house today and are migrating away
from Windows XP and toward Windows 7 and now toward Windows 8.

So, of all the operating systems in this book, the one I’ll be spending the least amount
of time on is Vista itself.

But we also cannot deny the existence of Windows Vista.

Yes, friends. Vista happened.

[t turns out that even though Microsoft “didn’t quite get the taste right” with regard to
Windows Vista, the individual ingredients continue to be the base of our Windows soup
going forward. So, that means Windows 7 and its sibling Windows 8 is, more or less, a
minor upgrade from Vista. And pretty much everything that was once valid for Vista is also
valid for Windows 7 and Windows 8. Therefore, you'll see me write a lot about “... and this
works for Windows Vista and later” or in some places, like table listings, you’ll see “Valid for
Vista+”—meaning that whatever I'm referencing will work on Vista (if you have it), but it will
also work on Windows 7 and almost always, also Windows 8.

This Book and Beyond

Group Policy is a big concept with some big power. This book is intended to help you
get a handle on this new power to gain control over your environment and to make your
day-to-day administration easier. It’s filled with practical, hands-on examples of Group
Policy usage and troubleshooting. It is my hope that you enjoy this book and learn from
my experiences, so you can successfully deploy Group Policy and manage your desktops
to better control your network. I'm honored to have you aboard for the ride, and I hope
you get as much out of Group Policy as I do from writing and speaking about it in my
hands-on workshops.

As you read this book, it’s natural to have questions about Group Policy or managing
your desktops. To form a community around Group Policy, I have a popular community
forum that can be found at www.GPanswers. com.

I encourage you to visit the website and post your questions to the community forum
or peruse the other resources that will be constantly renewed and available for download.
For instance, in addition to the forum at www.GPanswers. com, you’ll find:

= Two extra downloadable chapters from this newest edition of the book

= Full downloadable PowerShell scripts from one of those downloadable chapters
= One older reference chapter (on ADM files) in case you need it

= Tips and tricks

= A third-party Group Policy Solutions Guide, and lots, lots more!



