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Foreword

I first met Brett Shavers several years ago at a training event that he had orga-
nized. At the time, Brett was a police officer—one of a handful among the local
jurisdictions with the training and skill to take on digital forensic investiga-
tions. I had no idea then how often our paths would cross or how valuable
his support could be. Brett has since become a leader in the digital forensic
community of the Pacific North West, presiding over our local professional
organization (www.ctin.org), running his own consulting company, writing
papers and training materials, and maintaining websites devoted to Windows
FE and RegRipper. In fact, that the world knows anything of my little internal
project, Windows FE, has more to do with Brett's work and enthusiasm than
my own efforts. I am, therefore, quite honored that Brett asked me to write a
foreword to this book.

To best describe the value of Placing the Suspect Behind the Keyboard, 1 need to
put the book in context. When I started my career many years ago, there was
only one book available on the subject of what we now call digital forensics.
That book was primarily focused on how to investigate certain types of com-
puter crime under the laws that existed two decades ago. Its emphasis was law,
with very little presented regarding technical detail, investigative techniques,
or, strictly speaking, digital forensics.

In the late 1990s, a few technical books about “computer forensics” began
trickling out, and then, slowly, more have trickled out every year since.
The early books presented the digital forensics more as a collection of gen-
erally applicable tips and tricks than technical deep dives into the varieties
of electronic evidence. Over time, however, articles and books on forensics
adopted a more solid and scientific approach, and began taking on a broader
range of forensics topics with greater detail and systematic focus on particular
subject matters. Thus, we have moved from those early books on “computer
forensics” to books about the forensics particularities of specific platforms,
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e.g., “windows forensics,” to books that focus on specific parts of specific
platforms, e.g., “registry forensics.” This has been a good thing.

Particularly valuable over the past few years has been the evolving trend of
books and articles to focus on distinct “artifacts,” that is, the trace evidence
that computer or user activities create in memory, leave on disk, or send over
the network. Armed with a good knowledge of artifacts, a competent foren-
sics investigator can develop a surprisingly accurate and detailed account of
what has happened on a computer system or digital device. Internet history,
file usage, data deletion, program execution, IP addresses, even geolocation of
devices, are all facts available to the digital investigator to decipher a blow-by-
blow account what has been done with a computer or device. Despite all this,
there is a limit to the conclusions that can be supported by digital evidence
alone.

Putting a specific person at the keyboard at a specific time, often one of the
most critical issues to be proved, just happens to be one of those things that
digital evidence rarely can accomplish on its own. This is not as obvious as it
should be, since it is deceptively easy to confuse the computer owner or an
account name for a real person behind the keyboard when a deed was done.
But account names are not people, and computer owners are not the only
people who use their computers. Thus, confusion can have catastrophic conse-
quences when it leads to people being prosecuted or punished in error. It can
also lead to investigators being sued for defamation. New forensics investiga-
tors are therefore frequently admonished to confine their conclusions to what
is supported by the digital evidence they know well, and avoid making unsup-
ported assumptions about the person behind the keyboard, about whom they
often know very little to nothing.

Placing the Suspect Behind the Keyboard shows how to bridge the gap between
digital and physical evidence to “make the connection between the act and
the actor” and establish the person responsible for what was found on the
computer. As the book illustrates, sometimes this connect can be made by
interviewing witness who can place a person at a place and a specific time.
Sometimes the connection must be reconstructed from physical evidence, such
as other records gathered from the suspect or third parties. Sometimes, estab-
lishing the connection may even require surveillance. Non-law enforcement
investigators might consider many of these suggestions as out-of-scope, but
this would ignore that all these investigative techniques are important tools to
understand, as they all have a place in particular investigations. An investiga-
tor who limits the world of evidence to the confines of a hard drive is going
to miss evidence. To miss evidence, particular important evidence, is to fail at
investigation.



About mid-way through the book, Placing the Suspect Behind the Keyboard
expands beyond the topic of the title to the all-important program of build-
ing a good case. Although there is a research-like aspect to digital forensics,
forensics is ultimately about proving or disproving things, not simply dissect-
ing artifacts or building timeline. To succeed at digital forensics, one must be
able to do more than pick apart the details. A good investigator must be able
to marshal the facts to an end, which involves a bit of organization, an eye for
relevancy, and the ability to present technical data to a non-technical audience.

All of these topics are addressed, and Mr. Shavers suggestions are practical and
useful.

Don't let the word “suspect” in the title make you think this is a book primar-
ily for law enforcement. Although the burdens of proof and rules of evidence
collection may differ between criminal and civil investigations (which includes
internal corporate investigation), the burden of finding and making sense of
the facts does not, particularly when it comes to placing a person behind the
keyboard. Placing the Suspect Behind the Keyboard is full of useful guidance for
digital forensics investigators of all types.

Troy Larson
Microsoft Network Security




Preface

This book was inspired over a decade ago when | was a new detective. The
biggest obstacle 1 faced was that of attribution. In every case to which I was
assigned, attributing a crime to a suspect was the main focus. Some cases were
easy. Other cases, seemingly impossible. Even just the identification of a sus-
pect was next to impossible in some cases. But in every case, I did my best to
identify the suspect and attribute criminal behavior appropriately.

I'm probably no different than most investigators; in that experiencing a
horrific crime scene has some effect on the effort 1 put forth in investiga-
tions. After recovering evidence in the first child pornography case assigned
to me, I was determined and driven to follow the evidence, identify the
suspect, and collect enough evidence to close the case with charges. Seeing
the personal damage caused to victims by the sliver of darkness in human

nature is more than enough motivation to make sure a case is done right,
the first time.

In this age of technology, where the Internet has increased the ease of crime
through enabling transfer of contraband, harassment, bullying, intrusions,
and facilitating terrorism through electronic communication, investigators
need to accomplish the very important goal of Placing the Suspect Behind the
Keyboard. The identification of a crime and victim does not further our justice
system if we do not also identify the suspects.

The intention of this book is to be a guide to that end of placing the suspect
behind the keyboard through a combination of digital forensics techniques
and more traditional, non-technical investigative methods. Throughout the
book, consider that the investigator and the forensic examiner may be the
same person or more than two separate people, depending upon the size of
their organization. However, their goal is the same and their cooperation with
each other should not have half an inch of light between them or their com-
mon goal of a successful case conclusion.




Each chapter in this book is independent of the others, but all are intercon-
nected through the same theme and purpose. The principles and concepts
cover the best case scenarios and the worst case scenarios. Sometimes, the
best evidence is out front in plain sight and the investigator has all the legal
authority to seize it. Other times, the evidence may not exist, or be accessible,
or able to be interpreted. Rather than giving in, take a step back and reflect
on your investigation. There is a clue waiting for you to find it, and follow it.
This is a book of clues.

Although the theme of this book primarily supports criminal investigations,
many of the same methods and processes can be used in civil litigation and
internal corporate matters. The primary differences being the legal author-

ity in certain methods of investigations may be different between civil and
criminal cases.

I also intentionally focused on the mindset of conducting an investigation,
as it is your ideas and intuition that solve cases. Using software and hardware
just helps you exploit your ideas eventually into physical evidence. Consider-
ing that my first forensic lab was literally a small storage closet converted into
a cramped digital forensic lab, remember that it is the person, not the gear,
which solves cases. Think of your ability as becoming the Pablo Picasso of
forensics. Picasso’s art and skill in painting didn’t rely upon the kind of paint
brush or the number of colors he used. He relied upon his mind. You as the
examiner or investigator can do the same.

The principals outlined in the book are meant to be principals, not an abso-
lute checklist, but a guide. The principals can be applied today just as much
as they can be applied tomorrow. It is my sincerest intention that by reading
this book, you have found one thing that will make your work easier and one
thing that makes a case. If you learned one thing that saves you many hours
of time, that will have been worth the time reading the book.

But if you learned just one small thing, just that one small Eureka! moment
which blasts your case wide open, then your time reading this book was more
than worthwhile to you. It was worthwhile to the victims in that one case,
whether it be a child, a parent, or a business. And it definitely will impact the
suspect, that same suspect you placed behind the keyboard.
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