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Preface

After successful deployment of Wi-Fi and cellular networks in the past decade, wireless and mobile
communication systems became the fastest growing sector of the communication industry, and there are
different networks based on the coverage area: Wireless Personal Area Network (WPAN), Wireless Lo-
cal Area Network (WLAN), Wireless Metropolitan Area Network (WMAN), and Wireless Wide Area
Network (WWAN). The vision of being connected anywhere and anytime is no longer just an idea; it is
becoming a reality because of the combination of mobile devices with wireless communication tech-
nologies. Almost all businesses that rely on wireless and mobile networks expect the same or a similar
level of security, privacy, and trust as the ones that exist in wired networks to ensure the integrity and
confidentiality of communications among terminals, networks, applications, and services. Many physi-
cal, capacity, and economic limitations of wireless and mobile networks represent important challenges.
Yet, it is very challenging to ensure security, privacy, trust, and resource management because of the
mobility of network nodes.

Although higher layer security mechanisms and protocols address wireless security challenges to a
large extent, more security vulnerabilities arise due to the increasingly pervasive existence of wireless
communication devices. Secure transmission is a concern for wireless devices and networks due to the
broadcast nature of signals. By exploiting variations in the transmission channel, wireless devices can
generate a shared secret key to provide security in the physical layer. The physical layer security concept
is linked to two main desired features. The first is system reliability, which means that a message intended
for a specific user should be reliably received by that user. The second is message secrecy, which means
that a transmitter wants to communicate a secret message to a legitimate receiver.

With the advent of ad hoc networking technologies, mobile users could form a Mobile Ad Hoc Network
(MANET) where users have an opportunity to create their own wireless network on the fly. MANETSs
represent a milestone in the evolution of wireless networks; however, they inherit the traditional limi-
tations of mobile and wireless communication systems, such as allocation of bandwidth, transmitting
power, coverage, etc. In MANETS, each node can directly communicate with other nodes using a direct
link (i.e., single hop) or multi-hop communications. In this case, each node works as a source, a router,
or a destination node. Nodes rely on the message received from other nodes, and thus, it is important
to measure the trustworthiness of the received messages. As a consequence, each node needs security,
privacy, and trust management schemes to protect the MANET as a whole.

Vehicular Ad Hoc Networks (VANETS) are a special form of MANETSs where vehicles exchange
information with each other while they travel on the road. Because of the high speed of the vehicles,
VANETS have highly dynamic topologies, which result in frequent communication link breakage. In
addition, vehicles’ identities are linked with the identities of owners/drivers. As a consequence, it is not
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secure to use Vehicle Identification Numbers (VINSs) or other private information that is linked to the
owner or driver. To provide security and privacy, anonymity of vehicles is commonly used to participate
incommunications. In this case, malicious drivers can easily mislead the communication by injecting false
information when ad hoc networks do not have the capability of tracking malicious drivers. Therefore,
security, privacy, and trust in VANETS are key components to realizing its full potential.

Recent advances in Micro-Electro-Mechanical Systems (MEMS) technology have made it easy to
build small, inexpensive, and energy-efficient wireless nodes that make a Wireless Sensor Network
(WSN) a reality. In WSN, each node is comprised of a sensing, processing, transmitting, and power
unit. When sensor nodes are deployed in a remote location, they are supposed to coordinate with each
other to perform a specific action. Each operation of the sensor node costs the battery life, and no one
would be able to change the battery in the sensor or deploy new sensors, especially in war zones. WSN
has wide range of applications including temperature sensing, pressure sensing, inventory tracking, seis-
mic detection, mobility sensing, environment monitoring, homeland security, etc. Despite their diverse
applications, WSN poses a number of unique technical challenges due to several factors, such as fault
tolerance, scalability, operating environment, network topology, transmit media, power consumption,
limited security implementation, etc.

In true mobile communications to provide seamless mobility, there is an intrinsic problem related to
mobility in the data network that uses the IP address as the node’s identifier and location within a sub
network. When a mobile node moves from one network to another, the assigned IP can no longer serve as
a locator for the node in the new network. Mobile IPv4 (MIPv4) and Mobile IPv6 (MIPv6) are emerging
to provide macro-mobility support using IPv4 and IPv6 network protocol stacks. Mobility in this type
of network is effective when the mobile nodes are one hop away from access routers. The emergence of
cloud computing and its extension into the mobile domain creates the potential for a global, intercon-
nected mobile cloud computing environment that will allow the entire mobile ecosystem to enrich their
services across multiple networks.

This book is organized as follows:

Section 1 introduces the fundamentals of mobile and wireless communications networks;
Section 2 presents physical layer security;

Section 3 discusses about vehicular communications and networking;

Section 4 describes security in mobile ad hoc networks;

Section 5 deals with trust and privacy in wireless networks;

Section 6 discusses the wireless sensor network and its challenges;

Section 7 describes the applications and issues of cloud and mobile communications;
Section 8 deals with wireless network management and analysis.

In more detail:

e  Section | includes chapters titled “Introduction to Mobile and Wireless Communications
Networks™ and “Security in Wireless Metropolitan Area Networks: WiMAX and LTE;”

e  Section 2 includes “Physical Layer Security and Its Applications: A Survey” and “Physical Layer
Security in Wireless Communication Networks;”
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Section 3 includes “Security and Connectivity Analysis in Vehicular Communication Networks,”
“Location Security in Vehicular Wireless Networks,” “Misbehavior Detection in VANET: A
Survey,” and “Intrusion Detection in Vehicular Ad-Hoc Networks on Lower Layers;”

Section 4 includes “Security Issues in Mobile Ad Hoc Networks: A Survey” and “Security and
Privacy in Mobile Ad Hoc Social Networks;”

Section 5 includes “A Multi-Parameter Trust Framework for Mobile Ad Hoc Networks,” “Trust
Management and Modeling Techniques in Wireless Communications,” and “Privacy Protection
in Vehicular Ad-Hoc Networks;”

Section 6 includes “Security Challenges in Wireless Sensor Networks” and “Voting Median Base
Algorithm for Measurement Approximation of Wireless Sensor Network Performance;”

Section 7 includes “Mobile Cloud Computing and Its Security, Privacy, and Trust Management
Challenges,” “State of the Art for Near Field Communication: Security and Privacy within the
Field,” and “Modeling and Verification of Cooperation Incentive Mechanisms in User-Centric
Wireless Communications;”

Section 8 includes “Seamless Mobility Management: A Need for Next Generation All-IP Wireless
Networks™ and “900 MHz Spectrum Refarming Analysis for UMTS900 Deployment.”

This book covers the fundamental concepts and current issues, challenges, and solutions in wireless

and mobile networks. We hope it serves as a reference for graduate students, professors, and researchers
in this emerging field.

Danda B. Rawat
Georgia Southern University, USA

Bhed B. Bista
Iwate Prefectural University, Japan

Gongjun Yan
University of Southern Indiana, USA
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of wireless cellular networks in licensed bands and Wi-Fi networks in unlicensed bands, such as Indus-
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sion, reduced cost-of-ownership, and so on. However, there are some disadvantages and concerns, such
as security, data rate, reliability, range, etc. The demand of ubiquitous communications is driving the
development of wireless and mobile networks. Wireless communication is the fastest growing segment
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Thanks to the much larger geographical coverage and pleasing bandwidth of data transmissions, Wireless
Metropolitan Area Networks (WMANSs) have become widely accepted in many countries for everyday
communications. Two of the main wireless technologies used in WMANSs, the Worldwide Interoper-
ability for Microwave Access (WiMAX, also known as Wireless Local Loop or WLL) and Long Term
Evolution (LTE), have generated billions of dollars in the ever-growing wireless communication market.
While the IEEE 802.16 standards for WiMAX and the 3GPP standards LTE are updated and improved



