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1. Immunizing Your System
REWweBERLALBA

1  “There are now over 62 000 viruses and we see about
500 to 550 new viruses each and every month,” says
Graham Cluley, senior technology consultant at Dr.
Solomon’s. “The big growth has been in macro viruses.
Most of these infect Microsoft Word documents, but there
are also some which infect Excel spreadsheets and Access
databases.”

2 Macro viruses spread much faster than traditional
viruses because people exchange data—i.e. doc files—
much more readily than executable files. Because the
nature of viruses has changed over the last few years, so
has the way of spreading a virus. Most viruses these days
are spread via e-mail and groupware systems. Groupware
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is great for sharing information, which means it’s great for
spreading viruses too. Leading anti-virus vendors have
developed solutions to combat this threat.

3 It was only recently that floppy disks represented the
only serious threat for the spread of computer viruses.
Protecting a corporate network was as simple as installing
a desktop anti-virus scanner on every client workstation.
Today, it’s nigh impossible for network administrators to
combat the threat of a rapid virus infection without
protecting multiple points of entry. The widespread
adoption of network computing, along with new
technologies such as simple-document macro scripting,
group-ware, and the Internet, have made it vital to
establish a complete multi-tier virus defence system.

4 Network Associate’s McAfee offers a single
integrated defence against viruses at the desktop, server
and Internet gateway, consisting of three product suites:
virus scan security suite to provide multi-platform
protection for all desktop clients; net-shield security suite
to protect all files, application and groupware servers; and
Internet security suite to lock out viruses and hostile
applets at the Internet gateway. The company'’s total virus
defence (TVD) package has over 30 million users
worldwide, including 80 percent of the Fortune 100.

5 Network Associates released PGP (pretty good
privacy) encryption technology as the cornerstone of its
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total network security (TNS) suite this year. The TNS
suite employs 128 bit encryption and is based on widely
available published source code that was legally exported
from the US. No US technical assistance has been
provided ensuring full compliance with US export laws.
PGP costs $ 50 for single users. Corporate pricing
depends on the number of users.

6 “E-commerce has not been a viable option for many
businesses due to the lack of guaranteed protection for
confidential information,” says Bernhard van der Feen,
European product marketing manager for Network
Associates’ anti-virus and network security products. “We
now have a solution to this problem with PGP software,
which guarantees safe communications over the Internet
and the safe delivery of confidential documents via
e-mail.”

7 IBM’s business recovery services, headquartered in
New York, manages the company’s central computer
emergency response team (CERT) and also markets IBM
anti-virus products and services to customers. CERTS
were spawned in the wake of the “Internet Worm” in 1989
and government and industry have employed them to deal
with hackers, network attacks and PC viruses.

8 Alan Fedeli, program manager of IBM emergency
response services, based in New York, says: “IBM
Research’s massively distributed systems group is
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working on a computer-immune system for cyberspace.
Client machines running the group’s software detect the
presence of a new virus and send a sample over the
Internet back to the anti-virus headquarters. There,
computers dissect it, analyze it, and identify the means for
completely removing it from the infected computer. The
system will then communicate the method for identifying
and removing the virus to computers worldwide—in
~effect immunizing them within minutes of the initial
appearance of the virus.”
9 The viral problems and the cure have been changing
over the past few years and could conceivably change
again. As Solomon’s Cluley points out, there are some
62 000 viruses today, compared with 10 000 in 1996,and 6
in 1989. With the entire world networked, viruses can
potentially spread faster than humans can keep up. Hence
the IBM work.
10 Computer viruses may be the most malicious agents
wreaking havoc on the Internet, but they won’t be the only
ones. Computer networks will also be vulnerable to an
entirely new kind of threat, say IBM researchers at the
Thomas J. Watson research center. “Maelstroms” is the
term coined by the workers, referring to a condition that
can occur whenever computers are programmed to
forward e-mail automatically. It’s one of many things that
can happen when computers handle information and send
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it on without direct human intervention.

11 For example, a computer might automatically send
e-mails onto a distributed mailing list. If any of the
receiving computers is programmed to do the same,
e-mails can begin to circulate endlessly. The result:
exponentially increasing vortices of e-mails, with “billions
of e-mail messages”. The network gets completely
clogged with mail no-one wants. There’s gridlock and
traffic jams, and nothing works.

12 The researchers have learned how to prevent the
formation of maelstroms as part of a broad study of
emergent phenomena in computer networks. In such
phenomena, the collective behaviors of a myriad of -
agents interact and reinforce to produce a potentially
monumental effect. They arise in everything from
economies and biological systems (e.g. consciousness in
the human brain) to computer networks.

Emergent Phenomena

13 The key to such emergent phenomena is the
autonomy of the agents doing the forwarding. Small mail
loops were discovered in 1996 among a handful of
computers, but human operators were able to close them
down quickly. But in the future, cautions IBM, most users
will have intelligent autonomous agents reading and
forwarding their mail. Hence the number and intensity of
emergent phenomena will be all that much worse. With
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everyone hooked up to the Internet and agents working on
their behalf, things like that will be showing up regularly.
IBM is hoping to get round the problem.

14 IBM’s anti-virus team is refining its immune system.
It will also address a new species of virus that appeared on
the Internet “with a vengeance”. Hitherto, viruses always
embedded themselves in conventional programs to ensure
they were executed. The new viruses camp out in macros
—tiny programs embedded in files such as spreadsheets
or word processing documents, where they execute simple
commands.

Network Intrusion

15 “What makes these macro viruses so pernicious is
they can spread whenever documents are exchanged on
the Internet, which is often,” says Fedeli. “Two separate
but related concerns have grown with the rise of network
connectivity—the increased spread of viruses and the
increase in unauthorized network intrusions and attacks.”
16 The differences: viruses are self-replicators, with
innocent spread, i.e. after the first deliberate spread that
gives the virus life. With network intrusions, it’s mostly a
live person active, seeking unauthorized entry through
someone’s network.

17 The similarities: viruses and network break-ins may
be different to technical experts, but to the business person
they represent essentially the same thing—unauthorized
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network and system usage.

18 “A business doesn’t care if it is at risk by the rapid
spread of malicious code or by a hacker intrusion. In
either case, there’s a risk the customer may have to shut
down his network, or have it shut down for him, and lose
data, customer service, or both,” says Fedeli.

19 There are products and services to deal with these
two growing cyber problems. For viruses, companies
deploy anti-virus software on desktops and servers, and
expend much effort keeping the anti-virus current. For
protection against attacks, companies connect to the
Internet through firewall, gravitate toward encrypted
services, test firewalls and web sites regularly for
vulnerabilities, and increasingly deploy intrusion
detection capabilities.

20 A new security culture has been born. Companies are
providing managed operations for firewalls and intrusion
detection monitoring. Companies are finding a real need
to rely on outside help and expertise to insure against
emergency situations.

21 “With the explosive growth of the Internet, the CERT
phenomenon is more important than ever,” says Fedeli.

New Words and Expressions
spreadsheet 'spredfizt] n. HLFEIER
combat ['kombat] v. & n. -}
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nigh [nai] adv. i, LT

multi-tier ['malti'tia] adj. £E KK

suite [swittj n. — &, —4

applet [‘zplit] ». Java /NN T2 FF
encryption [in'kripfon] . %

cornerstone ['ko:nastoun] ». F£H
confidential [konfi'den[sl] adj. P2 K
hacker ['hzko] n. HHRNERF
spawn [ spa:n] v. =0, ¥IH

cyberspace ['saibospeis] n. [ 4% [8)
dissect [di'sekt] v &%, 247

viral ['vairal] adj. JREKN, HRESIEN
malicious [ma'lifss] adj. TR EER

wreak [rik] v, &ift,

havoc ['hevok] n. KR, H¥) v MEEHR
vulnerable ['valnorabl] adj. 53+ H i
maelstrom ['meilstroum] 7. KEEIR

coin [koin] v. 4RiE, Fhi#

exponentially [ekspou'nenfali] adv. #5¥i
vortices ['vo:tisi:z] n. vortex FIE ¥, HEIR
clog [klog] v. Zi#

gridlock ['gridlok] n. PI&&{5 BIEE
myriad ['miried] adj. T3

vengeance ['vendzons] n. |RE

address [o'dres] v. X, b

hitherto [hido'tu:] adv. &4



