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Preface

The Unix Family of Operating
Systems

An operating system (or “OS”) is a set of programs that controls a com-
puter. It controls both bhardware (things you can touch, like keyboards,
screens, and disk drives) and software (application programs that you run,
like a word processor).

Some computers have a single-user OS, which means that only one per-
son can use the computer at a time. Many older OSes (such as MS-DOS)
can also do only one job at a time. But almost any computer can do a lot
more if it has a multiuser, multitasking operating system such as Unix.
These powerful OSes let many people use the computer at the same time
and let each user run several jobs at once.

Unix was invented more than 30 years ago for scientific and professional
users who wanted a very powerful and flexible OS. It’s been significantly
developed since then. Because Unix was designed for experts, it can be a
bit overwhelming at first. But after you get the basics (from this book!)
you'll start to appreciate some of the reasons to use Unix:

e It comes with a huge number of powerful application programs. You
can get many others for free on the Internet. (The GNU utilities,
available from the Free Software Foundation, are very popular.) You
can thus do much more at a much lower cost.

e Not only are the applications often free, but some Unix versions are
also free. Linux is a good example. Like the free applications, most
free Unix versions are of excellent quality. They’re maintained by
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volunteer programmers who want a powerful OS and are frustrated
by the slow, bug-ridden OS development at some big software com-
panies.

e Unlike OSes such as Microsoft Windows and MacOS that are designed
for certain types of hardware, Unix runs on almost any kind, from tiny
embedded systems to giant supercomputers. After you read this
book, you’ll be ready to use many kinds of computers without learn-
ing a new OS for each one.

e In general, Unix (especially without a windowing system) is less
resource-intensive than other major operating systems. For instance,
Linux will run happily on an old system with a x386 microprocessor
and let multiple users share the same computer. (Don’t bother trying
to use the latest versions of Microsoft Windows on a system that’s
more than a few years old) If you need a windowing system, Unix
lets you choose from modern feature-rich interfaces as well as from
simple ones that need much less system power. Anyone with limited
resources—educational institutions, organizations in developing coun-
tries, and so on—can use Unix to do more with less.

¢ Much of the Internet’s development was done on Unix systems. Many
Internet web sites and Internet service providers use Unix because it's
so flexible and inexpensive. With powerful hardware, Unix really
shines.

Versions of Unix

There are several versions of Unix. Until a few years ago, there were two
main versions: the line of Unix releases that started at AT&T (the latest is
System V Release 4), and another from the University of California at
Berkeley (the last version was 4.4BSD). Some past and present commer-
cial versions include SunQS, Solaris, SCO Unix, AIX, HP/UX, and ULTRIX.
Freely available versions include Linux, NetBSD, and FreeBSD (FreeBSD is
based on 4.4BSD-Lite).

Many Unix versions, including System V Release 4, merge earlier AT&T
releases with BSD features. The POSIX standard for Unix-like operating
systems defines a single interface to Unix. Although advanced features dif-
fer among systems, you should be able to use this introductory handbook
on any system.

When we write “Unix” in this book, we mean “Unix and its versions”
unless we specifically mention a particular version.
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Interfaces to Unix

Unix can be used as it originally was, on typewriter-like terminals, from a
shell prompt on a command line. (See the section “Examples,” later in this
chapter.) Most versions of Unix also work with window systems (some-
times called Graphical User Interfaces, or GUIs). These allow each user to
have a single screen with multiple windows—including “terminal” win-
dows that act like the original Unix interface. (Chapter 2 explains window
system basics.)

Although a window system lets you use Unix without typing text at a shell
prompt, we’ll spend most of our time on that traditional command-line
interface to Unix. Why?

e Every Unix system has a command-line interface. If you know how
to use the command line, you’ll always be able to use the system.

e If you become a more-advanced Unix user, you'll find that the com-
mand line is actually much more flexible than a windowing interface.
Unix programs are designed to use together from the command
line—as “building blocks”—in an almost infinite number of combina-
tions, to do an infinite number of tasks. No windowing system that
we've seen (yet!) has this tremendous power.

e You can launch and close windowing programs from the command
line, but windowing programs generally can’t affect a command line
or programs you run from one.

e Once you learn to use the command line, you can use those same
techniques to write scripts. These little (or big) programs automate
jobs you’d have to do manually and repetitively with a window sys-
tem (unless you understand how to program a window system, which
is usually a much harder job). See the section “Programming” in
Chapter 8 for a brief introduction to scripting.

o In general, text-based interfaces are much easier than GUIs for sight-
and hearing-impaired users.

We aren’t saying that the command-line interface is right for every situa-
tion. For instance, using the Web—with its graphics and links—is usually
easier with a GUI web browser. But the command line is the fundamental
way to use Unix. Understanding it will let you work on any Unix system,
with or without windows.
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What This Handbook Covers

This book teaches basic system utility commands to get you started with
Unix. Instead of overwhelming you with lots of details, we want you to be
comfortable in the Unix environment as soon as possible. So we cover a
command’s most useful features instead of describing all its options in
detail.

We also assume that your computer works properly; someone has started
it, knows the procedure for turning the power off, and knows how to per-
form system maintenance. In other words, we don't cover Unix system
administration.

Unix users can choose between many different user interfaces—shells and
window systems. Our examples show the bash shell and the GNOME and
KDE window environments. We've chosen them because they’re popular
and make good examples, not because we think they’re always “the best.”
If you do advanced work or set up Unix systems for other users, we rec-
ommend learning about a variety of shells and window systems and
choosing the best ones for your needs. The principles explained in this
book should help you use any Unix configuration.

What's New in the Fifth Edition

Unix keeps evolving, and this book changes with it. Although most tips in
this book work on all Unix systems, old and new, there have been
changes since 1997 that justify a fifth edition. Over the years, readers have
asked us to include topics that couldn’t be covered in just a few para-
graphs—a text editor, for instance. We've decided to let this little book
grow just a bit by adding several-page overviews of popular Unix tools:
the Pico text editor, the Pine email program, the Lynx web browser, and
two interactive chat programs. Networking is much more common, so
we've added a new chapter about jt. Our windowing examples show
newer window systems and you’ll find sections about command-line edit-
ing. There’s a new Glossary with definitions of common terms, and the
Index has also been expanded. Finally, we've made changes suggested by
our readers.
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Format

The following sections describe conventions used in this handbook.

Commands

We introduce each main concept first, and then break it into task-oriented
sections. Each section shows the best command to use for a task, explains
what it does, and shows the syntax (how to put the command line
together). The syntax is given like this:

rm filename

Commands appear in boldface type (in this example, rm). You should
type the command exactly as it appears in the example. The variable parts
(here, filename) will appear in italic type; you must supply your own
value. To enter this command, you would type rm followed by a space
and the name of the file that you want to remove, then press the
[RETURN] key. (Your keyboard may have a key labeled [ENTER]or an
arrow with a right-angle shaft instead of a key.) Throughout this
book, the term enter means to type a command and press [RETURN]to
run it.

Examples

Examples show what should happen as you enter a command. Some
examples assume that you've created certain files. If you haven’t, you may
not get the results shown.

We use typewriter-style characters for examples. Items you type to try the
example are boldface. System messages and responses are normal text.

Here’s an example:

$ date
Tue Oct 9 13:39:24 MST 2001
$

The character “$” is the shell (system) prompt. To do this example, you
would type date and then press [RETURN|. The date command responds
“Tue Oct 9 13:39:24 MST 2001” and then returns you to the prompt.
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Text you see in examples may not be exactly what you see on your
screen. Different Unix versions have commands with different outputs.
Sometimes we edit screen samples to eliminate distracting text or make
them fit the page.

Problem Checklist

We've included a problem checklist in some sections. You may skip these
parts and go back to them if you have a problem.

Exercises

Some sections have exercises to reinforce text you've read. Follow the
exercises, but don’t be afraid to experiment on your own.

Exercises have two columns. The lefthand column tells you what to do
and the righthand column tells you how to do it. For example, a line in
the section “Exercise: entering a few commands,” near the end of Chapter
1, shows the following:

Get today’s date  Enter date

To follow the exercise, type in the word date on your keyboard and then
press the key. The lefthand column tells you what will happen.

After you try the commands, you’ll have a better idea of the ones you
want to learn more about. You can then get more information from a
source in the section “Documentation,” in Chapter 8.

Comments and Questions

Please address comments and questions concerning this book to the pub-
lisher:

O'Reilly & Associates, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

(800) 998-9938 (in the United States or Canada)
(707) 829-0515 (internationa!l or local)

(707) 829-0104 (fax)
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To ask technical questions or comment on the book, send email to:

bookquestions@oreilly.com

We have a web site for the book where examples, errata, and any plans
for future editions are listed. You can access this site at:

bttp://www.oreilly.com/catalog/lunix5/

For more information about books, conferences, Resource Centers, and
the O’Reilly Network, see the O'Reilly web site at:

bttp.//www.oreilly.com

If you write to us, please include information about your Unix environ-
ment and the computer you use. You'll have our thanks, along with
thanks from future readers of this handbook.

Acknowledgments

H. Milton Peek reviewed the first draft of this edition. jeff Kawski acted as
the technical editor. Chris Stone of O'Reilly & Associates, Inc. gave infor-
mation about Mac OS X and reviewed the section about it. And Tim,
thanks from Jerry for all your advice and support during my 12 years of
writing for O'Reilly.



Table of Contents

Preface ... ix
1. Getting Started ... 1
Working in the Unix Environment ............ccceccoiiiinienieniciinieninnnna 1
Syntax of Unix Command Lines ..........c.ccoceeriicinvinniinieniciiinieninenne 11
Types of COMMANAS ......c.ocuerieiiiiienieiii et e 14
The Unresponsive Terminal ............cccooociiiiiiiiiniiciniinc e 14

2. Using Window Systems ................cccincivcinnininencninnn, 17
Introduction t0 WindOWiIng ........c.cecverereeeerienieiienenenieeeerrereorssneenenees 18
SEATTING X 1oovieeiiriiiteireeteiietieeteeeeereeessessest e sessassesseesesaessessesuessestassassens 19
Running PrOgrams ...........cccccccoviiiiiiiiiniiiiiiciicciie e 21
Working with @ MOUSE ........coceiiiiiiiiicnicceccit s 26
Working with Windows ..........cccocciiiiiiiiiniici e 29
Other Window Manager FEatures .........ccccoccciiiiniiincciiiiiineniicineens 35
Unresponsive WindoWs ........cccoccciiviiciiiinninicineincnrecneeeenee e, 37
Other X Window Programs .......c...ccccoverienienieesieniceninieneecreeneesieenes 39
QUIELINE oottt e b 40

3. Using Your Unix ACCOUNE ..................ccccvimvicrcnicincicens, 42
The Unix FleSYStem ......cocovveiiiiiiiiiieeieeereeeee et ceree e 42
Looking Inside Files with l€ss ............cccocciiiiiininnciriicencceiee e, 54
Protecting and Sharing Files .........c...cccccoiiiiinincininiiicieeenee 56
Graphical Filesystem BrOWSers ........c...ccccvmiiincvncnninccieieinnnes 61

vit



vitl Table of Contents
Completing File and Directory Names ...........occooevveievierneireeeneneneane 62
Changing Your Password ..........c.ccoccovicniinnineierceicee e 62
Customizing YOUr ACCOUNE .........ccoeiiiieiiiiieieiiee et 63

4. File MANQZement ..., 66
File and Directory Names .........cccocveevvevieeeeieeieeieeeeeee e 66
File and Directory Wildcards ........cc.ccoccovviiniiviiininiicreeee, 67
Creating and Editing Files ..............ccccociviiiinininiiicicececc 69
Managing Your Files ..o 74
Printing Files ..........cccooiiiiiiiiiiee e 81

5. Redirecting I/O ... 87
Standard Input and Standard Output ...........ccccoeceiviiviiiiiriineeennn, 87
Pipes and Filters ........c.cccviviinininiiiiie e 92

6. Using the Internet and Other Networks ... 97
RemOte LOGINS ....oooiiiiiiiiiiiiiiiiiiece e 97
Windows from Other COMPULETS ..........ccovevveeveeeeeenieeieieireieee. 100
Lynx, a Text-based Web Browser ........c.c.ccocoveveneniiiiciseeeenennn, 101
Transferring FileS .......ccocviiiiiiiiiiiiiieire et 104
Electronic Mail .........cooeoiiiiiiniiiieeeeeeee e 108
USENEL NEWS ..oiiiiiiiiiiiiiiiiic st ctre et be e s a e re e 118
Interactive Chat .........ccoociiiiiiiiiiiiieceee e 123

7. MultitQsRing ................cciimmnoeneeiieeeneerereseeens 130
Running a Command in the Background .........cc.cccocoinirininnn.nn. 131
ChecKing 0N @ PrOCESS .....c.vvveieeeeeeee et eeeeeeeneaans 132
Cancelling @ PIOCESS ....cocoovveieeiiiceeeeeeeeee e 134

8. Where to Go from Here ....................cccoceoceeeevvvevvennnn... 136
DOCUMENTAUON .....ociviiiiiiiiiiiiee et 136
Shell Aliases and FUNCHONS .....ccccoevieieieicicieccceeec v e 139
Programiming ............c.ccoocoiiiiiiiiniiic et cte e ae e 139
Using Unix on Non-Unix SYSIEMS .......cccocuevvievieiicriericicnesreeeene 140
GLOSSATY ... 143



S, i

In this chapter:

» Working in the Unix
Environment

» Syntax of Unix
. Command Lines
* Types of Commands
« The Unresponsive
Terminal

Getting Started

Before you can use Unix, a system staff person has to set up a Unix
account for you. The account is identified by your username, which is
usually a single word or an abbreviation. Think of this account as your
office—it’s your place in the Unix environment. Other users may also be
at work on the same system. At many sites, there will be a whole network
of Unix computers. So in addition to knowing your username, you may
also need to know the hostname (name) of the computer that has your
account. Alternatively, your account may be shared between all computers
on the local network, and you may be able to log into any of them.

Once you've logged in to your account, you'll interact with your system
by typing commands at a command line, to a program called a shell.
You'll get acquainted with the shell, enter a few commands; and see how
to handle common problems. To finish your UnixX session] you'll log out.

Working in the Unix Environment

Each user communicates with the computer from a terminal. To get into
the Unix environment, you first connect to the Unix computer. (Your ter-
minal is probably already connected to a computer.” But Unix systems
also let you log into other computers across a network. In this case, log
into your local computer first, then use a remote login command to con-
nect to the remote computer. See the section “Remote Logins” in Chapter

6.

* Some terminals can connect to many computers through a kind of switchboard called a
port contender or data switch. On these terminals, start by telling the port contender which
computer you want to connect to.
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After connecting your terminal, if needed, you start a session by logging in
to your Unix account. To log in, you need your username and a password.
Logging in does two things: it identifies which user is in a session, and it
tells the computer that you're ready to start work. When you've finished,
log out—and, if necessary, disconnect from the Unix computer.

If someone else has your username and password, they
probably can log into your account and do anything you
can. They can read private information, corrupt or delete
important files, send email messages as if they came from
you, and more. If your computer is connected to a net-
work—the Internet or a local network inside your organi-
zation—intruders may also be able to log in without sitting
at your keyboard! See the section “Remote Logins” in Chap-
ter 6 for one explanation of one way this can be done.

Anyone may be able to get your username—it’s usually
part of your email address, for instance. Your password is
N what keeps others from logging in as you. Don'’t leave your
password anywhere around your computer. Don't give your
password to anyone who asks you for it unless you're sure
they’ll preserve your account security. Also don’t send your
password by email; it can be stored, unprotected, on other
systems and on backup tapes, where other people may find
it and then break into your account.
If you suspect that someone is using your account, ask sys-
tem staff for advice. If you can’t do that, setting a new pass-
word may help; see the section “Changing Your Password”
in Chapter 3.

Unix systems are case sensitive. Most usernames, commands, and file-
names use lowercase letters (though good passwords use a mixture of
lower- and uppercase letters). Before you log in, be sure your

CAPS LOCK | key is off.

Connecting to the Unix Computer

If you see a message from the computer that looks something like this:
login:

you're probably connected! You can skip ahead to the section “Logging in
Nongraphically” and log in.
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Otherwise, if someone nearby uses the same kind of computer system you
do, the easiest way to find out if you're connected is probably to ask for
help. (We can’t cover every user’s situation exactly. There are just too
many possibilities.)

If there’s no one to ask, look ahead at the section “Logging in Nongraphi-
cally,” later in this chapter, as well as the section “Starting X” in Chapter 2
and the section “Remote Logins” in Chapter 6. You may recognize your
situation.

If that doesn’t help, but your computer seems to be running an operating
system other than Unix (such as Microsoft Windows), check your menus
and icons for one with the name of the Unix computer you’re supposed
to connect to. You might also find a program named either telnet, eXceed,
ssh, VMware, procomm, gqmodem, kermit, or minicom, or something relat-
ing to remote access.

Logging in Nongrapbically

The process of making yourself known to the computer system and get-
ting to your Unix account is called logging in. If you've connected to the
Unix host from another operating system, you may have been logged into
Unix automatically; in this case, you should be able to run Unix programs,
as shown later in this chapter in the section “Shells in a2 Window System”
and the section “The Shell Prompt.” Otherwise, before you can start work,
you must connect your terminal or terminal window to the computer you
need (as in the previous section) and identify yourself to the Unix system.

There are generally two ways to log in: graphically and nongraphically. If
your screen has a window or windows floating in it, something like Figure
2-2A, you probably need to log in graphically, as explained by “the sec-
tion “A. Ready to Run X (with a Graphical Login)” in Chapter 2.

Otherwise, to log in nongraphically, enter your username (usually your
name or initials) and your private password. The password does not
appear as you enter it.

When you have logged in successfully, you'll get some system messages
and finally the shell prompt (where you can enter Unix commands). A
successful login to the system named nutshell could look like Example
1-1.



