.9H7‘I:5E1.= RS SRR TIZHERE

e e S e e T T . . L . ™ . W . T . 2 . W, T =

LA AR DA TSI LB B ISR

ﬂﬁmEéEﬂ

PRIN CIPLES OF COMPUTER SECURITY:

SECURITY+"™ AND BEYOND

B Wm. Arthur Conklin
Gregory B. White
Chuck Cothren
Dwayne Williams
Roger L. Davis

L e




ENEEREENFEESRRRIHER S

TE=2[RIE

2 EDAR)
PRINCIPLES OF COMPUTER

bkl 7 e 1

is s A
Wm. Arthur Conklin, : E
Chuck Cothren, Dwayne Williams, Roger L. Davis

SEHBEHMEH
HIGHER EDUCATION PRESS



E = .01 -2004 -6716 S

Principles of Computer Security ; Security + ™ and Beyond

Wm. Arthur Conklin, Gregory B. White, Chuck Cothren, Dwayne Williams, Roger L. Davis
JEUR 1SBN ;0-07-225509-9

Copyright ©2004 by the McGraw-Hill Companies, Inc.

Original language published by The MecGraw-Hill Companies, Inc.

publication may be reproduced or distributed by any means, or stored in a database or retrieval system,
without the prior written permission of the publisher.

Authorized English language reprint edition jointly published by McGraw-Hill Education ( Asia ) Co. and
Higher Education Press. This edition is authorized for sale in the People’s Republic of China only, excluding
Hong Kong, Macao SARs and Taiwan areas. Unauthorized export of this edition is a violation of the

All rights reserved. No part of this

Copyright Act. Violation of this Law is subject to Civil and Criminal Penalties.

A 45 SO B EH 0 S B R R S R A 55 - A AR O AR CTE B ) 2 W A AR BERRA LR AE
e NR SR N (R SRS R ENTBRMEE) M. Rermzdin, ShEREFERL,

e Z st Z A

R MR H B BRI, ABLUER R S Z A 1 R TR .
A BHENA McGraw-Hill 22 BB thin g, ThnEH A GHE.

BHERSRE (CIP) ¥R
R L% £ L = Principles of Computer Security :

Security + {(TM) and Beyond/ () A (Conk

lin, W. A.) . —REIRR . —dbal: RSHE LR,
2005. 6

ISBN

7 -04 -016775 - 1
Lot o0 MR NaFHHEN - ReBAR -

EEER - Hé — %X V. TP309

o [ A A B 548 CIP 538 B (2005 ) 3 000019 55

HEET
L5 4
HB B 4R 8D
S
2 %
B R
Ei I S
B3
F ¥

RO AL

AR PRI AR 4 5
100011

010 - 58581000

Jeat il At E A R TH R
e BRI

787 x 1092 1/16
43
950 000

ERL
EREA
M
M_EiTH
B &
R
E

010 - 58581118

800 - 810 - 0598
http://www. hep. edu. cn
http://www. hep. com. cn
http ; //www. landraco. com

http://www. landraco. com. cn

2005 £ 6 A& 1R
2005 4E 6 A58 1 (REPRI
49.50 5¢

A5 4047 R T I B T 5 B I, 0 D S A TR R L
BRRE ffes
Y¥S 16775 -00



tH kR % PA

20 K, Uit AEEE AR AR EERFRERANEREH. R FE.
BEFXAEFETRADH. FEREEANRRERFBA, ¥ah THREEER
FhHEHLE, AFFERFRT FRAEH.

HN 21 B, ARMERENANWTO, EEFLHWERE#REmHA. KEE
EFEVEBRE 20 HEXRBTRELE, E5K2B KM, EE5WE. ZREE
ERHMW, RHRAZE. BXEEAMHAREEMERTLHNERTESEN, RAH
BERTFREERERRAA VR EARE. I BHEIME A FERBRRFHM, EHE
BHERBDFRIEGEDERTERY, RATH I MRERAYLBRENEEHRA
ARBE—REERH.

A, REHREREHEHRTEREEEFARE RN FREARAHAMG G| HRKT
., ANEHTHAER, —REHAT, —REMRNME. EHSHTHREPELR
FHREFBMERANSENT, SBEHRNE, F-RHERTHBRERTARE
B 20 2R RAEMCEREHIK. XBEHRMEREZE T ZHFF, HFAFDR
HREEHFBRABEL R KRN ERZERKBRE BB ERARFHREHE S
R, RETEHNHRAEERERRBETH AT, TENALRRAEESN, 5ER
A BEMBY, XEEMEAEE TIHENAESEARELHREERER, KATK
B, RaM. ARAMEREFHERA.

B, HEHFELE 35 FEREDTEMKEFROER, ILRMRERE
ERPHERAAWEESHY — HRERGEFRNBRFIHE, E5EREFREKY
HRFEERE, BEHTHRB AR EAX TR FROKFRARE T —
MEGEREFRAS, EHEALHK U ESRHERFRIGERY.

BMA LM FABHIIHEE, X TFTREREFEFRE LR FERGHFEK
T, BASEFERATHEE, hEF-ANLABRESLINERERSEHAA
I, REFRGBHER. BRROEKR KEF L RO RN HAM 5] #H TR
HWEFHELEN. BRREH A hep.cs@263.net.

BEHH R
Z—OO0HHA



This book is dedicated to the many
security professionals who daily work
to ensure the safety of our nation’s
critical infrastructures.

We want to recognize the thousands
of dedicated individuals who strive

to protect our national assets but who
seldom receive praise and often are
only noticed when an incident occurs.

To you we say thank you for a job well done!
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About the McGraw-Hill Information Security Series

A new century—a new set of problems and a new curriculum. In the past four years, our
awareness of critical information infrastructure and the importance of these systems
in our lives has increased. Colleges and universities world wide have been challenged to
increase course offerings in computer security, information systems, and information
assurance. The stumbling block has been a lack of trained faculty and of suitable teaching
materials to provide literacy, awareness, training and education at all levels.

Welcome to the McGraw Hill series on Information Assurance. It will provide mate-
rial to support an integrated curriculum in information assurance for both technical and
non technical programs. The texts in this series support all aspects of the Committee on
National Security Standards (CNSS) (http://www.nstissc.gov/html/library.html) as well
as many of the national and international certification standards.

A stable technological economy demands a general populace who are at least aware
and literate in information security and assurance.

The texts in this series are based on more than fifteen years of international progress
across academia, government, and industry in the developing cognitive and pedagogic
models for teaching information security and assurance. Collectively the series deals
with the defense in depth model that relies on technology, operations, and finally liter-
acy, awareness, training, and education.

Literacy, awareness, training, and education are the most cost-effective means of
protecting organizational information assets. The following illustration shows the rela-
tionship among these countermeasures.

Manage| Acquire| Design | perate| Use

All Employees with Access

l Security awareness

[ Technologyr Ih;ﬁcy ﬁ

Based on a figure in Schou, C., W. V. Maconachy, et al. (1993). “Organizational Information Security:
Awareness, Training, and Education to Maintain System Integrity”” Proceedings of the 9th
International Computer Security Symposium, Toronto, Canada, IFIP.
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To learn about information assurance, one must first be literate in information tech-
nology. The second step in the process is making the learner aware. Awareness is fre-
quently a passive activity that focuses on short-term memory and may be a component
of other classes.

The training is the next step of the process. It requires active participation and focus
more on long-term memory, job skills, tasks and methods. In eDACUM studies
(http://www.nsa.gov/isso/programs/nietp/edacum.htm) performed throughout the ‘90s
information assurance experts established a series of KSAs (knowledge, skill, and Abil-
ity) and determined that functional security specialists used their KSAs in at least five
major areas, management, acquisition, design, implementation, operation, and testing
of secure systems. Depending on the functions performed individual need different
combinations and amounts of training in each of these areas. Of course, every func-
tional specialist is ultimately a user and needs specific training.

The final stage in the learning pyramid is education. It focuses on internalization and
accommodation of the KSAs through research, analysis, evaluation, and judgment. Ped-

agogically these KSAs fall into two major categories - things you need to know and
things you need to do.

Information Assurance

Information assurance is a combination of both art and science. It is an interdisciplinary
activity that protects the most complex organizational asset-—its data and the ability to
provide information. Most organizations profess an interest in some aspects of informa-
tion security. All organizations should view this effort as a planned integrative system-
atic objective at the highest level.

The books in this series form the foundation for teaching information assurance - the
combination of availability, integrity, and confidentiality. Throughout the series stu-
dents are lead to examine appropriate measures to protect systems while data are being
processed, stored or in transmission.

The texts will focus on three categories of the countermeasures triad—technology,
operations, and awareness, training and education.

Hardware and the associated technology are the most obvious elements of the coun-
termeasures triad. They are the most expensive means of protecting systems. At best they
must be constantly maintained or patched and at worst they must be recapitalized if se-
verely compromised.

In any case, they are ineffective countermeasures if good policies are not in place and
the systems are operated incorrectly. Correctly operated systems will insure that avail-
ability will remain high while confidentiality and integrity are maintained.

Hardware, technology, policies, and sound operations will fail if the humans in-
volved are not aware of the problems, technologically literate enough to communicate
about the problems, trained to apply countermeasures, and well enough educated to
think about avoiding the problem in the future.



foreword

Principles of Computer Security
Security+ and Beyond

The hard work and dedication of the authors have created a book that shows the im-
portance of developing a professional approach to computer security and information
assurance. The book is unique in that it deals with both certification and academic issues
at the same time. They make an excellence balance between technological and mana-
gerial issues.

The overall writing style and tone make the book readable and thorough.. The exam-
ples are sufficiently clear that a true beginner can rapidly learn the essentials while the
more experienced will be able to find examples for practical use. The authors challenge
the learner to learn more.

On a regular basis [ teach computer security related courses at both the graduate and
undergraduate level. My students constantly ask about preparation for certifications. This
book can be used to teach a thorough fundamentals of information security and assur-
ance at the sophomore level in technical courses. In the upper division, the text is suitable
for survey and introductory courses. As a bonus, the book covers the learning require-
ments for several certifications incduding the ComTIA Security Plus (http://
comptia.com/) and (ISC)* SSCP examination (https://www.isc2.org/cgi/content.cgi?cate-
gory=20). In addition, it is a teaching resource for major portions of the contents of
NSTISSC 4011.

This outstanding team of authors has created a unique text that makes it clear to the
reader that information security is a process not just manipulation of tools. It covers a
broad spectrum of materials for security specialist.s

This book and the entire series can be summed up by the motto of my research center:

Awareness—Training—Education
There is no patch for ignorance.

Corey D. Schou, PhD

University Professor of Informatics

Professor of Computer Information Systems

Director of the National Information Assurance Training and Education Center
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Information and computer security has moved from the confines of academia to main-
stream America in the last decade. The Slammer and SoBig attacks were heavily covered
in the media and broadcast into the average American’s home. It has increasingly be-
come obvious to everybody that something needs to be done in order to secure not only
our nation’s critical infrastructure but the businesses we deal with on a daily basis. The
question is, “Where do we begin?” What can the average information technology profes-
sional do in order to secure the systems that they are hired to maintain? One immediate
answer is education and training. If we want to secure our computer systems and net-
works, our IT professionals need to know how to do this, and what security entails.
Computer security education is an essential foundational element for today’s computer
science and information systems professionals.

Complacency is not an option in today’s hostile network environment. While we
once considered the insider to be the major threat to corporate networks, and the “script
kiddie” to be the standard external threat (often thought of as only a nuisance), the
highly interconnected network world of today is a much different place. The U.S. gov-
ernment identified eight critical infrastructures a few years ago that were thought to be
so critical to the nation’s daily operation that if one were to be lost, it would have a cata-
strophic impact on the nation. To this original set of eight sectors, more have recently
been added. A common thread throughout all of these, however, is technology—espe-
cially technology related to computers and communication. Thus, if an individual, or-
ganization, or nation wanted to cause damage to this nation, it could attack it not just
with traditional weapons but with computers through the Internet. It is not surprising to
hear that among the other information seized in raids on terrorist organizations, com-
puters and information about the Internet are present. While the insider can certainly
still do tremendous damage to an organization, the external threat is again becoming
the chief concern among many. While many may argue the source and credibility of
specific threats, the fact remains that computer security plays an essential role in reduc-
ing risk to our national economy and way of life.

So, where do you, the IT professional seeking more knowledge on security, start your
studies? The IT world is overflowing with certifications that can be obtained by those at-
tempting to learn more about their chosen profession. The security sector is no different,
and the Security+ exam offers a basic level of certification for security. In the pages of this
introductory text on computer security can be found not only material that can help you
build a solid foundation in computer security, but also prepare for taking the Security+
examination. The basic information that you will need in order to understand the issues
involved in securing our computer systems and networks today will act as a founda-
tional element in your education as a computer science or information systems profes-
sional. In no way is this textbook the final source you will need in order to learn all
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about protecting your organization’s systems, but it serves as a point from which to
launch your security studies and career.

One thing is certainly true about this field of study—it never gets boring. It constantly
changes as technology itself advances. Something else you will find as you progress in
your security studies is that no matter how much technology advances and no matter
how many new security devices are developed, at its most basic level, the human is still
the weak link in the security chain. If you are looking for an exciting area to delve into,
then you have certainly chosen wisely. Security offers a challenging blend of technology
and people issues. We, the authors of this textbook, wish you luck as you embark on an
exciting and challenging career path.

Wm. Arthur Conklin
Gregory B. White, Ph.D.
Chuck Cothren
Dwayne Williams
Roger L. Davis



INTRODUCTION

Computer security is becoming increasingly important today as the number of security
incidents steadily climbs. Many corporations are now spending significant portions of
their budget on security hardware, software, services, and personnel. They are spending
this money not because it increases sales or enhances the product they provide, but be-
cause of the possible consequences should they not take protective actions.

Why Focus on Security?

Security is not something that we want to have to pay for, it would be nice if we didn't
have to worry about protecting our data from disclosure, modification, or destruction
from unauthorized individuals, but that is not the environment that we find ourselves
in. Instead, we have seen the cost 6f recovering from security incidents steadily rise along
with the rise in the number of incidents themselves. Since September 11, 2001 this has
taken on an even greater sense of urgency as we now face securing our systems not just
from attack by disgruntled employees, juvenile hackers, organized crime, or competi-
tors. We now have to also consider the possibility of attacks on our systems from terror-
ist organizations. If nothing else, the events of September 11, 2001 showed that anybody
is a potential target, you do not have to be part of the government or a government con-
tractor, being an American is sufficient reason to make you a target to some and with the
global nature of the Internet, collateral damage from cyber attacks on one organization
could have a worldwide impact.

A Growing Need for Security Specialists

In order to protect our computer systems and networks, we will need a significant num-
ber of new security professionals trained in the many aspects of computer and network
security. This is not an easy task for the systems we connect to the Internet are becoming
increasingly complex with software whose lines of codes number in the millions. It is
not hard to understand why this is such a difficult problem to solve if one considers just
how many errors might be present in a piece of software that is several million lines
long. When you add the additional factor of how fast software is being developed, out of
necessity as the market is constantly moving, it is easy to understand how errors occur.
Not every “bug” in the software will result in a security hole, but it doesn’t take many
to have a drastic affect on the Internet community. We can't just blame the vendors for
this situation, because they are reacting to the demands of government and industry.
Most vendors are fairly adept at developing patches for flaws found in their software and
patches are constantly issued to protect systems from bugs that may introduce security
problems. This introduces a whole new problem for managers and administrators to be
concerned with—patch management. How important this has become is easily illus-
trated by how many of the most recent security events have been as a result of a security
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bug that had been discovered months prior to the security incident, and for which a
patch has been available, but the community has not correctly installed the patch mak-
ing the incident possible. One of the reasons for this is that many of the individuals who
would be responsible for installing the patches are not trained to understand the secu-
rity implications surrounding the hole or the ramifications of not installing the patch.
Many of these individuals simply lack the necessary training.

Security training has become a foundation element of a complete education in informa-
tion systems and computer science. As such, measurement of a new graduate’s computer
security knowledge and ability is of interest to many employers. It is for this reason, the
need for an increasing number of security professionals who are trained to some mini-
mum level of understanding, that certifications such as the Security+ certification have
been developed. Prospective employers want to know that the individual they are con-
sidering hiring knows what to do in terms of security. The prospective employees in turn
want to have a way to demonstrate their level of understanding, which can enhance their
chances of being hired. The community as a whole just wants more trained security pro-
fessionals. This book is designed not only to serve as an introductory textbook, but to
give the students the necessary material to pass the Security+ exam at the completion of
the course. When you pass it, you will demonstrate that you have that basic understand-
ing of security that employers are looking for. Passing this certification exam will not be
an easy task for there are many things that you will need to learn to acquire that basic un-
derstanding of computer and network security.

How This Book is Organized

The book is divided into chapters to cover essential aspects of computer security and
cover the objectives of the Security+ exam. Some of the chapters are more technical than
others—reflecting the nature of the security environment where you will be forced to
deal with not only technical details but other issues such as security policies and proce-
dures as well as training and education. While there are many individuals involved in
computer and network security that have advanced degrees in math, computer science,
information systems, or computer or electrical engineering, you do not need to be this
technical to effectively address security in your organization. For example, you do not
need to develop your own cryptographic algorithm—you simply need to be able to un-
derstand how cryptography is used along with its strengths and weaknesses. As you
progress in your studies, you will learn that many of the problems in security are a result
of the human element. The best technology in the world still ends up being placed in an
environment where humans have the opportunity to foul things up—and they all too
often do.

This book begins with an introduction of some of the basic elements of security. This
begins with the Introduction (Chapter 1) then General Security Concepts (Chapter 2),
then an introduction to operational concepts (Chapter 3) and finishes with the role of
people in computer security (Chapter 4). It is recommended that these chapters be used
in order in all classes as they are foundational to other elements in the book.

Chapters 5 through 9 represent various technical elements of a computer security
class. The order of presentation is somewhat arbitrary, although it would be best to have
cryptography (Chapter 5) prior to public key infrastructure (Chapter 6).



