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CHAPTER 1

Using the Active Directory Library

A fundamental change in the way Microsoft Windows operates has occurred. With
Microsoft Active Directory and Windows 2000, a comprehensive directory service has
been developed that enables users, administrators, and application programmers to get
more out of the operating system than ever before. My prediction? (I'm an author—I'm
supposed to make such predictions.) The advent of Active Directory services in Windows
2000 is going to blur the lines between networks, and will result in a basic but
extraordinary changs in the way users and applications operate. Just as global e-mail
was a basic but extraordinary change only a few years ago (try working without e-mail
today), we will reflect on Active Directory in a few years and wonder how we (or our
applications) functioned effectively without it.

As a Windows programmer—whether you’re writing complex applications in C/C++ or
using Microsoft Visual Basic to automate administrative tasks—you need to be familiar
with Active Directory and its various programming features. That familiarity (and that
multiple programming language coverage) is exactly what the Active Directory
Developer’'s Reference Library is geared to provide.

The Active Directory Library is the comprehensive reference guide to Active Directory
development. This library, like all libraries in the Windows Programming Reference
Series (WPRS), is designed to deliver the most complete, authoritative, and accessible
reference information available on a given subject of Windows programming—without
sacrificing focus. Each book in the library is dedicated to a logical group of technologies
or development concerns; I've taken this approach specifically to enable you to find the
information you need quickly, efficiently, and intuitively.

In addition to its Active Directory development information, the Active Directory Library
contains tips designed to make your programming life easier. For example, a thorough
explanation and detailed tour of MSDN Online are included, as is a section that helps
you get the most out of your MSDN subscription. Just in case you don’t have an MSDN
subscription or don’t know why you should, I've provided information about that too,
including the differences between the three levels of MSDN subscription, what each level
offers, and why you'd want a subscription when MSDN Online is available over the
Internet.

To ensure you don’t get lost in all the information provided in the Active Directory Library,
each volume’s appendixes provide an all-encompassing programming directory to help
you easily find the particular programming element you're looking for. This directory
suite, which covers all the functions, structures, enumerations, and other programming
elements found in Active Directory and Active Directory Service Interface (ADSI)
development, gets you quickly to the volume and page you need, saving you hours of
time and bucketsful of frustration.
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How the Active Directory Library Is Structured

The Active Directory Library consists of five volumes, each of which focuses on a
particular aspect of Active Directory programming. These guides and programming
reference volumes have been divided into the following:

Volume 1: Active Directory Programmer’s Guide
Volume 2: Active Directory Reference

Volume 3: ADSI Programmer’s Guide

Volume 4: ADSI Reference

Volume 5: Active Directory Schema

Dividing the Active Directory Library into these categories enables you, the reader, to
quickly identify the Active Directory volume you need based on your task, and facilitates
your maintenance of focus for that task. This approach enables you to keep one
reference book open and handy, or tucked under your arm while researching that aspect
of Windows programming on sandy beaches, without risking back problems (from toting
around all 3,200+ pages of the Active Directory Library) and without having to shuffle
among multiple, less-focused books.

Within the Active Directory Library—and, in fact, in all WPRS Libraries—each volume
has a deliberate structure. This per-volume structure has been created to further focus
the reference material in a developer-friendly manner, to maintain consistency within
each volume and each Library throughout the series, and to enable you (the developer)
to easily gather the information you need. To that end, each volume in the Active
Directory Library contains the following parts:

e Part 1: Introduction and Overview
¢ Part 2: Guides, Examples, and Programmatic Reference
¢ Part 3: Indexes and Active Directory Glossary

Part 1 provides an introduction to the Active Directory Library and to the Windows
Programming Reference Series (what you're reading now), and a handful of chapters
designed to help you get the most out of Active Directory, MSDN, and MSDN Online.
MSDN and WPRS Libraries are your tools in the development process; knowing how to
use them to their fullest will enable you to be more efficient and effective (both of which
are generally desirable traits). In certain volumes (where appropriate), I've also provided
additional information that you’ll need in your Active Directory development efforts and
included such information as concluding chapters in Part 1. For example, this volume
includes a chapter that introduces crucial concepts about Active Directory—concepts
you need to know before you dive into Active Directory programming. Some of the other
volumes in the Active Directory Library conclude their Part 1 with chapters that include
information crucial to their volume’s contents.
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Part 2 contains the Active Directory programming guides or reference material particular
to its volume. You'll notice that the programmatic reference volumes contain much more
than simple collections of function and structure definitions. Because a comprehensive
reference resource should include information about how to use a particular technology
as well as its definitions of programming elements, the information in Part 2 combines
complete programming element definitions as well as instructional and explanatory
material for each programming area.

Part 3 is a collection of indexes. One of the biggest challenges of the IT professional is
finding information in the sea of available resources, and Active Directory programming is
certainly no exception. In order to help you get a handle on Active Directory programming
references (and Microsoft technologies in general), Part 3 puts all such information into an
understandable, manageable directory (in the form of indexes) that enables you to quickly
find the information you need. To enhance your understanding of the content in each
volume, I've also included a glossary of Active Directory terms in each volume. This
enables you to refresh your knowledge of a given Active Directory term regardless of
which volume you're using, without the need to refer to another book (if the glossary were
in only one volume).

How the Active Directory Library Is Designed

The Active Directory Library, like all libraries in the Windows Programming Reference
Series, is designed to deliver the most pertinent information in the most accessible way
possible. The Active Directory Library is also designed to integrate seamlessly with MSDN
and MSDN Online by providing a look and feel consistent with their electronic means of
disseminating Microsoft reference information. In other words, the way that a given
function reference appears on the pages of this book has been designed specifically to
emulate the way that MSDN and MSDN Online present their function reference pages.

The reason for maintaining such integration is simple: to make it easy for you—the
developer of Windows applications—to use the tools and get the ongoing information
you need to create quality programs. By providing a “common interface” among
reference resources, your familiarity with the Active Directory Library reference material
can be immediately applied to MSDN or MSDN Online, and vice-versa. In a word, it
means consistency.

You'll find this philosophy applied throughout Windows Programming Reference Series
publications. I’'ve designed the series to go hand-in-hand with MSDN and MSDN Online
resources. Such consistency lets you leverage your familiarity with electronic reference
material, then apply that familiarity to enable you to get away from your computer if you'd
like, take a book with you, and—in the absence of keyboards and e-mail and upright
chairs—get your programming reading and research done. Of course, each of the Active
Directory Library volumes fits nicely right next to your mouse pad as well, even when
opened to a particular reference page. '

With any job, the simpler and more consistent your tools are, the more time you can
spend doing work rather than figuring out how to use your tools. The structure and
design of the Active Directory Library provide you with a comprehensive, presharpened
toolset to build compelling Windows applications.






CHAPTER 2

What’s In This Volume?

This volume of the Active Directory Developer’s Reference Library is the best place to
start if you're beginning a development effort that will use ADSI. This volume gets you
acquainted with ADS| and provides you with guidance, tutorials, and other information
that can jump-start your ADSI development knowledge.

As the title of this volume implies, the chapters in Part 2 of this volume serve as a guide
for developers planning to use ADSI in their development effort, and as such, should
be your first step in the ADS! development process. If you've already read through the
first part of Volume 1, then this approach is going to be familiar to you; Volume 3 is the
guide to ADSI programming (just like Volume 1 is the guide to Active Directory
programming), and Volume 4 in this library provides a complete treatment of ADSI
reference material. This is a planned approach; there is a definite sequence to how the
Active Directory Library is put together—start with the foundation (Volumes 1 and 2),
build on what has been introduced in those volumes with ADSI information (Volumes

3 and 4), and then provide the end-all reference volume on the Active Directory
repository itself, the Active Directory Schema (Volume 5). While you don’'t have to read
these books serially or linearly (nor in one sitting!), I've structured them as logically

as possible in terms of what comes first, what follows, and what will hopefully enable you
to get the most out of them.

The final chapters in Part 2 of this volume add to the ADSI Programmer’s Guide

by addressing Group Policy programming. Group Policy is a great way to lower Total
Cost of Ownership (TCO) because it can increase user productivity (by ensuring that the
user's computing experience is consistent and stable) and can greatly reduce the
administrative overhead associated with configuration and ongoing maintenance on the
desktop. This volume includes both a guide to Group Policy programming and Group
Policy programming reference, in an effort to ensure that the Active Directory Library
completely covers the core features and capabilities of Active Directory services.

In addition to the ADSI Programmer’s Guide and Group Palicy, this volume contains
information about how you can use Microsoft's development tools (not tools in the
traditional sense, but tools that enable you to find the information you need to get your
job done) such as MSDN, MSDN Online, and developer support resources. This helpful
information is found in various chapters in Part 1, and those chapters are common to all
Windows Programming Reference Series volumes (each volume in each library contains
them). By including this information in each library and in each volume, several goals

of the WPRS are achieved.



