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Cisco Systems Networking Icon Legend

Cisco Systems, Inc. uses a standardized set of icons to represent devices in network topology illustrations. The
icon legend that follows shows the most commonly used icons that you might encounter throughout this book.
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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the Cisco I0S
Software Command Reference. The Command Reference describes these conventions as follows:

m Vertical bars (I) separate alternative, mutually exclusive elements.

m Square brackets ([ ]) indicate optional elements.

m Braces ({ }) indicate a required choice.

m Braces within brackets ([{ }]) indicate a required choice within an optional element.
m Boldface indicates commands and keywords that are entered exactly as shown.

m Jtalic indicates arguments for which you supply values.



Foreword

Throughout the world, the Internet has brought tremendous new opportunities for individuals and their
employers. Companies and other organizations are seeing dramatic increases in productivity by investing in
robust networking capabilities. Some studies have shown measurable productivity improvements in entire
economies. The promise of enhanced efficiency, profitability, and standard of living is real and growing.

Such productivity gains aren’t achieved by simply purchasing networking equipment. Skilled professionals are
needed to plan, design, install, deploy, configure, operate, maintain, and troubleshoot today’s networks.
Network managers must assure that they have planned for network security and for continued operation. They
need to design for the required performance level in their organization. They must implement new capabilities
as the demands of their organization, and its reliance on the network, expands.

To meet the many educational needs of the internetworking community, Cisco Systems established the Cisco
Networking Academy Program. The Networking Academy is a comprehensive learning program that provides
students with the Internet technology skills essential in a global economy. The Networking Academy integrates
face-to-face teaching, web-based content, online assessment, student performance tracking, hands-on labs,
instructor training and support, and preparation for industry-standard certifications.

The Networking Academy continually raises the bar on blended learning and educational processes. The
Internet-based assessment and instructor support systems are some of the most extensive and validated ever
developed, including a 24/7 customer service system for Networking Academy instructors. Through
community feedback and electronic assessment, the Networking Academy adapts the curriculum to improve
outcomes and student achievement. The Cisco Global Learning Network infrastructure designed for the
Networking Academy delivers a rich, interactive, and personalized curriculum to students worldwide. The
Internet has the power to change the way people work, live, play, and learn, and the Cisco Networking
Academy Program is in the forefront of this transformation.

This Cisco Press title is one of a series of best-selling companion titles for the Cisco Networking Academy
Program. Designed by Cisco Worldwide Education and Cisco Press, these books provide integrated support for
the online learning content that is made available to Academies all over the world. These Cisco Press books are
the only authorized books for the Networking Academy by Cisco Systems, and provide print and CD-ROM
materials that ensure the greatest possible learning experience for Networking Academystudents.

I hope you are successful as you embark on your learning path with Cisco Systems and the Internet. I also hope
that you will choose to continue your learning after yon complete the Networking Academy curriculum. In
addition to its Cisco Networking Academy Program titles, Cisco Press also publishes an extensive list of
networking technology and certification publications that provide a wide range of resources. Cisco Systems
has also established a network of professional training companies—the Cisco Learning Partners—who provide a
full range of Cisco training courses. They offer training in many formats, including e-learning, self-paced, and
instructor-led classes. Their instructors are Cisco certified, and Cisco creates their materials. When you are
ready, please visit the Learning & Events area on Cisco.com to learn about all the educational support that
Cisco and its partners have to offer.

Thank you for choosing this book and the Cisco Networking Academy Program.

Kevin Warner
Senior Director, Marketing
Worldwide Education

Cisco Systems, Inc.



Introduction

Cisco Networking Academy Program CCNA 3 and 4 Companion Guide, Third Edition, supplements your
classroom and laboratory experience with the Cisco Networking Academy Program, whose curriculum
empowers you to enter employment or further education and training in the computer networking field.

This book is designed to train you beyond the online materials that you have already used in this program. It
also covers topics that pertain to the Cisco Certified Network Associate (CCNA) certification exam. This book
closely follows the style and format that Cisco has incorporated into the curriculum. Finally, this book is
complemented by a CD-ROM, which contains instructional Videos, e-Lab Activities, PhotoZooms, and exam
preparation practice questions, all presented in an interactive multimedia format as learning reference
materials.

This book introduces and extends your knowledge and practical experience with the design, configuration, and
maintenance of switches, local-area networks (LANs), and virtual local-area networks (VLANS). The concepts
that are covered in this book enable you to develop practical experience in skills that are related to configuring
LANSs, widearea networks (WANs), Interior Gateway Routing Protocol (IGRP), Enhanced Interior

Gateway Routing Protocol (EIGRP), and network troubleshooting. In addition, this book extends your
knowledge of and practical experience with WANS, Integrated Services Data Network (ISDN), Point-to-Point
Protocol (PPP), and Frame Relay design, configuration, and maintenance.

This book not only prepares you for the CCNA certification exam, but it also prepares you for the CompTIA
Network+ certification exam.

The Goal of This Book

The goal of this book is to educate you about Cisco-supported networking technologies and to help you
understand how to design and build networks and to configure Cisco routers. This book is designed for use in
conjunction with the Cisco Networking Academy Program curriculum or as a standalone reference.

The Audience for This Book

This book’s main audience is students who are interested in networking technologies. In particular, this book is
targeted toward students who are in the Cisco Networking Academy Program. In the classroom, this book can
serve as a supplement to the online curriculum.

This book is also appropriate for corporate training faculty and staff members, as well as general users. The
book’s user-friendly, nontechnical approach is ideal for readers who prefer to stay away from manuals that
require a vast amount of technical knowledge.

Book Features

This book contains many helpful features that help facilitate your understanding of computer systems and
troubleshooting system problems:

m Objectives—Each chapter starts with a list of objectives that should be mastered by the end of the
chapter. The objectives provide a reference for the concepts that are covered in the chapter.

m Figures, Examples, and Tables—This book contains figures, configuration examples, and tables that
help explain theories, concepts, and commands that reinforce concepts and help visualize the content
that the chapter covers. In addition, the specific examples provide real-life situations that detail the
problem and the solution.

m Chapter Summaries—Avt the end of each chapter is a summary of the concepts that were covered in
the chapter. The summary provides a synopsis of the chapter and serves as a study aid. Use it to gauge
your mastery of the topics covered in that chapter.



B Key Terms—The Key Terms section provides a summary of the most important terms that are covered
in the chapter. These terms serve as a study aid. They also reinforce the concepts that were introduced
in the chapter. As you read the chapter, any terms that appear in blue are defined in the Key Terms
section.

® Check Your Understanding Questions—Review questions are presented at the end of Chapters 1-17
to serve as a further assessment. These questions reinforce the concepts introduced in the chapter and
help test your understanding before you move on to new chapters.

m Skill Builders—Throughout this book are references to worksheet and lab activities that are found in
Cisco Networking Academy Program CCNA 3 and 4 Lab Companion, Third Edition. These labs allow
you to make a connection between theory and practice.

How This Book Is Organized

This book is divided into 23 chapters and two appendixes. Chapter 1 is a review, Chapters 2-10 apply to the
CCNA 3 online curriculum, and Chapters 11-16 apply to the CCNA 4 online curriculum. Chapters 17-23 are
additional materials that are written to help you prepare for exams, such as the CCNA and CompTIA
Network+exams, and to gain knowledge on emerging technologies. The following provides a summary of each
element:

m Chapter 1, “The Review: The OSI Reference Model and Routing”—This chapter presents a review of
the Open System Interconnection (OSI) reference model and an overview of network planning and
design considerations that are related to routing.

m Chapter 2, “Introduction to Classless Routing”—This chapter presents the fundamentals of variable
length subnet mask (VLSM) along with how and why to use it. This chapter describes how to configure
VLSM. It also delves into the history of the Routing Information Protocol (RIP) and the basic
components of RIPv2. Finally, this chapter covers how to configure, verify, and troubleshoot RIPv2.

m Chapter 3, “Single-Area OSPF”"—This chapter discusses the fundamentals of link-state routing
protocols, single-area OSPF concepts, and single-area OSPF configuration.

m Chapter 4, “Enhanced Interior Gateway Routing Protocol”—This chapter presents the basic concepts of
EIGRP and compares it to IGRP. The steps for configuring, verifying, and troubleshooting are
described as well.

m Chapter 5, “Switching Concepts and LAN Design”—This chapter discusses problems in LANs and
possible solutions that can improve LAN performance. In addition, this chapter covers the advantages
and disadvantages of using bridges, switches, and routers for LAN segmentation and the effects of
switching, bridging, and routing on network throughput. Finally, this chapter presents Ethernet, Fast
Ethernet, and VLANSs and the benefits of these technologies.

B Chapter 6, “Switches” —This chapter presents 802.3 LANs and the pros and cons of LAN
segmentation with LAN design. In addition, this chapter describes basic Layer 2 bridging and switching
functions.

w Chapter 7, “Switch Configuration” —This chapter describes the processes of LAN switching. It covers
the steps for configuring and verifying switch configuration and describes password recovery and firm
upgrade procedures.

m Chapter 8, “Spanning Tree Protocol” —This chapter provides an overview of the Spanning Tree
Protocol and redundant topologies.

m Chapter 9, “Virtual LANs” —This chapter discusses the basic concepts of VLANs and their benefits. It
also describes how to configure, verify, save, delete, and troubleshoot VLANS.

m Chapter 10, “VLAN Trunking Protocol” —This chapter provides an overview of trunking. In addition,
it describes the concepts, operation, and configuration of VTP. Finally, it covers the fundamentals of



inter-VLAN routing.

® Chapter 11, “Scaling IP Addresses”—This chapter describes the components of scaling networks with
NAT and PAT. It also discusses DHCP, its operation, configuration, and steps for troubleshooting.

m Chapter 12, “WAN Technologies”—This chapter presents the various protocols and technologies that
are used in WAN environments. It describes the basics of WANSs, including common WAN
technologies, types of wide-area services, encapsulation formats, and link options. Finally, this chapter
discusses point-to-point links, circuit switching, packet switching, virtual circuits, dial-up services, and
WAN devices.

m Chapter 13, “Point-to-Point Protocol” —This chapter discusses the basic components, processes, and
operations that define PPP communication. In addition, this chapter describes how to configure and
verify the configuration of PPP along with PPP authentication.

m Chapter 14, “ISDN and DDR” —This chapter presents the services, standards, components, operation,
and configuration of ISDN communication.

m Chapter 15, “Frame Relay” —This chapter discusses Frame Relay services, standards, components, and
operation. In addition, this chapter covers the configuration tasks for Frame Relay service, along with
the commands for monitoring and maintaining a Frame Relay connection.

m Chapter 16, “Introduction to Network Administration” —This chapter provides an overview of the
methodologies that are used to design WANS. It includes a description of WAN communication and the
processes and considerations for designing a WAN. It also covers the process for gathering user
requirements for WAN design and the benefits of using a hierarchical design model. This chapter
discusses basic components of different types of workstations and servers, including Microsoft, UNIX,
and Apple systems. In addition, this chapter introduces network management tools, the OSI and
network management models, as well as how management software gathers information and records
problems.

m Chapter 17, “Optical Networking Fundamentals” —This chapter describes how optical networks
provide speed, data transportation, capacity, and scalability. This chapter also discusses the optical
network function, the enhanced scalability provided by dense wavelength division multiplexing
(DWDM), and the solutions that optical networks provide.

m Chapter 18, “Network Management” —This chapter discusses the basic fundamentals of managing a
network. It covers network documentation, network security, network maintenance, data recovery,
server administration, server maintenance, and network troubleshooting.

m Chapter 19, “Network Certification Exam Review”—This chapter provides a review of the topics you
need to know to successfully pass the Network+ certification exam.

m Chapter 20, “CCNA Certification Exam Review” —This chapter assists in your preparation for the
CCNA certification exam by presenting a review of the topics that are covered on the exam.

m Chapter 21, “Introduction to Converged Networking”—This chapter describes how traditional voice,
video, and data networks are implemented and explains various types of voice-over-data technologies.
This chapter also covers the need for converged voice, video, and data networks. In addition, this
chapter introduces Cisco Architecture for Voice, Video and Integrated Data (AVVID) and new
applications for converged networks.

m Chapter 22, “Developing Network Security and Network Management Strategies” —This chapter helps
you work with your network design customer in the development of effective security strategies. It
helps you select the right tools and products to implement the strategies.

m Chapter 23, “Virtual Private Networks” —This chapter establishes virtual private networking as a clear



case for security. It covers the basic mechanism for using public networks for private communications.

@ Appendix A, “Glossary of Key Terms” —The glossary contains definitions of all the key terms that are
used throughout the book.

m Appendix B, “Check Your Understanding Answer Key” —This appendix provides the answers to the
“Check Your Understanding” questions that are at the end of each chapter.

About the CD-ROM

A CD-ROM accompanies this book to further enhance your learning experience. The CD-ROM contains a test
engine with CCNA practice exam questions, interactive e-Lab Activities, PhotoZooms of networking
equipment and hardware, and instructional Videos and animations that highlight potentialty difficult concepts.
These materials support self-directed study by allowing you to engage in learning and skill-building exercises
outside of the classroom. The CD-ROM also provides the following;:

m An easy-to-use graphical user interface

m Chapter-by-chapter activities and resources

m Information and activities that are not found online

m Accurate and concise feedback on practice exam questions
m Learner-directed practice and study

m Flexibility for learners of all levels

Finally, these learning tools emphasize not only conceptual material, but also the importance of practicing what
you have learned. The CD-ROM helps you understand networking technologies and make the connection
between theory and practice.
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