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A systematic methodology for improving cyber security research

Research Methods for Cyber Security teaches scientific methods for generating impactful knowledge, validating
theories, and adding critical rigor to the cyber security field. This book shows how to develop a research plan, beginning
by starting research with a question, then offers an introduction to the broad range of useful research methods for cyber
security research: observational, mathematical, experimental, and applied. Each research method chapter finishes with
recommended outlines and suggested templates for submission to peer reviewed venues. This book concludes with
information on cross-cutting issues within cyber security research.

Cyber security research contends with numerous unique issues, such asan extremely fast environment evolution, adversarial
behavior, and the merging of natural and social science phenomena. Research Methods for Cyber Security addresses
these concerns and much more by teaching readers not only the process of science in the context of cyber security research,
but providing assistance in execution of research as well.

Key features
+ Presents research methods from a cyber security science perspective
+ Catalyzes the rigorous research necessary to propel the cyber security field forward

+ Provides a guided method selection for the type of research being conducted, presented in the context of real-world
usage
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The security field—whether one calls it security, cybersecurity, information
assurance, information security, or something else—is delightfully frustrating,
being an field that both moves at a glacial pace, and literally transforms itself
overnight. There are so many challenges! Connect two previously disparate
systems, and very often, system security properties (and vulnerabilities) will
be entirely different. Change the user community from, say, a highly regu-
lated government agency to a family home, and the methodologies we accept
in the name of security become unacceptable. One does not fire the family
5-year old because she writes down a password! As scientists, how do we
measure these differences?

There is also the question about what security actually means. We might start
informally, and say that security means making sure that systems do “what
we want.” Our next step might be to see whether the system in fact does
what we want, and take steps toward designing security in. But—consider cat-
egories such as confidentiality, integrity, and availability. These are often
used to bin “what we want” into manageable chunks, so as to whether these
properties are preserved. If one steps away from pure mathematical rigor, it
is easy to spot a problem with designing in security. Security properties are
not inherently good or bad. That value judgment is situational. If we are
attempting to shut down a spam botnet, many of us hope the “availability”
property can be defeated. The owners (or renters) of the botnet might dis-
agree. Is there a way that we can conduct a general experiment to see when
availability holds?

As well, new possible security concerns emerging all the time. Two current
debates: is privacy a subset of security? What about cyber physical systems—
is there a line between fault tolerant approaches that prevent mechanical
failures, and security features intended to preserve availability? Does it make
a difference if we are talking about a nuclear power plant or an autonomous
vehicle? Here is a newer one. Machine learning is ubiquitous—is it a security
issue if machine learning algorithms used in job applicant selection (say)
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might lead to discrimination against certain parts of the population? What is
adversarial machine learning—and can it be detected? There is no shortage of
questions, and the field seems more likely to expand than to shrink. As
researchers and scientists, we need to decide how to approach these ques-
tions in a useful manner.

Fortunately, although the security field does not lend itself to easy answers,
progress has been made in how we approach such questions about security,
and this has been one of the more important contributions of the emerging
Science of Security community. And, as a practical matter, it is in helping the
reader discover how to pose and answer such questions using a scientific
methodology that this book by Dr. Manz and Mr. Edgar shines. They have
included a wealth of ideas that should be helpful to researchers, from how
to get started with research in security, to thinking through the kinds of sci-
entific investigation that would be most applicable. They also have more
complex considerations involving experimentation, operating in a real-world
environment (especially when you cannot afford to break the system under
scrutiny!), and how to produce results that will serve as a foundation for
other researchers, through replication and other methods. The authors do an
excellent job of making it easy to understand how to apply traditional scien-
tific concepts; and this will help both new researchers and more advanced
practitioners achieve results that will stand the test of time.

One last thought. Science, like security, is complex. We cannot always control
every variable, nor do we always know exactly what to measure. It is impor-
tant to remember that security itself is a new field, and we have not yet
achieved the remarkable precision of measurement that one finds in long-
standing disciplines, such as physics, and even in the most upscale physics
laboratories, we still today see measurement tools and sensors enhanced
with duct tape and foil. Science, like security, is constantly under refinement.
Those of us who practice this still-new field of a rigorous approach to secu-
rity questions are often learning as much about how to conduct that science
as we are about security. Many thanks to the authors, who have articulated
the scientific approach of today, in hopes that it will support good work in
the present, and enable others to do an even better in the future.

Deborah A. Frincke
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PURPOSE

Working as professional researchers at a U.S. national research laboratory has
provided us with a couple of unique perspectives. First, we have been
uniquely involved in a nexus of academic, government, and industry
research, privy to the perceptions and processes of each. Second, we work in
an environment where we are often able to work with researchers and rub
shoulders across a spectrum of fields: biology, chemistry, ecology, physics,
and so on. Through these perspectives we have, over the years, noticed how
little the cyber security field understands and leverages scientific methods.

Cyber security is a young field of science. As it naturally grew out of the com-
puter science field, it has a strong grounding in mathematical science. Owing
to its relative youth, cyber security academic programs have not matured and
do not teach scientific methods to students. We posit this is core to the field’s
inability to generate general and impactful theories. There is a need for a ref-
erence book that presents a scientific approach to cyber security and the
importance of rigor in research.

Currently, the cyber security field is in a red queen'’s race, defensive research-
ers are expending great amounts of resources to maintain status quo with
attackers. However, ground is being lost. Tremendous effort is spent on try-
ing to come up with the next killer app or an exploit for the last years app.
There is an insufficient amount of effort to discover the fundamental science
of cyber security. In our journey to discover how to define and measure cyber
security, we have come to the belief that our field needs to progress through
the use of research methods. The purpose of this book is to provide an intro-
duction to research methods that we, or our colleagues, have found useful in
performing cyber security research.
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AUDIENCE

This book is intended for undergraduate students, graduate students, and fac-
ulty who seek to understand how to execute cyber security research.
Additionally, the information in this text can both be used by researchers as
an introductory text for scientific research in the context of cyber security, or
as a guide and reference for those seeking to execute specific research. By
reading straight through the book, a perspective on cyber security science and
an understanding of the various issues and methods of executing research
can be gained. However, if a reader has a specific research question they
would like to investigate and answer, then the book provides a path to help
drive straight to the most appropriate chapter that is of relevance and help.

While designed for university coursework, the information in this book can
also be useful and beneficial for professional cyber security practitioners.
Obviously, this book can be used as a reference and refresher for cyber secu-
rity researchers and developers. Cyber forensics investigations require rigor-
ous, procedural methodology. Applying scientific methodology and concepts
can provide the necessary rigor of developing supporting evidence as well as
bringing a skeptical eye to the challenge. Cyber incident response and analy-
sis is largely a process of asking questions and answering hypotheses of what
occurred. Observational and experimental research methods are helpful tech-
niques in these endeavors. Our hope is that this book can bring a new per-
spective and thought process to the entire field of cyber security for
researchers and practitioners.

ORGANIZATION AND STYLE

This book is organized around two pathways of use. The first is the common
straight read-through to learn all of the concepts and techniques. Reading
each chapter in sequence will provide an overview of all research methods as
well as approaches to answering research questions. Information in earlier
chapters are leveraged and built upon in later chapters. Additionally, a sec-
ond style of use is for readers who have a specific research question or proj-
ect they would like to execute. Chapter 3 provides logic and reasoning for
selecting a research approach and method and then provides directions to
the appropriate chapter covering those topics. This enables users who are
after guidance and reference to quickly get to the information they need.

This book is separated into six different parts. Each part covers a grouping of
information: an introduction to science and cyber security, observational
research, formal research, experimental research, applied research, and useful
ancillary materials. Within each part, there are multiple chapters. Each



chapter covers a specific topic. The research method chapters leverage exam-
ple research to help show the process in and reasoning behind using specific
methods. The examples are loosely based on real research, we or colleagues,
we know have performed in the past. All data and results are fictional and
were designed to highlight aspects and issues of the research process.

We purposely used a more informal style in this book. Our goal is to teach
the concepts and practice of research in an approachable, everyday manner.
Our hope is that readers find this style readable and unintimidating. As pro-
fessional researchers, we are aware of and have to deal with the realities of
performing research and, while some philosophy of science is discussed, we
try to address limitations in the text.

To provide extra insights and fun discussions we have provided breakout
boxes throughout the text. There are two types of breakout boxes: Did You
Know? and Dig Deeper. The Did You Know? boxes provide fun and interesting
facts surrounding information that is covered in the text. Dig Deeper boxes
discuss topics in more depth and direct readers to where further information
on a topic can be found. The intent of these boxes are to provide a fun peda-
gogical aid for students and readers.
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