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Preface

consistent view across many investigators of fraud, including mysell, is that fraud

is, arguably, the creator of more criminals than any other area of crime. The

temptations which reach and ‘turn’ people who last week either had no crimi-
nal history — or in any case had no notion to commit a crime of this kind of aggravated
dishonesty — are too much to ignore. The numbers of fraud offenders swell at a frenetic
rate in all manner of business or other opportunist situations and places. Fraud as both
a crime and an entity also ranges from levels that perplex the work of both the investiga-
tion and prevention of it. Hence, as a crime, fraud brings a unique set of problems not
usually present in other criminal scenarios.

The above statement is not to be confused or misunderstood to mean that corrup-
tion (or money laundering) is less serious than fraud. Nor is it the case that corruption
is more serious than fraud, albeit that media reporting of corruption carries a higher
emotive character of public and business community awareness. In fact, the reporting of
fraud tends to be coded or sporadic. A high-profile fraud case will attract a news headline,
but it needs to be exceptionally serious, whereas corruption is spread across national
newspapers and TV news, and even splashed around social media sites openly by com-
munity members and non-professional people commenting on financially driven crime.
There is no attempt made in this book to explain why this is so, but merely to highlight
an irony, in that pitching and achieving ‘fraud awareness’ even to some professionals is
a more arduous task than that of publicising or fostering understanding of corruption
initiatives. In this context fraud plays second fiddle to corruption, yet fraud is as rampant
as any other economic crime.

Therefore in writing this book, I convey the notion that investigating fraud is the ulti-
mate challenge in investigating crime. That is if we choose to make the effort needed, and
surmount the hurdles we must overcome in investigating fraud at any level or scenario.

Ian Ross



Foreword

As I write this, [ have just returned from the Association of Certified Fraud Exam-
iners' global fraud conference. There were nearly 3,000 people there with a single
purpose: to detect and prevent fraudulent conduct.

As I stood on the stage and looked at the sea of faces in the audience, I found myself
wondering why someone would want to do this work. It is certainly not glamorous. Fraud
examiners are not celebrities. The work is often tedious, and a complex case can take a
year or more to investigate and present to prosecutors.

So why then do people want to do this for a living?

I can't speak for everyone, but I can say that for many people, it is the satisfaction
that comes from the work. The types of fraud schemes are limited only by the human
imagination — so there is always an opportunity to learn something new.

Likewise, each fraud case is different — different people, industries, amounts, meth-
ods. And although a good investigator follows a well-conceived plan, that plan is con-
stantly changing as new facts and information are found.

But as complex as things get, as many late hours as you put in, you feel good at the
end of the day because you have prevented someone from stealing the hard-earned assets
of your client or organisation. Running a successful business is hard. No one can afford
to lose money or assets to thieves and fraudsters. There is no greater reward than helping
the good guys and punishing the bad guys.

If you are reading this book, then it means you have that innate drive to do the
right thing and stop those who don’t. It won't always be easy, and many times it will be
frustrating. When it gets hard, remember this quote, believed to have originated from the
philosopher Edmund Burke: ‘The only thing necessary for the triumph of evil is for good
men to do nothing.” Welcome to the group of us who refuse to do nothing,

F ighting fraud is hard work. I have been fighting fraud and crime for over 40 years.

James D. Ratley, CFE
President and CEO
Association of Certified Fraud Examiners

Austin, Texas

xXv
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DISCLAIMER (1)

All efforts have been made to ensure that this book is accurate and free from error.

The information provided herein should be regarded as guidance and not as a single
source of reference.

The author and contributors to this publication do not purport that the publication
ought to be used for the purposes of providing legal advice and shall neither have liability
or responsibility to any person or entity concerning any loss, damage or injury caused or

alleged to be caused directly or indirectly by any information contained within or deemed
to be omitted from this book.

DISCLAIMER (2)

This book is not a guide on ‘how to" commit fraud. Neither should it be assumed to
be such.



Structure and Method
of the Book

elcome to Exposing Fraud: Skills, Process and Practicalities, which T hope you
will find to be interesting and appropriate.

OPENING THOUGHTS ...

The fact that you are reading this book has, I believe, triggered three essential points in
your subconscious or nascent feelings towards fraud as a crime. These are, that fraud is
a crime of deceit and dishonesty actively or silently practised. Next, that you are ready
for the challenge of understanding the extent and nuances of how fraud is committed in
a set of wide scenarios in either a course of study or a situational crime prevention role
appropriate to you. Crucially also, why victims, including corporate-identity fraud victims,
are reluctant, even dismissive when it comes to reporting being a victim of fraud. Thus a
peculiar and slightly warped circle revolves, because already it is clear that as at the first
point just made, the atrocious criminal behaviour to cheat someone out of something
without any hesitation or remorse ought to be enough to make the whole matter of dis-
cussing and dealing with fraud straightforward. But it is not. Our circle becomes slightly
misshaped when the conflicting terminologies and confusing dialogue appears. Likewise.
we will encounter and clarify some varying meanings to what fraud is as a crime, with del-
initions in some countries and regions having side-effect meaning to definitions of fraud.

Then., we come to realise the fact that there are deeper victim reactions to fraud,
more so than other crimes. To be a victim of fraud is to be made a fool of. Certainly in
this regard also, the historical thinking amongst enforcement authorities and even the
courts in many jurisdictions have demonstrated little sympathy for fraud victims. Fraud
kills, and my offer to you in presenting Exposing Fraud means exactly this. After all, it is
fraud that is the enemy — not each other.

Of crucial importance also is that this book will primarily deal with FRAUD. Money
laundering is a vast area on its own. Likewise with corruption. Some overlaps are inevi-
table and comparisons will be made, but any overlaps and links will be kept to a mini-
mum, selectively pulled out if the crime informs a larger fraud scenario (such as a bribe
to another to forge something or accept something that is fraud itself and further that

activity, or the laundering of proceeds of fraud) and will be used as linkage phrases or
reference points.



xxii Exposing Fraud

Therefore, intended to be a working or resource book, Exposing Fraud has a key
objective of providing a new focus on fraud investigations, with a refreshing departure
from the conventional texts and awareness publications. This book is formed from the
‘ground up’ by first, instilling awareness, via definitions with added explanations to fuse
these together, moving through to concepts of fraud and then through to newfound
excellence in investigation and outcomes — and finally training,.

APPROACHING COUNTER-FRAUD WORK

To benefit from this book. you need not necessarily be planning a career in law enforce-
ment, or as a ‘crime-fighter’ per se. Many professionals in many situations can benefit
from this advancement of conceptual thought, and in fact many managers do benefit
from such materials as this, to enhance their performances in their roles and industries.
Much of what you will read is transferable in this regard. You can apply new thinking,
problem-solving, and even reading body language effectively, added to I'T, communica-
tion, study skills, risk assessment, project management skills.

At the same time, the approach to enforcement and awareness and like courses of
action also needs to be stabilised — to stop this running off and following the fashionable
hypotheses that fraud is ‘complex’ or so fully technical that it can only be addressed by
technical resources, which is a ridiculous attitude. In fact, because fraud is the exploita-
tion of human weakness and fallibility, it is really the case that I'T and cyber methods to
further fraud attacks are merely a means of leveraging misrepresentation and deceit. This
is why the structure of this book is holistic and not merely strictly divided into simplistic
or convenient separate parts. The three elements informing this book title form a running
theme and thread together all elements and aspects within it.

CHAPTER SPECIFICS

Chapter 1, ‘Cutting through the Maze' does exactly this. [ aim to codily and achieve
succinct understanding of fraud as a clear explanation as opposed to wrestling with the
bewildering number of self-made definitions of it on so many different fronts. I also
present a clear pathway of the most sensible and logical way of viewing counter-fraud
work: from awareness, to identification, to detection, to risk management and then to
prevention. Definitions are purposely entwined with the law itself. The law is kept to a
proportionate amount of content in the book, as I wish to avoid giving an over-chronicled
exhaustive account of the law. Instead I give a clear account of the scheme and intention
of the law, from overriding legislation into local jurisdictions. We examine the scheme
of the law, in what that law was designed for and enacted to achieve. We also make a
strong point of the need to understand and apply the concept that evidence is law itself.

Chapter 2, ‘Concepts and Dynamics of Fraud Crime’, gives indications of being set
as categories of fraud, but this is purposely marginalised and builds up a running theme
of skill and wider case scenarios, as opposed to mundane realisation of fraud ‘types’.
Scenarios build knowledge, and these range across finance, accounting, procurement
and a range of topics. Costs of fraud are ever-evolving, and are referenced in this chapter.
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In this chapter also we address cybercrime as combined with fraud. Many talk about
the ‘new age’ of fraud and fraud IT and electronic modus operandi but already some
aspects of cyber-fraud are well established and being overtaken by their own dynamics
and ‘developments’. Underpinning the visible results of cybercrime and ‘e-washing’,
are the feeders of the problems: ‘digital fraud’, social networking, I'T security lapses, and
human fallibility.

Chapter 3 is a key focal point of risk: ‘Beyond the definitions’. A strong legal back-
drop and policy backdrop to your work. Risk assessing as opposed to investigation. Risk
thinking is not just about policy setting, it informs better investigative thinking, and
hence it is placed at this point in the order of the chapters.

Chapter 4. ‘Exposing Fraud: Fraud Investigation at Work’. We step fearlessly into
the realm of investigation. This chapter draws on topics that make up the composite
professional profile of a fearless competent investigator. You must be exactly that, not
brash, offensive, a pathological rule-bender, intimidating, an evidence fabricator — but
fearless. This entails dismantling some so-called ‘common sense’ assumptions that create
the myths and knock-on effects to the polarised problems in investigating fraud. Fun-
damentally, it is crucial that you engage in some self-appraisal of your whole approach
to investigating fraud. Investigation is not massively complicated, but it takes clinical
approaches, lateral thinking and character to do it well.

One strong inclusion (often missed by investigators) is the ability to perceive ‘natu-
rally occurring’ evidence from one crime to another. One reason sometimes co-offenders
are missed. Also, finding ‘trigger points'. This chapter will exemplify this.

To this end also, this chapter has a brief but pertinent engagement with Investigative
Interviewing. To conclude Chapter 4, we deal with outcomes reports. This is the culmi-
nating of the evidence gathering tasks in a format of showing which the best evidence
is and why.

Chapter 5, ‘Training and Education’. This chapter lands upon the issue of training.
The question posed means exactly what it says concerning what counter-fraud training
actually means to all people in all places. This chapter will also benefit the student at
university following an academic programme.

This crucial chapter urges the reader to identify and to pull out the maximum benefit

for themselves in finding the right training. I encourage that the investigator insists on
this at whatever stage in her/his career.

FINALLY ...

In all, I have set out an ambitious, infilled but proportionate approach to exposing fraud.
It has grown out of many years of experience between myself and colleagues with an
application of strenuous study and investigation in many arenas of fraud activities.



‘The only free cheese you will find, is in a rat’s trap’
Russian Proverb
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