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Preface

Modern society relies on the availability and smooth operation of a variety of
complex engineering systems. These systems are termed Critical Infrastructure
Systems. Some of the most prominent examples of critical infrastructure systems
are electric power systems, telecommunication networks, water distribution sys-
tems, transportation systems, wastewater and sanitation systems, financial and
banking systems, food production and distribution, health, security services, and
oil/natural gas pipelines. Our everyday life and well-being depend heavily on the
reliable operation and efficient management of these critical infrastructures.

The citizens expect that critical infrastructure systems will always be available,
24 hours a day, 7 days a week, and at the same time, they will be managed
efficiently so that the services are provided at a low cost. Experience has shown
that this is most often true. Nevertheless, critical infrastructure systems fail
occasionally. Their failure may be due to natural disasters (e.g., earthquakes and
floods), accidental failures (e.g., equipment failures, software bugs, and human
errors), or malicious attacks (either direct or remote). When critical infrastructures
fail, the consequences are tremendous. These consequences may be classified into
societal, health, and economic. For example, if a large geographical area experi-
ences a blackout for an extended period of time, that may result in huge economic
costs, as well as societal costs. In November 2006, a local fault in Germany’s
power grid cascaded through large areas of Europe, resulting in 10 million people
left in the dark in Germany, France, Austria, Italy, Belgium, and Spain. Severe
cascading blackouts have taken place in North America as well. Similarly, there
may be significant health hazards when there is a serious fault in the water supply,
especially if it is not detected and accommodated quickly. When the telecom-
munication networks are down, many businesses can no longer operate. In the case
of faults or unexpected events in transportation systems, we witness the effect of
traffic congestion quite often in metropolitan areas of Europe and around the
world. In general, failures in critical infrastructure systems are low probability
events, which however may have a huge impact on everyday life and well-being.

Technological advances in sensing devices, real-time computation and the
development of intelligent systems, have instigated the need to improve the

vii
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performance of critical infrastructure systems in terms of security, accuracy,
efficiency, reliability, and fault tolerance. Consequently, there is a strong effort in
developing new algorithms for monitoring, control, and security of critical infra-
structure systems, typically based on computational intelligence techniques and
the real time processing of data received by networked embedded systems and
sensor/actuator networks, dispersed throughout the system. Depending on the
application, such data may have different characteristics: multidimensional, mul-
tiscale, spatially distributed, time series, event-triggered, etc. Furthermore, the data
values may be influenced by controlled variables, as well as by external envi-
ronmental factors. However, in some cases the collected data may be incomplete,
or it may be faulty due to sensing or communication problems, thus compromising
the sensor-environment interaction and possibly affecting the ability to manage
and control key variables of the environment.

Despite the technological advances in sensing/actuation design and data pro-
cessing techniques, there is still an urgent need to intensify the efforts towards
intelligent monitoring, control, and security of critical infrastructure systems. The
problem of managing critical infrastructure systems is becoming more complicated
since they were not designed to be so large in size and geographical distribution;
instead, they evolved due to the growing demand, while new technologies have
been combined with outdated infrastructures in a single system that is required to
perform new and more complex tasks. Furthermore, deregulation and the new
market structure in several of these infrastructures has resulted in more hetero-
geneous and distributed infrastructures, which make them more vulnerable to
failures and attacks. The introduction of renewable energy sources and environ-
mental issues have incorporated new objectives to be met and new challenges in
the operation and economics of some of these infrastructures (for example, power
systems, telecommunication, water distribution networks, and transportation).

Two important notions that captivate the attention of researchers and of the
industry are the concepts of cyber-physical systems and system of systems. Cyber-
physical systems are the result of the interconnection and interaction of the cyber
(computation) and the physical elements in a system. Embedded sensors, com-
puters, and networks monitor and collect data from the physical processes; in turn,
it is possible to control the physical processes through the analysis and use of the
data collected to take appropriate actions for retaining the stability and security of
the system.

The system of systems concept arose from the interconnection of independent
systems in a larger, more complex system. These formerly independent systems
may now be interacting or be interdependent. There are dependencies between
infrastructures (e.g., a fault in the power system removes the supply to a water
pump and thus, the water supply to an area), or in some cases interdependencies
(e.g., a fault in the power system causes the oil/natural gas pipeline pumping
stations to stop working, and as a consequence the supply of fuel to the power
station is interrupted). Critical infrastructure dependencies and interdependencies
pose an even higher degree of complexity, particularly on the appropriate mod-
eling and simulation of the effects that one infrastructure has on another
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infrastructure. The fact that fewer people nowadays understand how these net-
works operate and the interactions between all the components, creates a necessity
for further research and in-depth analysis of the various infrastructures.

Given the current challenges faced by critical infrastructures and given that it is
not realistic to consider rebuilding them from scratch, it is necessary to derive
approaches and develop methods to transform and optimize these infrastructures
through the use of instrumentation, embedded software, and “smart™ algorithms.
In the global effort towards developing a more systematic and efficient approach
for all critical infrastructures, it is useful to consider that these systems have some
common characteristics. Critical infrastructure systems are safety critical systems
that are complex in operation, spatially distributed, dynamic, time-varying, and
uncertain. There is a wealth of data that can be obtained from various parts of these
systems. Their dynamics have significant similarities in their analysis, while the
effects of faults or disturbances can be modeled in similar ways.

This book was motivated by the European Science Foundation COST Action
Intelligent Monitoring, Control, and Security of Critical Infrastructure Systems
1C0806 (IntelliCIS) and is supported by the COST (European Cooperation in
Science and Technology) Office. The book aims at presenting the basic principles
as well as new research directions for intelligent monitoring, control, and security
of critical infrastructure systems. Several critical infrastructure application
domains are presented, while discussing the key challenges that each is facing.
Appropriate state-of-the-art algorithms and tools are described that allow the
monitoring and control of these infrastructures, based on computational intelli-
gence and learning techniques. Some of the book chapters describe key termi-
nology in the field of critical infrastructure systems: risk evaluation, intelligent
control, interdependencies, fault diagnosis, and system of systems.

The Chapter “Critical Infrastructure Systems—Basic Principles of Monitoring,
Control, and Security” provides an overview of critical infrastructure systems. It
describes the basic principles of monitoring, control, and security and sets the
stage for the rest of the book chapters. Chapters “Electric Power Systems”,
“Telecommunication Networks”, “Water Distribution Networks™, and
“Transportation Systems: Monitoring, Control, and Security™ concentrate on four
key critical infrastructure systems: electric power systems, telecommunication
networks, water distribution networks, and transportation systems. Their basic
principles and key challenges are described.

Chapters “Algorithms and Tools for Intelligent Monitoring of Critical
Infrastructure Systems”, *“Algorithms and Tools for Intelligent Control of
Critical Infrastructure Systems”, and “Algorithms and Tools for Risk/Impact
Evaluation in Critical Infrastructures” focus on algorithms and associated tools for
intelligent monitoring, control, and security of critical infrastructure systems, as
well as risk/impact evaluation. The chapters provide the necessary theory, but also
provide real life examples in the application of these tools and methodologies.

The Chapter “Infrastructure Interdependencies—Modeling and Analysis”
presents several approaches for modeling critical infrastructure interdependencies.
The Chapter “Fault Diagnosis and Fault Tolerant Control in Critical Infrastructure
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Systems” provides a theory-based overview of fault diagnosis and fault tolerant
control in critical infrastructure systems and illustrates the application of these
methodologies in the case of water distribution networks.

The Chapter “Wireless Sensor Network Based Technologies for Critical
Infrastructure Systems” examines the role of telecommunication networks in
supporting the monitoring and control of critical infrastructure applications. The
physical network is examined, as well as reliability and security issues. The
Chapter “System-of-Systems Approach” concentrates on the reliability, security,
risk, and smart self-healing issues in critical infrastructures, viewed from a system
of systems perspective. The interdependencies between systems are examined with
a focus on the electric power grid. Finally, the Chapter “Conclusions” discusses
the main attributes that a future critical infrastructure system is expected to have
and provides some potential future research directions in the areas of intelligent
monitoring, control, and security of critical infrastructure systems.
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Critical Infrastructure Systems: Basic
Principles of Monitoring, Control,
and Security

Georgios Ellinas, Christos Panayiotou, Elias Kyriakides
and Marios Polycarpou

Abstract Critical Infrastructures have become an essential asset in modern
societies and our everyday tasks are heavily depended on their reliable and secure
operation. Critical Infrastructures are systems and assets, whether physical or
virtual, so vital to the countries that their incapacity or destruction would have a
debilitating impact on security, national economy, national public health or safety,
or any combination of these matters. Thus, monitoring, control, and security of
these infrastructures are extremely important in order to avoid the disruption of
their normal operation (either due to attacks, component faults, or natural disas-
ters) or to ensure that the infrastructure continues to function after a failure event.
This chapter aims at presenting the basic principles and new research directions for
the intelligent monitoring, control, and security of critical infrastructure systems.
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1 Introduction

Everyday life relies heavily on the reliable and secure operation and intelligent
management of large-scale critical infrastructures and any destruction or disrup-
tion of these infrastructures would cause tremendous consequences and will have a
debilitating impact on security, national economy, national public health or safety,
or any combination of these matters [1]. Specifically, critical infrastructures are
defined as “assets, systems, or parts thereof, essential for the maintenance of vital
societal functions, health, safety, security, economic, or social well-being” [2].
Thus, citizens nowadays expect that critical infrastructures will always be avail-
able and that they will be managed efficiently (with low cost).

Examples of Critical Infrastructures (Cls) include, amongst others, the elec-
trical power plants and the national electrical grid, oil and natural gas systems,
telecommunication and information networks, transportation networks, water
distribution systems, banking and financial systems, healthcare services, and
security services. Figure 1 shows the South East Asia—Middle East—Western
Europe 4 (SEA-ME-WE 4) undersea fiber-optic transport network as an example
of a (telecommunications) critical infrastructure. SEA-ME-WE 4 is a fiber-optic
cable system approximately 19,000 km long that is used to carry information
(providing the primary Internet backbone) between South East Asia, the Indian
subcontinent, the Middle East, and Europe. This cable connects a large number of
countries and is used to carry telephone, Internet, multimedia, and various
broadband data applications utilizing a data transmission rate of 1.28 Tbps.

The monitoring, control, and security of critical infrastructure systems are
becoming increasingly more challenging as their size, complexity, and interactions
are steadily growing. Moreover, these critical infrastructures are susceptible to
natural disasters (such as earthquakes, fires, and flooding), frequent faults (e.g.,
equipment faults, human error, software errors), as well as malicious attacks
(directly or remotely) (Figure 2 shows possible threats to critical infrastructures).

There is thus an urgent need to develop a common framework for modeling the
behavior of critical infrastructure systems and for designing algorithms for intelligent
monitoring, control, and security of such systems. This chapter aims at presenting the
basic principles and new research directions for the intelligent monitoring, control, and
security of critical infrastructure systems. Subsequent chapters in this book provide
more specific information on the monitoring and control of particular infrastructures
such as Electric Power Systems (Chapter “Electric Power Systems™), Telecommu-
nication Networks (Chapter “Telecommunication Networks™), Water Distribution
Networks (Chapter “Water Distribution Networks™), and Transportation Systems
(Chapter “Transportation Systems: Monitoring, Control, and Security”). Additional
information on algorithms and tools for CI monitoring and control, as well as on critical
infrastructure interdependencies are included in later chapters. In particular, Chap-
ters “Algorithms and Tools for Intelligent Monitoring of Critical Infrastructure
Systems,” “Algorithms and Tools for Intelligent Control of Critical Infrastructure
Systems,” and “Algorithms and Tools for Risk/Impact Evaluation in Critical
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Fig. 1 SEA-ME-WE 4 undersea fiber-optic cable system (in hold) as an example of a
(telecommunications) critical infrastructure

Natural Malicious

Technical

Disasters Attacks

Faults

Possible Threats to
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Weather

Fig. 2 Threats to critical infrastructures

Infrastructures” describe different algorithms and tools for intelligent monitoring and
control and for risk/impact evaluation of CIs, while Chapter “Fault Diagnosis and
Fault Tolerant Control in Critical Infrastructure Systems” addresses specifically the
problems of fault diagnosis and fault tolerance control in critical infrastructure systems.
In addition, Chapter “Infrastructure Interdependencies: Modeling and Analysis™ dis-
cusses modeling and analysis of infrastructure interdependencies, Chapter “Wireless
Sensor Network Based Technologies for Critical Infrastructure Systems”
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describes wireless sensor network based technologies for Cls and Chap-
ter “System-of-Systems Approach” presents a system-of-systems approach for the
intelligent monitoring, control, and security of critical infrastructures.

2 Disruption of Critical Infrastructures

A failure event in Cls (accidental or intentional) is defined as a negative event
which influences the inoperability of infrastructures and subsystems, where the
inoperability of an infrastructure or subsystem is defined as the inability to perform
its intended function. An example of a failure event in the CI shown in Fig. | was
the January 2008 accidental destruction of the submarine system’s fiber-optic link
(speculated to have happened by a ship’s anchor outside Alexandria’s port). As a
result of this accident, Internet services were widely disrupted in the Middle East
and in the Indian subcontinent, including more than 50.% disruption on Internet
services in some of the countries affected.

Note that throughout this chapter the term “failure” denotes infrastructure
failures while the term “fault” denotes component faults that even though cannot
be avoided they can be dealt with by utilizing redundancy, such that, even under
some component faults, the infrastructure continues to operate. Thus, an overall
system requirement is that the system should continue to operate (perhaps sub-
optimally) even when one or more of its constituent components have failed.
However, when a system operates at a suboptimal point it could potentially waste
energy and other resources, or operate at a high risk region. This creates a false
sense of security for the entire system. Thus, autonomous ways for quickly
detecting, isolating, and recovering the faults are needed for the successful
deployment of critical infrastructures as it is discussed in detail in the sections that
follow. This is because a fault that goes unattended for a long period of time can
cause both tangible and intangible losses for the company/organization that pro-
vides the service, as well as for its clients. Therefore, the current trend is for more
and more Cls to provide services that are virtually uninterruptible.

Table 1, for example, shows examples of monetary losses (per hour) incurred
by various industries when even simple IT outages occur in their networks [3]. On
average, businesses lose between $84,000 and $108,000 (US) for every hour of IT
system downtime, according to estimates from studies and surveys performed by
IT industry analyst firms. Losses in these industries can be tangible or intangible.
Tangible/direct financial losses include such things as lost transaction revenue, lost
wages, lost inventory, and legal penalties from not delivering on service level
agreements. Conversely, intangible/indirect financial losses may include lost
business opportunities, loss of customer/partner goodwill, brand damage, and bad
publicity/press.

One important aspect of ClIs related to their management is that they consist of
various autonomous systems due to deregulation. This makes coordination and
protection more difficult, since each autonomous system may have its own
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Table 1 Projected losses/hour for various industries during IT outages [3]

Industry | Typical hourly cost of downtime (in US dollars)
Brokerage service | 6.48 million . a

Energy " 7 ! 28 miilii(n; w - /
Telecom. ' o 2.0 million )
Manufacturing - ‘ 1.6 [rlillio}l ‘ ’ i
Retail | L1 million
Health care 7. .7 o i . ) “ '636,000 ) -
Media 90000 )

objectives. A failure event can also be propagated or propagate its effects to other
interdependent infrastructures, according to specific concepts of proximity (e.g.,
geographical, physical, cyber, etc.). This is due to the interdependencies that exist
between infrastructures. These interdependencies are mostly highlighted when
infrastructures are experiencing catastrophic natural disasters or are under terrorist
attacks and there is an attempt to respond and recover from severe disruptions in
the infrastructures [4]. Because of the interdependencies between critical infra-
structures, potential failures in one infrastructure may lead to unexpected cascade
failures to other infrastructures that may have severe consequences.

Specifically, over the last few years, several efforts have been undertaken in the
literature on how to take measures aimed at preventing/reducing risks, preparing for,
and protecting citizens and critical infrastructures from accidental faults, terrorist
attacks, and other security related incidents. These measures entail (i) identifying
critical infrastructures and interdependencies and developing risk assessment tools
and methodological models for the critical infrastructures, (ii) developing moni-
toring, control, and security strategies for these infrastructures based on the risk
assessment tools, (iii) developing contingency planning, stress tests, awareness
raising, training, incident reporting, etc., as part of the prevention and preparedness
strategy, and (iv) developing protection mechanisms, as part of the response strat-
egy, that can enable the infrastructure to recover from the failure/attack.

3 Modeling of Critical Infrastructures

The problem of controlling and managing critical infrastructures is becoming more
and more difficult as Cls are becoming very large due mainly to the growing
demand for the services they provide. Furthermore, deregulation has resulted in
more heterogeneous and distributed infrastructures, and has created more inter-
dependencies between them, which make them more vulnerable to failures and
attacks. As these infrastructures become larger and more complex, fewer people
understand how these networks work and the interactions between all the com-
ponents. Thus, models are created in order to represent these infrastructures and try
to predict their behavior under failure/attack scenarios.



