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See for yourself why we’re *1 and drop us a line at learn@examcram.com.
We look forward to hearing about your testing successes!




Microsoft Course Objectives
Exam 70-220: Designing Security for a Microsoft Windows 2000 Network

Windows 2000 Networking Basics

Chapter:
Describe how key technologies within Windows 2000 are used to secure a network and its resources, 1
Plan a Windows 2000 administrative structure so that permissions are granted only to appropriate users. 1
Plan an Active Directory structure that facilitates secure and verifiable user account creation and administration. 1

Assessing Security Risks

Determine what is at risk if security is compromised on a network common threats against network security. 2
Review common standards against which security is measured and discuss a methodology for securing enterprise networks. 74
Analyze the role of Windows 2000 Active Directory in the Windows 2000 security framework. 3
Describe how objects and resources are secured in Windows 2000 and the authentication protocols used by Windows 2000. 3
Examine common methods of encrypting and validating data. 3
Describe how Windows 2000 supports the encryption of data and how a public key infrastructure is used. 3
Plan security for local resources and access on a local network. 5 3

Planning Administrative Access and User Accounts

Define the network administrative roles that exist in an organization. ¥

Plan memberships in the Windows 2000 administrative groups and secure administrative access to the network.

Design a Windows 2000 domain and organizational unit structure that will support your account and group policy configuration.
Plan for the creation of accounts within the OU structure and plan a delegation of authority strategy for OUs.

Design an audit strategy that will track changes made to the Active Directory contents.

Chapter:

i oy

Securing Windows 2000-Based Computers and File and Print Resources
Evaluate the security requirements for Windows 2000-based systems with respect to their role in the enterprise network.

4
Plan physical and hardware configuration measures to secure Windows 2000-based systems and design security configuration templates. 4
Plan the use of security baseline templates to evaluate the current security configuration of a Windows 2000-based system. A
Describe the security provided in the file systems supported by Windows 2000. 7
Design a security strategy for protecting the registry, files resources, and print resources by using Access Control Lists. i
Design a strategy for the protection and recovery of file resources, auditing, and secure backup and restore. 1
Plan for virus protection in your network security design. q
Assess potential risks to data when it is transported between clients on the Local Area Network. g 8
Compare and contrast the network authentication methods that can be used by Windows 2000 clients and down-level clients. 8
Design a strategy for protecting data transmissions and an IPSeg strategy for ericrypting private network data transmissions. 8

Describe the inherent risks and the management strategy }nt:;blqu;ﬁwhm*dcploygpg standard IP client/server sockets-based applications, 11
and the additional security measures that must be taken wheh integrating NetWare, Macintosh, and Unix clients on your network.
Providing Secure Accessto Remote Users and Offices

Compare and contrast the common methods that may be used by remote usrs to connect to the private network and the server
configuration options available to allow secure remote connectivity to your network by individual users,

. 9
Compare and contrast the client configuration optiohs available to allow. secure connectivity to a remote private network. 9
Create a distributed authentication framework for remote clients, and introduce how networks interact and are connected. 9, 10
Plan secure WAN links to branch offices using dedicated network connections and tunneling technologies over public networks. 10
Maintaining Security When Allowing Public Access to Your Private Network and Accessing Networks from Your Network Ch
Analyze the common threats that are introduced when your private network is connected to a public network. 12
Design a firewall strategy and a secure method for exposing private network resources to the public network. 12
Plan secure placement of servers when working with interconnected private and public networks. 12
Analyze the various threats that are introduced to the network when users are allowed to access the Internet. 13
Design a strategy for protecting the private network IP addressing scheme from the public network. 13
Design the server-side and client-side requirements for maintaining security when authenticated users access public networks. 13
Plan security when trusted individuals and organizations access private network data and resources over a public network. 13
Authenticating Trusted Partners Chapter:
Design a secure framework for partner access using Windows 2000 user accounts and trust relationships. 14
Compare and contrast the methods available for authenticating elients by using Internet technologies. 14
Providing Secure Resource Access to Trusted Partners Chapter:
Design secure resource access for trusted partners by using ACLs (access control lists). 15
Plan which resources will be exposed to trusted partners and where those resources will be placed on the network. 15

Design secure access to resources using Web technologies and a certificate-based authentication framework for a Windows 2000 network. 15
Choose a Certificate Authority and use Certificates.

15
Developing a Security Plan Chapter:
Plan the composition of a security team that will develop your organization’s security plan. 16
Determine the security needs for your network and analyze the current security configuration of your network. . 16
Design a security plan rollout and the security baseline for your network based on your organization’s security goals. 16

Design a strategy to maintain your network’s current level of security as the security landscape ¢! 3 / 16
_eNgn 8y ¥ 13 154 p
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Exam 70-067 | Implementing and Supporting Microsoft Windows NT Server 4.0

Exam 70-068 |Implementing and Supporting Microsoft Windows NT Server 4.0 in the Enterprise

Exam 70-073 | Microsoft Windows NT Workstation 4.0

Exam 70-210 |Installing, Configuring and Administering Microsoft Windows 2000 Professional

Exam 70-215 | Installing, Configuring and Administering Microsoft Windows 2000 Server

Exam 70-216 |Implementing and Administering Microsoft Windows 2000 Network Infrastructure

Exam 70-217 |Implementing and Administering Microsoft Windows 2000 Directory Services Infrastructure
Exam 70-240 | Microsoft Windows 2000 Accelerated Exam for MCPs Certified on Microsoft Windows NT 4.0
ALERZ L E R

Exam 70-219*

Designing a Microsoft Windows 2000 Directory Services Infrastructure

Exa;n 70- | Designing Security for a Microsoft Windows 2000 Network

Eli(;in 70- | Designing a Microsoft Windows 2000 Network Infrastructure

221
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Exam 70-019 | Designing and Implementing Data Warehouse with Microsoft SQL Server 7.0
. | Exam 70-219*

Designing a Microsoft Windows 2000 Directory Services Infrastructure

Exam 70-220*

Designing Security for a Microsoft Windows 2000 Network

Exam 70-221*

Designing a Microsoft Windows 2000 Network Infrastructure

Exam 70-222 | Migrating from Microsoft Windows NT 4.0 to Microsoft Windows 2000

Exam 70-028 | Administering Microsoft SQL Server 7.0

Exam 70-029 | Designing and Implementing Databases on Microsoft SQL Server 7.0

Exam 70-080 |[Implementing and Supporting Microsoft Internet Explorer 5.0 by Using the Internet Explorer
Administrating Kit

Exam 70-081 |Implementing and Supporting Microsoft Exchange Server 5.5

Exam 70-085 | Implementing and Supporting Microsoft SNA Server 4.0

Exam 70-086 |Implementing and Supporting Microsoft Systems Management Server 2.0

Exam 70-088

Implementing and Supporting Microsoft Proxy Server 2.0
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This book is dedicated to my wife, Sheronna.

Without her continuous support and encouragement, neither the idea for this book
nor its accomplishment.would even have been attempted let alone completed.
Thank you for everything—always.

—Rich Alan McMahon, Sr.
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The actual writing of this book is just one part of many required to finish this project.
Thank you to my wife Darcy, for taking care of all the things I was required to neglect
in order to complete this book. I see no way I could have done it without her.

The authors would also like to thank each other;
it was definitely the epitome of a team effort.

—Glen R. Bicking
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About the Authors

This pair of career networking professionals has more than 35 years of combined
computer experience.

The lead author, Richard Alan McMahon, Sr. (MCSE, MCT, MCP, MCP+1I,
CTT, CNE, CNI, CNA), was introduced to computing in the early 70s during
the enlisted portion of his military career as he worked on his college degree along
the way to becoming a commissioned aviator as an officer in the United States Air
Force. Rich graduated from University of Arizona with a double-major bachelor’s
degree in Operations Management (OM) and Management Information Systems
(MIS) the very first semester it was offered. His first Master’s degree (University of
Arkansas), also earned while in the military, is in Operations Management and his
dual-emphasis MBA (Hardin-Simmons University) is in Systems Analysis and
Marketing. When, as a Major, he retired from the service, Rich’s interest in com-
puting and teaching computers intensified. He became a Texas-certified, secondar-
education, business teacher with an empbhasis in computer education. After several
advancing district-level IT positions in various school districts, his involvement in
networking began with the local school district in Conroe, Texas. At about the
same time, he started the certification path and ended up writing a NetWare 5 text
for SouthWestern Educational Publishing. Later he started his MCSE training,
became involved in Microsoft’s worldwide pilot “Train-The-Trainer” program, and
became a national spokesperson as one of the first nine AATP mentors while
teaching both high school and college networking courses. Rich was invited to
participate in Microsoft’s Windows 2000 beta testing program and, as an OEM
provider, has played an active part in the rollout of each new Microsoft product.
Currently a professor at the University of Houston, Downtown, Rich is teaching
MIS, Systems Analysis, and Operating Systems classes in addition to a networking
class that is planned to expand into an MBA program in the near future. Rich can
be reached at: mcmahonr@zeus.dt.uh.edu.

The second author, Glen R. Bicking (MCSE, MCT, MCP, MCSE+I, CNA, A+
Network+), was born and raised in Wisconsin and now calls Oshkosh his home.
With the area’s impressive “fly in” so important to the local community, it is only
natural that after graduating high school Glen joined the Air Force to work on the
planes as an aircraft mechanic. After the Air Force, he moved to California and
became a professional diver along the state’s coast and then at the oil platforms in
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the Gulf of Mexico. With the advent of the 80s’ oil crisis, Glen took his technical
skills back to Wisconsin where he began repairing copiers and fax machines, then
computers, and finally computer networks. Once discovering the certification track
he worked as a System Engineer at a local computer integration company and now
uses his MCT teaching the track at a local training center. His credits include A+
and Network+ certifications as well as NetWare’s CNA in addition to those he
holds for Microsoft. Glen has been very active in Microsoft’s Windows 2000 beta
program, updating his certifications to include all applicable Windows 2000 ver-
sions, and is already teaching the new materials at his company’s training center.
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Exam Insights

Welcome to MCSE Windows 2000 Security Design Exam Prep! This comprehen-
sive study guide aims to help you get ready to take—and pass—Microsoft
certification Exam 70-220, titled “Designing Security for a Microsoft Windows
2000 Network.” This Exam Insights section discusses exam preparation resources,
the testing situation, Microsoft’s certification programs in general, and how this
book can help you prepare for Microsoft’s Windows 2000 certification exams.

Exam Prep study guides help you understand and appreciate the subjects and
materials you need to pass Microsoft certification exams. We’ve worked from
Microsoft’s curriculum objectives to ensure that all key topics are clearly explained.

Our aim is to bring together as much information as possible about Microsoft
certification exams.

Nevertheless, to completely prepare yourself for any Microsoft test, we recommend
that you begin by taking the Self-Assessment included in this book immediately
following this Exam Insights section. This tool will help you evaluate your knowl-

edge base against the requirements for an MCSE under both ideal and real circum-
stances.

Based on what you learn from that exercise, you might decide to begin your studies
with some classroom training or some background reading, You might decide to
read The Coriolis Group’s Exam Prep book that you have in hand first, or you
might decide to start with another study approach. You may also want to refer to
one of a number of study guides available from Microsoft or third-party vendors.
We also recommend that you supplement your study program with visits to

ExamCram.com to receive additional practice questions, get advice, and track the
Windows 2000 MCSE program.

We also strongly recommend that you install, configure, and fool around with the
software that you'll be tested on, because nothing beats hands-on experience and
familiarity when it comes to understanding the questions you’re likely to encounter

on a certification test. Book learning is essential, but hands-on experience is the
best teacher of all!



How to Prepare for an Exam

Preparing for any Windows 2000 Server-related test (including “Designing Security
for a Microsoft Windows 2000 Network™) requires that you obtain and study
materials designed to provide comprehensive information about the product and its
capabilities that will appear on the specific exam for which you are preparing. The
following list of materials will help you study and prepare:

» The Windows 2000 Server product CD includes comprehensive online
documentation and related materials; it should be a primary resource when you
are preparing for the test.

» The exam preparation materials, practice tests, and self-assessment exams
on the Microsoft Training & Services page at www.microsoft.com/
trainingandservices/default.asp?PageID=mcp. The Testing Innovations
link offers samples of the new question types found on the Windows 2000
MCSE exams. Find the materials, download them, and use them!

» The exam preparation advice, practice tests, questions of the day, and discussion
groups on the ExamCram.com e-learning and certification destination Web
site (Www.examcram.com).

In addition, you’ll probably find any or all of the following materials useful in your
quest for Network Security Design expertise:

» Microsoft training kits—Microsoft Press offers a training kit that specifically
targets Exam 70-220. For more information, visit: http://mspress.
microsoft.com/prod/books/3873.htm. This training kit contains infor-
mation that you will find useful in preparing for the test.

»  Microsoft TecchNet CD—This monthly CD-based publication delivers numerous
electronic titles that include coverage of Network Security Design and related
topics on the Technical Information (TechNet) CD. Its offerings include
product facts, technical notes, tools and utilities, and information on how to
access the Seminars Online training materials for Network Security Design. A
subscription to TechNet costs $299 per year, but it is well worth the price. Visit
www.microsoft.com/technet/ and check out the information under the
“TechNet Subscription” menu entry for more details.

» Study guides—Several publishers—including The Coriolis Group—offer
Windows 2000 titles. The Coriolis Group series includes the following:

» The Exam Cram series—These books give you information about the
material you need to know to pass the tests.

» The Exam Prep series—These books provide a greater level of detail than
the Exam Cram books and are designed to teach you everything you need



to know from an exam perspective. Each book comes with a CD that
contains interactive practice exams in a variety of testing formats.

Together, the two series make a perfect pair.

» Multimedia—These Coriolis Group materials are designed to support learners
of all types—whether you learn best by reading or doing:

» The Exam Cram Personal Trainer—Ofters a unique, personalized, self-paced
training course based on the exam.

» The Exam Cram Personal Test Center—Features multiple test options that
simulate the actual exam, including Fixed-Length, Random, Review, and

Test All. Explanations of correct and incorrect answers reinforce concepts
learned.

»  Classroom training—CTECs, online partners, and third-party training compa-
nies (like Wave Technologies, Learning Tree, Data-Tech, and others) will all be
offering classroom training on Network Security. These companies aim to help
you prepare to pass the Security Design test. Although such training runs
upwards of $350 per day in class, most of the individuals lucky enough to take
similar training courses (including your humble authors, who've even taught
such courses) find them to be quite worthwhile.

»  Other publications—There’s no shortage of materials available about Network
Security Design. The complete resource section in the back of the book should
give you an idea of where we think you should look for further discussion.

By far, this set of required and recommended materials represents a nonpareil
collection of sources and resources for Network Security Design and related topics.
We anticipate that you’ll find that this book belongs in this company.

Taking a Certification Exam

Once you’ve prepared for your exam, you need to register with a testing center.
Each computer-based MCP exam costs $100, and if you don’t pass, you may retest
for an additional $100 for each additional try. In the United States and Canada, tests
are administered by Prometric (formerly Sylvan Prometric), and by Virtual Univer-
sity Enterprises (VUE). Here’s how you can contact them:

»  Prometric—You can sign up for a test through the company’s Web site at
www.prometric.com. Or, you can register by phone at 800-755-3926

{(within the United States or Canada) or at 410-843-8000 (outside the United
States and Canada).

» Virtual University Enterprises—You can sign up for a test or get the phone
numbers for local testing centets through the Web page at www.vue.com/ms/.



