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INTRODUCTION

Mcrosoft Windows 2000 offers many features and subsystems designed spe-
cifically to handle an enterprise’s mission-critical data-processing needs. These
teatures and subsystems are not available on client operating systems such as
Microsoft Windows 98. Only Windows 2000 offers the Service Control Man-
ager (SCM), performance monitoring, event logging, security, asynchronous
I/0, and so on. This book describes these features, explains the motivation to
use them, and gives you the information you need to best leverage them.

This book does not attempt to explain basic Windows programming and
assumes that you are already quite familiar with many Windows topics such as
processes, threads, thread synchronization, DLLs, Unicode, structured exception
handling, and memory management. If you need a refresher on any of these topics,
I encourage you to consult Programming Applications for Microsoft Windows,
Fourth Edition (Jeffrey Richter, Microsoft Press, 1999). The sample source code
in the book you are reading requires you to be well acquainted with the C++
programming language.

Throughout this book, emphasis is placed on writing high-performance
and robust services that are expected to stay running 24 hours a day, 7 days a
week. Also, Microsoft is hard at work developing 64-bit Windows 2000. It is
expected that many companies will eventually use 64-bit Windows to host their
services since this system will offer greater performance and scalability. At the
time of this writing, a 64-bit version of Windows has not been released. How-
ever, 64-bit Windows has been considered while developing all the source code
in this book. The sample applications will build and run with little or no modifi-
cation on 64-bit Windows once Microsoft makes it available.

What'’s in This Book

This book explains the features offered by Windows 2000 that are available to
service developers. Here is a partial list of what this book has to offer:

B Performance and scalability Throughout the book, program-
ming techniques are discussed that will make your software scale
better than the majority of server software running on Windows
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today. Techniques for improving your device 1 /0 and interthread
communication (ITC), which are common scalability bottlenecks,
will improve your server’s performance and cut costs, making your
software more viable and competitive.

Security One section is dedicated entirely to designing service
software that takes advantage of the security features of Windows
2000. This section includes an exhaustive treatment of the ins and
outs of integrating your service with the security features of the
operating system.

Kerberos and the SSPI  The security section includes a chapter
covering the powerful Kerberos security provider, new to Windows
2000. It also completely describes how to take advantage of it and
other security providers such as NT LAN Manager (NTLM) and
Secure Sockets Layer (SSL) by using the flexible Security Support
Provider Interface (SSPI) functions. This information will help you
develop software that communicates in a secure manner in your
enterprise’s intranet as well as on the global Internet!

Securing private objects Chapter 10, “Access Control,” com-
pletely covers private object security. The chapter includes text and
sample code demonstrating how to use the powerful security features
of the operating system to secure custom objects in your software.

64-bit Windows readiness The text addresses 64-bit-specific
issues; samples will build with little or no modification on 64-bit
Windows (when it becomes available).

Practical sample applications The sample applications on the
companion CD describe a wealth of useful programming techniques
while providing some very usefu! tools.

Fault tolerance Unlike other books on programming, which com-
monly omit error handling from their discussions and code samples,

this book focuses on fault tolerance in both the sample code and the
chapter text. We have done this because we know that fault tolerance
is of critical importance to the service developer.

Use of C++ The sample applications use C++ since many readers
have requested it. As a result, the sample applications require fewer
lines of code and their logic is easier to follow and understand.
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B Reusable code Whenever possible, we created the source code to
be generic and reusable. This should allow you to take individual
functions or entire C++ classes and drop them into your own
applications with little or no modification. See Appendix B for a
brief discussion of some of the classes found in this book.

B The SuperSCP utility This utility allows you to explore all the
services installed on a local or remote machine. Using this utility,
you can also change the configuration of these services, control
them, and monitor their execution. In essence, this utility allows you
to manipulate a service in every conceivable way allowed by the op-
erating system.

® The TokenMaster utility Using this security utility, you can dis-
cover and manipulate the user context of processes running on your
system. Doing this is very useful for learning the intricacies of secu-
rity in Windows and for testing security on a system. Having control
over the user context can be very helpful to an administrator who is
testing different security features of the operating system with the
goal of tightening the security on his system.

B The AccessMaster utility You can use this utility to modify the
access rights on nearly every securable object in the system. Win-
dows ships with editors for file security and registry security, and also
with an editor for security on Active Directory. However,
AccessMaster allows you to interactively modify security of these ob-
jects as well as named pipes, window stations and desktops, synchro-
nization objects, process and threads, and many other objects. This
utility can be very useful in learning security in Windows and is a
very practical tool.

® The TrusteeMan utility This utility allows you to fully administer
local user and group trustee accounts on a system, as well as assign
and revoke privileges for these accounts.

® The MsgTableDump utility This utility allows you to view the
message resources in EXE or DLL files, including the system mes-
sages found in Kernel32.dll.

® The Windows 2000 Platform SDK (which includes the WMI
SDK) A complete x86 version of the Platform SDK for Windows
2000 is available on the companion CD.

Xi
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# The Performance Counter class This is a C++ class that makes it
extremely easy to expose performance counters.

®m Specifications The Windows 2000 distributed application specifi-
cation and the Microsoft BackOffice logo specification are included
on the companion CD.

# Windows Installer Oh yeah, before we forget, the sample applica-
tions on the companion CD take advantage of the new Windows In-
staller built into Windows 2000. The Windows Installer gives you
fine control over the parts you want to install and also allows you to
easily uninstall the book’s sample applications and executable files
using the Add/Remove Programs Control Panel applet. Of course,
you can always just access the source files and executable files directly
from the companion CD if you prefer.

This Book Has No Mistakes

This section’s title clearly states what we want to say. But, of course, we all know
that it is a flat-out lie. My editors and I have worked hard to bring you the most
accurate, up-to-date, in-depth, ecasy-to-read, painless-to-understand, bug-free
information. Even with the fantastic team assembled, we all know that things
slip through the cracks. If you find any mistakes in this book (especially bugs),
we would greatly appreciate it if you would send the mistakes to Jeffvia his Web
site, bttp.//www.JeffreyRichter.com, or to Jason via e-mail at JClark@Microsoft.com.

The CD-ROM and System Requirements

Xii

The companion CD contains the source code and executable files for all the
sample applications presented in the book. All sample applications were writ-
ten and compiled with Microsoft Visual C++ 6.0 and the Windows 2000 Plat-
form SDK. Most of the sample applications require features that exist only in
Windows 2000; no attempt has been made to build or test the applications on
any other version of Windows.

In the root directory of the companion CD you will find the Microsoft
Visual Studio workspace file ("Programming Server-Side Apps.dsw") and the
common header file ("CmnHdr.h"). Under the root directory is a separate di-
rectory for each sample application. The 486 directory contains the debug ver-
sions of all the sample applications so that you can run them directly from the
companion CD.
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When you insert the companion CD into the drive, the welcome screen
will present itself automatically. If the screen does not appear, go to the drive’s
Setup directory and execute the StartCD.exe application.

Support
Microsoft Press provides corrections for this book at the following address:
http.//mspress.microsoft.com/support/

If you have comments, questions, or ideas regarding this book, please send
them to Microsoft Press using postal mail or e-mail:

Microsoft Press

Attn: Programming Server-Side Applications for Microsoft Windows 2000
editor

One Microsoft Way
Redmond, WA 98052-6399
mspinput@microsoft.com

Thanks for Your Help

We could not have written this book without the help and technical assistance
of several people. In particular, we’d like to thank the following people:

B Members of the Microsoft Press editorial team: Carl Diltz, Stephen
Guty, Robert Lyon, Joel Panchot, Jocelyn Paul, John Pierce, Ben
Ryan, Eric Stroo, Crystal Thomas, and Victoria Thulman.

B Members of the Windows 2000 team: Scott Field, Mark Lucovsky,
Michael Parkes, Dmitry Robsman, Jeffrey Saathoff, Jon Schwartz,
Rick Vicik, Landy Wang, Brad Waters, and Bob Watson.

® Members of the WMI team: Irena Hudis, Michael Maston,
Raymond McCollum, Steve Menzies, Simon Muzio, Lev Novik, Sanj
Surati, Patrick Thompson, and Stephen Todd.

B Members of the Developer Support team: Richard Ault, Robin
Caron, Frank Kim, David Mowers, Gary Peluso, and the entire Ker-
nel Base and Networking teams. We would especially like to thank
Jonathan Russ and Dave McPherson for their tireless help with the
samples.
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