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Preface

The problem of distinguishing prime numbers from
composite numbers and of resolving the latter into
their prime factors is known to be one of the most
important and useful in arithmetic. ... Neverthe-
less we must confess that all methods that have been
proposed thus far are either restricted to very spe-
cial cases or are so laborious and prolix that even for
numbers that do not exceed the limits of tables con-
structed by estimable men, i.e. for numbers that do
not yield to artificial methods, they try the patience
of even the practiced calculator. ... The dignity of
the science itself seems to require that every possible
means be explored for the solution of a problem so
elegant and so celebrated.

C. F. Gauss [Gau0O1, Art. 329]

Factoring integers is important. Gauss said so in 1801.

The problem of distinguishing prime numbers from composite
numbers has been solved completely, both theoretically and practi-
cally. We have made some progress on factoring composite integers,
but it remains a difficult problem.

Some mathematicians play a version of the television game show
Jeopardy! with multiplication tables. Host Alex Trebek reads the
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X Preface

answer “thirty-five.” A contestant rings in and gives the question,
“What is five times seven?” Mathematicians currently play this game
with 200-digit numbers rather than 2-digit numbers.

This book is intended for readers who have taken an introduc-
tory number theory course and want to learn more about factoring.
This work offers many reasons why factoring is important. Chapter
2 reviews the elementary number theory material the reader is as-
sumed to know. To fully understand this book, the reader will also
need calculus and linear algebra. As factoring integers usually in-
volves computers, the reader is assumed to be computer-literate and
to understand simple pseudocode and protocols. In a few places we
assume the reader is familiar with the notions of polynomial time
(easy problem) and the nondeterministic polynomial-time class NP
(hard problem).

This book explains and motivates the Cunningham Project, the
largest factoring enterprise in the world today. The official tables of
the Cunningham Project are published as [BLS102]; the first part of
that book includes some material from this work in condensed form.

For readers not interested in the Cunningham Project, this book
offers numerous other applications of factoring, especially to cryptog-
raphy, and gives important results in these areas.

There is tremendous pleasure in devising a new factoring method,
programming it, and using it to factor a number no one else could
split. I hope that some readers will participate in this endeavor and
experience the joy. The end of the last chapter suggests where the
reader might begin.

In the chapters to follow we will give many reasons why the fac-
torizations of certain numbers are important and useful. We will
describe some of the major algorithms and devices for factoring and
tell a little about the people who invented them. Finally, we will tell
how you can help with some of the factoring projects currently in
progress.

Chapters 1 and 4 tell some reasons why people factor integers.
The discussion in Chapter 1 requires no more than high school math-
ematics. Chapter 4 gives additional reasons understood better with
the (college-level) number theory of Chapters 2 and 3.



Preface xi

For the past thirty-five years, a very important reason for factor-
ing has been the public-key cipher of Rivest, Shamir, and Adleman
(RSA). whose security requires that the problem of factoring integers
is hard. Chapter 1 describes the development of the RSA cipher.
The mathematical details of it are presented in Chapter 4. Chapter
1 also discusses three older reasons for interest in factoring, repunits,
decimal fractions, and perfect numbers. Then it describes the Cun-
ningham Project, more than a century old and the greatest integer
factoring collaboration in history.

Chapter 2 reviews some elementary number theory found in a
first course in the subject. It considers divisibility, prime numbers,
congruences, Fuler's theorem, arithmetic functions, and Quadratic
Reciprocity. Few proofs are given here. It is assumed that the reader
has learned this material elsewhere. A few algorithms, such as the
Euclidean Algorithm for the greatest common divisor, are stated.

Chapter 3 deals with more advanced number theory, probably
not taught in a first course but needed to understand factoring al-
gorithms and applications of factoring. It discusses the frequency
of occurrence of integers whose greatest prime factor is small, how
to compute modular square roots, cyclotomic polynomials, primality
testing, and divisibility sequences such as the Fibonacei numbers and
the numbers 0™ — 1, m = 1, 2, 3, ..., for fixed b. Of course, the
recognition of primes is essential to telling when a factorization is
complete, and this topic is treated extensively. Many algorithms are
stated in Chapter 3.

More applications of factoring are given in Chapter 4. It begins
with a set of algebraic factorizations of some numbers in a divisibility
sequence discovered by Aurifeuille and others. A more complete dis-
cussion of perfect numbers follows, with a sample of theorems in this
area. Next come harmonic numbers, prime proving aided by factor-
ing. and linear feedback shift registers, which are hardware devices
used to generate cryptographic keys and random numbers. Testing
conjectures is an important and common application of factoring. We
give three examples. Bernoulli numbers are connected to the struc-
ture of cyclotomic fields and to Fermat’s Last Theorem. While most
work in this area is beyond the scope of this book, we do give a taste
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of the possible results. The chapter ends with a deeper discussion of
public-key cryptography, more applications of factoring to cryptogra-
phy, and other assorted uses of factoring. These include accelerating
RSA signature generation, zero-knowledge proofs, and sums of two or
four squares.

The remaining chapters discuss methods of factoring integers.
Each chapter presents algorithms with related ideas, roughly in his-
torical order. Most algorithms are described both in words and in
pseudocode. Simple examples are given for each method. Chapter 5
gives the oldest, simplest, and slowest algorithms, from Trial Division
and Fermat’s Method to techniques Pollard developed in the 1970s.

Chapter 6 treats simple continued fractions and several factoring
algorithms that use them. While most of these have been superseded
by faster algorithms, at least one of them (SQUFOF) is often used as
a procedure in the powerful sieve algorithms of Chapter 8. Chapter
6 also proves a simple but important theorem (Theorem 6.18) that
tells how most of the factoring algorithms in Chapter 6 and Chap-
ter 8 finish, that is, how the factors are produced at the end of the
algorithm.

In Chapter 7, we examine the basic properties of elliptic curves
and tell how they lead to good algorithms for factoring and primal-
ity proving. Elliptic curves have many uses in cryptography and data
security. In some of these applications, factoring integers is an impor-
tant tool for constructing elliptic curves with desirable properties to
make computing with them eflicient while maintaining security. Some
of these techniques are mentioned in the final section of Chapter 7.
This chapter uses the newest mathematics in the book.

Chapter 8 deals with the notion of sieve, from the Sieve of Eratos-
thenes more than 2,000 years old to the Number Field Sieve factoring
algorithm about 25 years old. On the way we describe the Quadratic
Sieve factoring algorithm and a couple of other sieves for factoring.
The Number Field Sieve works especially well for numbers in the
Cunningham Project.

In Chapter 9 we describe special hardware rather than software
for factoring. Some of these are mechanical or electronic devices for
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performing the sieve process. Others are computers with special archi-
tecture to facilitate factoring. We also discuss factoring with quantum
objects and with DNA molecules. The author is neither a physicist
nor a biologist. so he can give only a taste of these new factoring
methods. The reader who really wants to learn about these topics
should consult the references.

Chapter 10 discusses practical aspects of factoring and also some
purely theoretical results about the difficulty of factoring. We tell how
computers calculate with very large integers. Another section reveals
special methods for factoring integers quickly when they have special
form or when partial information is known about their factors. These
tricks include applications to breaking the RSA cipher. We describe
some of the ongoing factoring projects and how the reader can help
with them. The final section tosses out some new ideas for possible
future factoring methods.

Most of the algorithms in this work are written in pseudocode
and described in words. We have tried to make the pseudocode clear
enough so that programmers with limited knowledge of number the-
ory can write correct programs. We have also tried to make the
verbal descriptions of algorithms understandable to number theorists
unfamiliar with computer programming,.

This book does not discuss factoring integers mentally, although
one reviewer suggested it as a topic. The only items at all related to
mental arithmetic are Example 2.29 and Exercises 0.1 and 2.13.

If you have taken a course in elementary number theory, are
computer-literate, don't care about applications, and wish to learn
about factoring algorithms immediately, then you could begin reading
with Chapter 5. But then you would wonder why we keep factoring
the number 13290059 over and over again. This choice is explained
in Section 4.6.3.

The author thanks CERIAS, the Center for Education and Re-
search in Information Security and Assurance at Purdue University,
for its support.

The author is grateful to Richard Brent, Greg Childers, Graeme
Cohen, Carl Pomerance, and Richard Weaver, who answered ques-
tions about the material of this book. He is indebted to Robert



xiv Preface

Baillie, Arjen Lenstra, Richard Schroeppel, Hugh Williams, and at
least one anonymous reviewer for helpful comments. Hugh Williams
generously allowed the use of the sieve photos in Chapter 9. The au-
thor thanks Junyu Chen for checking and programming many of the
algorithms in this work. Any remaining errors are the responsibility
of the author.

Keep the factors coming!

Sam Wagstaff

Exercise

0.1. No computers are allowed in multiplication table Jeopardy!.
Alex Trebek reads the clue “299.” You ring in and say what?
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Chapter 1

Why Factor Integers?

Suppose, for example, that two 80-digit! numbers
p and g have been proved prime; ... Suppose fur-
ther, that the cleaning lady gives p and ¢ by mistake
to the garbage collector, but that the product pq is
saved. How to recover p and ¢7 It must be felt
as a defeat for mathematics that, in these circum-
stances, the most promising approaches are search-
ing the garbage dump and applying mnemo-hypnotic
techniques. H. W. Lenstra, Jr. [Len82]

Introduction

A modern reason for studying the problem of factoring integers is the
cryptanalysis of certain public-key ciphers, such as the RSA system.
We will explain public-key cryptography and its connection to factor-
ing in the next section. The rest of the chapter discusses some older
reasons for factoring integers. These include repunits, describing per-
fect numbers, and determining the length of repeating decimals. We
introduce the Cunningham Project, which has factored interesting
numbers for more than a century.

'The size of these primes would have to be doubled now due to the improvement
in the speed of factoring algorithms since Lenstra wrote these words in 1982.

1



2 1. Why Factor Integers?

1.1. Public-Key Cryptography

Cryptography has been used to hide messages for more than 2,000
vears. Usually the sender and receiver meet before the secret commu-
nication and decide how to hide their future secret message(s). They
choose an algorithm, which remains fixed for a long time, and a secret
key, which they change often.

The National Security Agency (NSA) was created by President
Truman in 1952 to protect the secret communications of the United
States and to attack those of other countries. It performed this mis-
sion secretly and apparently with great success until at least the 1970s.

Some businesses need cryptography to communicate secretly with
their offices overseas. Some individuals want good cryptography for
their personal secrets. On March 17, 1975, the National Bureau
of Standards announced a cipher, the Digital Encryption Standard
(DES), developed by IBM with help from the NSA and approved for
use by individuals and businesses. It was soon suspected that the
NSA had approved the DES after putting secret weaknesses into it
(in the S-boxes) that would allow the agency, but not others, to break
it easily. In any case, the original key size was reduced, perhaps so
that a brute force attack could break the DES with enough hardware.

In the early 1970s, people began to connect computers together
in large numbers into networks? and think about email and other
forms of electronic communication. Computer theoreticians began
to ponder how one could “sign” an electronic document so that the
reader could be certain who wrote it. If each person used a unique
number as a signature, say, it could be copied perfectly by a forger.

Others pondered how to create a system where people who had
never met could communicate securely. One-key ciphers like the DES
require users to exchange keys securely before their secret communi-
cation happens. All ciphers known then were of this type.

Whit Diffie and Marty Hellman thought about these matters and
came up with several brilliant solutions in a 1976 paper [DHT76].

First, they considered one-way functions, easy to compute (for-
wards), but almost impossible to invert. A function f is one-way if it

?The first computer networks were created in the 1960s.



