LAW OF ELECTRONIC
COMMERCIAL TRANSACTIONS

Contemporary Issues in the EU, US and China

Second Edition

FAYE FANGFEI WANG



Law of Electronic
Commercial
Transactions

Contemporary Issues in the
EU, US and China

Second Edition

Faye Fangfei Wang

pT

W N REL if!

g, 1o A

é Rouﬂedge

Taylor & Francis Group
LONDON AND NEW YORK



First Edition 2010

Second Edition 2014

by Routledge

2 Park Square, Milton Park, Abingdon, Oxon, OX14 4RN

and by Routledge
711 Third Avenue, New York, NY 10017

Routledge is an imprint of the Taylor & Francis Group, an informa business
© 2014 Faye Fangfei Wang

The right of Faye Fangfei Wang to be identified as author of this work
has been asserted by her in accordance with sections 77 and 78 of the
Copyright, Designs and Patents Act 1988,

All rights reserved. No part of this book may be reprinted or
reproduced or utilised in any form or by any electronic, mechanical,
or other means, now known or hereafter invented, including
photocopying and recording, or in any information storage or
retrieval system, without permission in writing from the publishers.

Trademark notice: Product or corporate names may be trademarks or
registered trademarks, and are used only for identification and
explanation without intent to infringe.

British Library Cataloguing in Publication Data
A catalogue record for this book is available from the British Library

Library of Congress Cataloging-in-Publication Data

Wang, Faye Fangfei.

Law of electronic commercial transactions : contemporary issues in
the EU, US and China / Faye Fangfei Wang. — Second edition.
pages cm. — (Routledge research in information technology and
e-commerce law)

Includes bibliographical references and index.

ISBN 978-0-415-82971-7 (hardback) — ISBN 978-0-415-83224-3 (pbk) —
ISBN 978-0-203-62881-2 (ebk) 1. Electronic commerce—Law and
legislation. 2. Contracts-Automation. 3. Data encryption (Computer
science)-Law and legislation. 4. Internet domain names—Law and
legislation. L. Title.

K1005.W35 2014

343.09°944—dc23

2013029498

ISBN: 978-0-415-82971-7 (hbk)
ISBN: 978-0-415-83224-3 (pbk)
ISBN: 978-0-203-62881-2 (ebk)

Typeset in Baskerville
by Cenveo Publisher Services

TS el Printed and bound in Great Britain by
TJ International Ltd, Padstow, Cornwall




Table of cases

EU (ECJ/CJEU) cases
Case 24/76, Estasis Salotti di Colzani Aimo e Gianmario Colzani s.n.c.

v. Riiwa Polstereimaschinen GmbH [1976] ECR 1931 .......ccccovmrireirrrurnnnnne 230
Case 71/83, Tilly Russ and Ernest Russv. NV Haven- & Vervoerbedrijf

Nova and NV Goeminne Hout, Judgment of the Court

Lo B 1T L T ——— 230
Case C-101/01, Criminal Proceedings against Bodil Lindguvist

[2003] ECR I-12971 ....cuvueenrrrerenrarecsseasensesnsesssessesssesssessesssessessssssessacesesssesess 187
Case C-159/97, Trasporti Castelletti Spedizioni Internazionali SpA v.

Hugo Trumpy SpA [1999] ECR I-1597.....cvvoiiiiinncinincsiissicsssnaas 227
Case C-256/00, Besix SA v. Wasserreinigungsbau Alfred Kretzschmar

GmbH & Co. KG (Wabag) [2002] ECR I-1699........ccovurvnicrinncrnuensanens 235
Case C-324/09, L’Oréal and Others v. eBay, Court of Justice of

the European Union, Luxembourg, 12 July 2011 ....cccocvenniicinniiennnnes 211
Case C-386/05, Color Drack GmbH v. Lexx International

Vertriebs GmbH [2007] LL.PL. 35 .....ouveeereececrcuerceceenceseacesenns 234,235
Case C-420/97, Leathertex Divisione Sintetici SpA v.

Bodetex BVBA [1999] ECR I-6747........coocuoiiminriiescnnississsnissnesisssssenacs 234
Case C-49/11, Content Services Ltd. v. Bundesarbeitskammer,

B by 2012 uiccnsssisssionsenssonsissussssssssamamsimmmsmorsirvarssssismimanisermssasamisssmsionsa 70

Case C-518/07, European Commission v. Germany, European
Court of Justice (Grand Chamber) 9 March 2010 [2010]

B CMLR 3B...cocrrirsressmmsasssessonsasssssssssssssssarssonsasesesnssasssassisnssonssssussssssssnsssssssssss 206
Case C-543/09, Deutsche Telekom AG Bundesrepublik Deutschland v.
GoYellow GmbH, Telix AG, Judgment of the Court, 5 May 2011.......... 186

Case C-553/07, College van burgemeester en wethouders van Rotterdam
v. M.E.E. Rijkeboer, European Court of Justice (Judgment of

7 May J009) .c..usisscassssecsummmnmnss eissssr s s 156, 195
Case C-73/07, Tietosuojavaltuutettu v. Satakunnan Markkinapirssi
0y, Satamedia Oy, 16 December 2008............ccccvrirmiicriicreiervencrcneennenenes 187

Joined Cases C 585/08 and C 144/09, Peter Pammer v. Reederei Karl
Schliiter GmbH & Co. KG (C 585/08) and Hotel Alpenhof GesmbH v.
Oliver Heller (C-144/09), 7 December 2010 135




x  Table of cases

US cases
Alfred E. Weber v. Dante De Cecco (1 NJ Super. 353, 358) (United States,

New Jersey Superior Court Reports), 14 October 1948......................... 138
ALM. Van Nostrand Reinhold Co., 480 NE 2d 1263 (Ill. App. 1985) ........ 145
Ballard v. Savage, 65 F.3d 1495, 1498 (9% Cir. 1995) ....ccovviuvrnurircrinnninanes 240
Bancroft & Masters, Inc. v. Augusta Nat’l Inc., 223 F. 3d 1082,

1087 (9thy Cirs 20000) ssovsssusvssosssspusssunssnsossssmsssssasoavansasmsnssosssnssssmsiasmasessssssmas 92
Brower v. Gateway 2000, Inc., 676 NYS 2d 569 (New York

Supreme Ct. App. Div. [Aug.] 1998) ..o 37
Burger King Corp. v. Rudzewicz, 471 US 479, 105 S. Ct. 2185,

85 L. Ed. 2d 528 (1985) ..ecveviueriiiiriieienieneiesenereneisssessessesesssesesssessnns 240
Calder v. Jones, 465 US 783 (1984) ..ccovvvvereererireerriaieneinssrsssssnensnsnsninaes 99, 242
Cardozov. True, 342 So. 2d 1053 (Fla. Dist. Ct. App.), cert.

denied, 353..50. 2d 674 (Fla. 1977) wiwcsiaenssssssessssisssrsssssssissssssonsssssosissiarss 145

Cloud Corporation v. Hasbro. Inc., No. 02-1486, 314 F.3d 289

(the United States Court of Appeals for the Seventh Circuit,

DeC. 26, 2002)......ouiuiviicereniesesescisieaseisesie e sssssesnens 135
Cybersell, Inc. v. Cybersell, Inc., 130 F. 3d 414, 420 (9th Cir. 1997) ............... 242
DWP Pain Free Med. P.C. v. Progressive Northeastern Ins. Co. 2006

NY Slip Op 26531 [14 Misc 3d 800] December 7,

2006 Hackeling, J. District Court of Suffolk County ........cccueurunnucrnnacnce 129
Fadal Machining Centers, LLC v. Compumachine, Inc.,
Ne. 10-55719 (9th Cir.; Dee. 15; 2011) ..scussssisossussssmsmmissrssesssiasassassnsaben 68

Farm Credit Bank of St. Paulv. William G. Huether,

(454 N.W. 2d 710, 713) (United States, Supreme Court of

North Dakota, North Western Reporter), 12 April 1990...........coocecuccnnee 138
Golden Valley Grape Juice and Wine, LLCv. Centrisys Corporation et al,

Case No. CV F 09- 1424 LJO GSA (the United States District

Court of the Eastern District of California), 21 January 2010................. 76
Helicopteros Nacionales de Colombia, S.A. v. Hall, 466 US 408 (1984).......... 239
International Harvester Credit Corp. v. Risks., 16 N.C. App. 491,

192 S.E. 2d 707 (1972) c.ccurrurrririirciecienienecaneasnsissiessessessesessssssasssssssssssnsss 264
International Shoe Co. v. Washington, 326 US at 320, 66 S. Ct.

at 160, 90 L. Ed. at 104 (1945).......cccecvurimirererncinirniensseressssssssssssssssassens 239
Klocek v. Gateway, Inc., et al. 2000 US Dist. Lexis 9896,

104 F. Supp.3d 1332 (D. Kan., June 16, 2000).....cc.ccoeurevirerrrmermrrenernrnsenne 37
Lenzv. Universal Music Corp., 572 F. Supp. 2d 1150, United States District

Court for the Northern District of California, 8 August 2008............... 210
Manasher v. NECC Telecom, No. 06-10749, 2007 WL 2713845

(E.D. Mich. 2007) ...oovumieieimnrencrnnaeeneuecsessensesssssssssssssessesssssssssessssssessessesss 76

McLouth Steel Corp. v. Jewell Coal & Coke Co. 570 F. 2d 594,

601 (6™ Cir. 1978), cert. dismissed 439 US 801, 99 S. Ct. 43,

58 L. Ed. 2d 94 (1978) c..oueucuerruercreencrscnsssnsssssssssssssssessssssessesssssssssssssnses 264
Mooare v. Microsoft Corporation (15th April 2002) NY

Sup. Ct. App. Divi 2nd Depit...uisssssssssissamiisssisssssissessornssansensensessansemsarassass 74



Table of cases xi
Paola Briceno v. Sprint Spectrum L.P., 911 So0.2d 176, 177-80 (Fla. Ct. App.

2005), in the District Court of Appeal of Florida, Third District............ 76
ProCD, Inc. v. Zeidenberg, 86 F.3d 1447 (7th Cir. 1996).....ccccoemverirverininiennes 38
Rosenfeld v. Zerneck, 4 Misc.3d 193, 776 NYS 2d 458

(Sup. Ct. Kings Co., NY, May 4, 2004)...c..ccoiviiciimnciissmmuisssuose 36, 52
Sander v. Doe, 831 F.Supp. 886 (S.D.Ga.1993) .......cccccrurervsrrsrerserinrsicsnreeninns 264
Shattuck v. Klotzbach, No. 011109A, 2001 WL 1839720

(Mass: Super: Dec:11; 2001 ):sumsissenmmsnmmosonisseasissssnsssssssssisnss 135
World Wide Volkswagen v. Woodson, 444 US 286 (1980). .......ccccccvunnece 240, 243
Wright v. Direct Capital Securities, Inc., 2010 WL 659073

(Cal. APP. 4 DiSt.).cuoucuririiacaesiesssesnsesie s s s s sas s saesies 129
Zippo Manufacturing Co. v. Zippo Dot Com, Inc.,

952 F. Supp. 1119 (W.D. Pa. 1997) c.coovcrsesrsescesesesesees 99, 240, 241
China cases
Avnet Technology (Hong Kong) Ltd v. JiaTong Technology (Suzhou) Ltd,

the Intermediate People’s Court of Suzhou, No.0027 [2009]................ 248

Chamber of Japan in Shanghaiv. Huida Co. (Hong Kong) (1994) the

Intermediate People’s Court of Ningbo, from Selected Cases

of the Higher People’s Court of Zhejiang Province, 1994..................... 248
Dongdianhua Investment Co Ltd (Shanghai) v. CCID Consulting

Company Ltd. (Beijing), Beijing Haidian District People’s

Court. Yi Zhong Min Zhong Zi No. 10261 [2007] .......cccecuveererunccrnennee 247
Guangzhou Maritime Rescue and Salvage Bureau v. Fuzhou Xiongsheng

Shipping and Trade Co., Ltd. re a Maritime Rescue Contract,

PRC Maxititne (Ct., Mar: 27; 2000..cumsmsnanssmsmasssssssmsrsssmssssismsesssiss 57
Marubeni America Corporation v. Weihai Shan Hai Guang Xing

Leather Co. Ltd and Wei Hai Jinfreng Transportation Agent, Qingdao

Maritime Court, Qinghai Fa Hai Shang Chu Zi. No. 126 [2009]......... 247
Nedco International Incv. NingBo Yinzhou Ledeshi Light-made Factory and

Ningbo Ledeshi Electronic Equipment Co. Lid, the People’s Supreme

Court in Zhejiang Province, (2005) Zhe Ming San Zhong Zi, No. 287...... 246
Ying Mao Company v. Tian Yuan Company (Metarnet Technologies Co., Ltd),

Case of Guaranty Contract Resource Right Dispute, 2006, Vol. 6.

Gazette of the Supreme People’s Court of the People’s

Republic of China p. 207........ccciiciiiiiiniccciniine e ensssesesanes 69
Zhejiang Province Arts & Crafis Import & Export Industrial and

Trade Group v. HongKong Golden Fortune Shipping Co Ltd,

September 1988, Supreme People’s Court, Selected Cases of

People’s Courts (1996) 1711-17 (Shanghai Maritime Court 1991)........ 246

Other cases

Adamsv. Lindsell [1818] 1 B & Ald 681; 106 ER 250.......ccccoeuivccrvrereniannnn. 59
Allen Fabrications Limited v. ASD Limited [2012] EWHC 2213 (TCC).......... 78



xii  Table of cases
Applause Store Productions Ltd and Firshtv. Grant Raphael

[2008] EWHC 1781 (QB)..vcvvvscrerosrsmsssssren 170
Arnhold Karberg & Co v. Blythe Green Jourdain & Co.

[1916] 1 KB 495; CA simsscussissarusssssssasssosisssisssvamsssssovss spssssmomavsasssmsassmogmisssvess 15
Bellv. Lever Brothers Ltd [1932] AC 161 .....c.cvvuvinicininiimininininssserssmsassssenisiins 80
Bernuth Lines Ltdv. High Seas Shipping Ltd (‘The Eastern Navigator’)

[2005] EWHC 3020 ceveveseeereseceoseseceesessseessssomesesssseessemeessesseee 36, 63
Brinkibon Ltd v. Stahag Stahl and Stahlwarenhandelsgesellschaft mbH

[1983] 2 AC 34urrvrovereessscreereessseesesssssssssesssssssssossssssessesssssssesssseseees 50, 90
British Imex Industries Lid v. Midland Bank Ltd

[1958] 2 QB 542, 8t 551 .oovcooooeoeeeeeeressseess s smeerssssseeesssseesessnnen 20
Bundesgerichtshof (Federal Supreme Court) 09.01.2002,

VIII ZR 304/00, Germany (Powdered milk case) .......ccccccvccururirnuaeens 104
Butler Machine Tool Co. Ttd. v. Ex-Cell-O Corpn. (England) Ltd

[1977] EWCA Civ 9, [1979] WLR 401, [1979] 1 WLR 401.........coceuue... 101
Case C-595/07, The German Federal Constitutional Court in the

Judgment of the First Senate of 27 February 2008,1 BvR 370 .............. 154
Central Motors (Birmingham) Ltd v. PA & SNP Wadsworth

[1982] CAT 231; [1983] 133 NLJ 555...c..vscceerserrsocressceesesersssomeersnn 119
Chapelton v. Barry Urban District Council [1940] 1 KB 532.......c.ccevcernrennce 75
Chwee Kin Keong and Others v. Digilandmall.com Pte Ltd

[2005] SGCA 2 ..ttt s et 36,79
Cox v. Prentice [1815] 3 M&S .....ccerurirureerieneiesesseessanssssssssssssssessssssessssesssessenes 81
Durant v. the Financial Services Authority (FSA) [2003] EWCA Civ 1746.... 157
Entores v. Miles Far East Corp. [1955] 2 QB 327; [1955] 2 Al ER 493......... 50
Esso Petroleum Ltd v. Customs and Excise Commissioners

[1976] 1 WLR 1 (HL) cceereeeeeeeeeeerseeeeesessoesessessessesseeesessssesesssseseeeseee 52
Gary Patchett v. Swimming Pool and Allied Trades Association

Limited (SPATA) [2009] EWCA CiV 717 .coevvveereeereeesessereeessseereesssssneen 75
Goodman v. J. Eban Ltd [1954] 1 AILER 763 ......cccveeereeeercniicrencierinsnseinas 122
Grainger & Son v. Gough [1896] AC 325 (HL).....ccceevvrevacnerunsrensisrnssnssassnss 52
Henderson v. Merrett Syndicates Ltd [1995] 2 AC 145, HL....c.occovvnvriccrnenen. 145
Henthorn v. Fraser [1982] 2 Ch 27, CA .....ccouvceeeiirereneseeeresessieseeseesesissenes 54
Holwell Securities Ltd v. Hughes [1974] 1 WLR 155 at 161 ....c.coccceeveuererrerennenee 62
Household Fire and Carriage Accident Insurance Co. v.

Grant [1879] 4 EX D 216....c.oceueriireereererraniesseesesasisssesesiesesesseseesssesesasenes 59
Jafta v. Ezemvelo KZN Wildlife, (D204/07) [2008] ZALC 84;

[2008] 10 BLLR 954 (LC); (2009) 30 ILJ 131 (LC) (1 July 2008).......... 36
Lazarus Estates, Ltdv. Beasley [1956] 1 QB 702 ......c.ccconvninmrernrrninsssessssnnes 122
Leafv. International Galleries [1950] 2 KB 86.......c.cooveeuevevmieurircierenneerenereseenn 80
Leducv. Ward [1888] 20 QBD 457 .....ccuvuvirimnrmnraerenrissssssesssssesesnessessassaeaes 20
LEstrangev. F Graucob Ltd [1934] 2 KB 394 ....covvveveeueeerereeieeennnne 74, 119
McCutcheon v. David MacBrayne Ltd [1964] 1 WLR 125......c.ccoccovveurevunrennne 78

McGrath v. Dawkins & Others [2012] EWHC B3 (QB)
(England, High Court, 30 March 2012)......cc.cceeevmmreerccurrrierensessisaesanes 214



Table of cases  xiii
Mehta v. JPF[2006] EWHC 813 (Ch); [2006] 1 WLR 1543;

[2006] 2 ALl ER 891, 7 APFIl 2006 .cocerresrsemsirisssiinsasississsassasimasias 135
North Range Shipping Lid v. Seatrans Shipping Corp. [2002] 1 WLR 2397......36
Oberlandesgericht Frankfurt am Main, 10. Zivilsenat (Shoes case)

04.03.1994, 10 U 80/93, CISG-online 110 .......ccccccunmearinsesnesssissaresssnsescns 103
Olley v. Marlborough Court Limited [1949] 1 KB 532......c.covevvvrnrnrivinsennnsnnnns 75
Pharmaceutical Society of GB v. Boots Cash Chemists

[1958] 1 OB-401 [CA) orecosnmrmrsmsevmmomsanmyrissisiissopsiic omsamsagmso 51
Power Curber International Ltd v. National Bank of Kuwait

[1981] 2 WLR. 1283 ...oocssisussssssssuarossasconsorscassassassorsoninsusassssnsssessssnsosspsssonion 24
Sanders Bros v. Maclean [1983] 11 QBD 327 ......ccvevemimieninnemencninsinnnmensnsenine 20
Schelde Delta Shipping BV v. Astarte Shipping Ltd (The Pamela’)

[1995] 2 Lloyd’s Rep 249.......cumimiuricnsniinninsinissesscnssenssssssssssssassssaessssassns 63
Seatbooker Sales Limited v. Southend United Football Club

[2008] EWHC 157...cuviiiiiieuenniecssnsssiniescsesisssnissssesiesssssssssasssssessessesssssesses 81
Sinochem v. Mobil [2000] 1 Lloyd’s Rep 670 .......c.ccooueueremscmcrmmniensinsienes 228
SM Integrated Transware Pte Ltdv. Schenker Singapore (Pte) Ltd

[2005] SGHEC 58 .ovvveveereereeeseseesesssssmsssssssseossessssssssssssomsssssssessosssssesse 36, 130
Soproma SpA v. Marine & Animal By-Products Corporation

[1966] 1. Lloyd's Rep 387w smismsmimamsm i 24
Specialist Insulation Ltdv. Pro-Duct (Fife) Ltd [2012] CSOH 79................... 102
Stevenson v. McLean [1879-80] LR 5 QB 346.......cccivuenuerviniiiinirienicincininns 111
Sweeny v. Mulcahy [1993] ILRM 289........oomiiiiciciiiciniesisisissnisiesesensns 73
Tekdata Interconnections Ltd v. Amphenol Ltd [2009] EWCA Civ 1209;

[2009] 2 CLC 866, [2010] 1 Lloyd’s Rep 357 ....cccusccmasesssnsenseassnsnssaseass 101
The Great Peace Shipping Ltdv. Tsavliris Salvage (International) Lid

[2002] 3 WER 617 v vurinamsssspssssmemsinimisssiarisiisssssansssssaisiasssons smsissmess 80
Thornton v. Shoe Lane Parking [1971] 2 QB 163 at 169 .......cccovuvvrircirnmrnuecencn. 3
UBS Securities LLC v. HSH Nordbank AG [2009] EWCA Civ 585............. 231
University of Plymouth v. European Language Centre Limited

[ 2805 EMWCEETIT T . oo rusmommysmmaveoncsssnion S B basapiniias 78
Vergo Kwekerijen v. unknown, Hoge Raad der Nederlanden,

Netherlands 28 January 2005 Supreme Court .......c.cccovuevnisnuememnsinieasnass 67
Vita Food Products Inc. v. Unus Shipping Co. Ltd [1939] AC 277.....ccoevueuen.. 261

W.H. Martin Ltdv. Feldbinder Spezialfahzeugwerke GmbH
[1998] LL.PE. 794 w.vveeeeeeeoreeeeseesesesesemssesesrnesessesseeessessesssesssessssssessees 997



List of abbreviations

AAA American Arbitration Association

AAAI Association for the Advancement of Artificial Intelligence

ABA American Bar Association

ADNDRC Asian Domain Name Dispute Resolution Centre

ADR Alternative Dispute Resolution

APEC Asia-Pacific Economic Cooperation

B2B Business-to-Business

B2C Business-to-Consumer

BIS Department for Business, Innovation and Skills

CAs Certificate Authorities

CIETAC China International Economic and Trade Arbitration
Commission

CIF Cost, Insurance and Freight

CISG UN Convention on Contracts for the International Sale
of Goods

CJEU Court of Justice of the European Union

CMI Committee Maritime International

CNDRP CNNIC Domain Name Dispute Resolution Policy

CNNIC China Internet Network Information Center

COPPA Children’s Online Privacy Protection Act

CPS Certificate Practice Statement

CSP Certification Service Providers

DDoS Distributed Denial of Service (Attack)

ECJ European Court of Justice

ECPA Electronic Communications Privacy Act

EDPS European Data Protection Supervisor

EPIC Electronic Privacy Information Center

ERA Academy of European Law

ESIGN Electronic Signatures in Global and National Commerce Act

FOB Free on Board

FRA EU Agency for Fundamental Rights

FTC Federal Trade Commission

GDP Gross Domestic Product



xvi  List of abbreviations

GST
gTLD
GUIDEC
HKIAC
ICANN
ICC
ICDR
I1CO
IDABC

IP

ISP
KIDRC
N&A
NIST
NPC
NRA
NTD
ODR
OECD
PECL
P2P
PETs
PICC
PIN
PKI
PRC
QoS
RCA
RPA
SLA
SMEs
SNS
SOA
SOC
T&C
TCP/1P
ucCcC
UCITA
ucCp
UDRP
UETA
UNCITRAL
UNIDROIT
URL

Goods and Services Tax

Generic Top-Level Domain

General Usage for International Digitally Ensured Commerce
Hong Kong International Arbitration Centre

Internet Corporation for Assigned Names and Numbers
International Chamber of Commerce

International Center for Dispute Resolution

Information Commissioner’s Office

Interoperable Delivery of European eGovernment
Services to Public Administrations, Businesses and Citizens
Intellectual Property

Internet Service Provider

Korean Internet Address Dispute Resolution Committee
Notice and Action

National Institute of Standards and Technology

National People’s Congress (China)

National Regulatory Authority

Notice and Takedown

Online Dispute Resolution

Organisation for Economic Cooperation and Development
Principles of European Contract Law

Peer to Peer

Privacy-Enhancing Technologies

Principles of International Commercial Contracts
Personal Identification Number

Public Key Infrastructure

People’s Republic of China

Quality of Service

Recognised Certificate Authority

Relying Party Agreement

Service Level Agreement

Small and Medium-Sized Enterprises

Social Networking Site

Service-oriented Architecture

Service-oriented Computing

Terms and Conditions

Internet Protocol Suite

Universal Commercial Code

Uniform Computer Information Transactions Act
Uniform Customs and Practice

Uniform Domain Name Dispute Resolution Policy
Uniform Electronic Transactions Act

United Nations Commission on International Trade Law
International Institute for the Unification of Private Law
Uniform Resource Locator



List of abbreviations xvii

UTC Coordinated Universal Time

WIPO World Intellectual Property Organisation

WIPO-UDRP World Intellectual Property Organisation — Domain Name
Dispute Resolution Policy



Contents

Table of cases
List of abbreviations

PART I
Introduction

1 Introduction

1.1.  Law of electronic commercial transactions: purpose
and structure of this book 3

1.2. Key concepts and features 6

1.3. Benefits: economic and social impacts 13

1.4. Legal background to the rise of electronic
commercial transactions 15

PART II
Electronic Contracts
2 What is an electronic contract?

2.1. The definition of electronic contracting 35
2.2. Features: e-mail v. clickwrap v. shrinkwrap 36
2.3. The online contracting parties: who is contracting online? 40

3 When is an electronic contract made?

3.1. Dispatch and receipt of an electronic communication 44
3.2. Offer and acceptance 49

ix
XV

29

35

44



vi  Contents

4 What are the terms and conditions?

4.1. Availability of terms and conditions 67
4.2. Incorporation of terms and conditions 73

5 What are the vitiating factors?

5.1. Error in electronic communications 79

5.2. Example of the practical implications: Microsoft
Outlook functions 88

5.3. Example of regulatory harmonisation: European
contract law 91

6 Where is the contract made?

6.1. Place of business 95
6.2. Place of performance 97

7 Contemporary issue: the electronic battle of
the forms

7.1. International legislation: CISG and the
UNIDROIT Principles 103
7.2. US legislation: UCC 104
73. EU legislation: PECL 106
7.4. Chinese legislation: China Contract Law 108
7.5. Proposed solutions to the electronic battle of the forms 110

Part 11 Summary 113

PART III
Online Security

8 Electronic signatures and electronic
authentication
8.1. Electronic signatures 119
8.2. Electronic authentication 138

9 Data privacy protection: r ions

9.1. Definition: data protection v. privacy protection 155
9.2. Challenges of data privacy protection 159
9.3. Current legal framework for data privacy protection 163

66

79

94

100

117

119

153



Contents vii

10 Data privacy protection: practices and

11

implementation

10.1. Informed consent 183
10.2. Data breach notification 188
70.3. Effective enforcement mechanisms 799

Liability of Internet service providers:
implementation of the notice and takedown (NTD)
procedure

71.1.  The role of Internet service providers 207
711.2. Notice and action procedures in Europe 208

Part III Summary 218

PART IV
Dispute Resolution

12 Resolving electronic commercial disputes

12.1. Internet jurisdiction 224
12.2. Applicable law for Internet-related disputes 250
12.3. Online dispute resolution 271

Part IV Summary 293

PART V
The Future

13 Conclusions and recommendations

13.1. Future legislative trends in the EU, US and China 297
13.2. Solutions to the obstacles in the law of electronic
commercial transactions 300

APPENDICES

Appendix 1 United Nations Convention on the Use

of Electronic Communications in
International Contracts 2005

183

207

221

223

295

297

307

309



viii  Contents

Appendix 2 Regulation (EU) No. 524/2013 of the

Appendix 3

Index

European Parliament and of the Council

of 21 May 2013 on online dispute

resolution for consumer disputes and

amending Regulation (EC) No. 2006/2004

and Directive 2009/22/EC (Regulation on
consumer ODR), OJ L 165/1, 18 June 2013 320

Law of People’s Republic of China on
the Laws Applicable to Foreign-related
Civil Relations 2010 340

347



Part I
Introduction



HoNREE, FE B S5E #EPDFIE ) 7] : www. ertongbook. com



