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Foreword

In 1976, when I saw my first Arpanet IMP at Digital Equipment Corporation, networks as we know
them today were in their infancy. SNA, XNS, and DECnet were under early development, and packet
switching versus circuit switching was the hot topic of the day. Those of us involved in the design of the
switching and routing algorithms were dealing with routers (although we didn’t call them that) that had
64 kilobytes of memory, data link of 56 kilobits were considered blindingly fast, and networks with 256
nodes were big enough that if you were the salesman who sold those 256 computers, you would retire
fabulously wealthy.

Thirty years is a long time, and today the individual networks that make up the Internet contain thou-
sands or tens of thousands of nodes, while the Internet as a whole contains hundreds of millions of com-
puters. Most striking in the evolution over this human generation is that the foundations of the Internet
laid down in the TCP/IP protocol suite have survived mostly intact through four or more generations of
computing architectures, three complete generations of operating system technology, and an increase of
five orders of magnitude in transmission speeds.

Yet, we still treat routing in packet-switched networks as a black art. Why is that?

First, designing robust, scalable distributed algorithms is hard. Despite our best intentions to make them
simple, complexity creeps in to deal with the inevitable special cases, optimizations, peculiar topolo-
gies, and link technologies one encounters. Because a “fork lift upgrade” of an entire network is rarely
feasible, we have multiple generations of technology present simultaneously, and we must maintain
backward-compatibility with essentially no disruption to deployed services. As policies governing the
routing of packets become more sophisticated, our ability to devise automated discovery and configura-
tion procedures gets overwhelmed, and we fall back on manual configuration and performance tuning
techniques. Finally, as the environment in which these networks are operated has evolved from a coop-
erative one where trust was implicit to one in which the network is subject to both inside and outside
attack, designing and deploying routing systems that can be made secure has become an urgent priority.

Routing TCP/IP tackles this black art comprehensively. The present Volume 1 covers all the needed fun-
damentals of TCP/IP networks and gives you all the tools needed to understand how routing is accom-
plished within a single administrative region of the Internet. Straightforward ideas of packet-switched
routing are presented first in the chapters on addressing and static routing. The most popular IGPs—RIP,
EGRP, OSPF, and ISIS —are covered in depth. Advanced topics in route redistribution, route filtering,
and policy routing round out Volume 1.

This second edition also adds essential material on IPv6 as well as bringing all the material up to date
with examples and configurations for the latest releases of Cisco I0S.

For anyone wanting a comprehensive understanding of how routing in TCP/IP networks really works,
from the design principles of routing algorithms, to the evolution of addressing schemes, to the practical
aspects of designing and configuring the routing of large autonomous systems, this is the book for you.

David Oran
Cisco Fellow




Introduction

Routing is an essential element of all but the smallest data communications networks. At one level, rout-
ing and the configuration of routers are quite simple. But as networks grow in size and complexity, rout-
ing issues can become at once both large and subtle. Perversely, perhaps, we are grateful for the difficult
problems large-scale routing can present—as network systems consultants, these problems are our
bread and butter. Without them, the phrase “You want fries with that?”” could be an unfortunate part of
our daily vocabulary.

Cisco Certified Internetwork Experts are widely recognized for their ability to design, troubleshoot, and
manage large networks. This recognition comes from the fact that you cannot become a CCIE by attend-
ing a few classes and then regurgitating some memorized facts onto a written test. A CCIE has proven
expertise in an intense, famously difficult hands-on lab exam.

Objectives

This book is the first of two volumes that focuses on TCP/IP routing issues. Early in the writing of the
first edition, Kim Lew, former Cisco Systems program manager, said, “Our objective is to make CCIEs,
not to make people who can pass the CCIE lab.” We entirely agree with that statement and have used
it as a guiding principle throughout the writing of this book. Although the book includes many case
studies and exercises to help you prepare for the CCIE lab, my primary objective is to increase your
understanding of IP routing—both on a generic level and as it is implemented on Cisco routers.

Audience

The audience for this book is any network designer, administrator, or engineer who needs a full under-
standing of the interior routing protocols of TCP/IP. Although the practical aspects of the book focus on
the Cisco I0S, the information is applicable to any routing platform.

The book is not only for readers who plan to become CCIEs, but for people who wish to advance their
knowledge of TCP/IP routing. These readers will fall into one of three categories:

*  The “beginners” who have some basic networking knowledge and wish to begin a deep stud}'r
of networking.

*  The intermediate-level networking professionals who have experience with routers, Cisco or
otherwise, and plan to advance that experience to the expert level.

*  The highly experienced networking experts. These individuals have extensive hands-on exper-
tise with Cisco routers and are ready to take the CCIE lab; however, they want a structured
review and series of exercises for verification and validation.

CCIE Professional Development: Routing TCP/IP, Volume I focuses primarily on intermediate-level

networking professionals while offering to beginners a structured outline of fundamental information
and to experts the required challenges to hone their skills.

Changes from First Edition

There are several factors influencing the changes contained in this second edition. The first factor
is the CCIE itself. When I (Jeff) wrote the first edition of this book, the CCIE—specifically what is now




called the Routing and Switching specialty of the CCIE— was the only certification Cisco Systems
offered. Now, there is a series of certifications creating a path to the CCIE at the pinnacle. Moreover,
the typical networking professional is more knowledgeable than in 1997. Given this, we have elimi-
nated the first chapter of the original book, which covered such very basic concepts as the definition
of bridges and routers and network addresses. (When was the last time you even saw a bridge in a
network?)

The second factor influencing the changes in this edition is the changes in the Cisco Systems IOS.
IGRP, which was frequently used when the first edition was written, is now a legacy protocol whose
main significance is as the ancestor of EIGRP. Therefore the IGRP chapter of the first edition has been
eliminated and IGRP is covered for historical perspective early in the EIGRP chapter. The 10S com-
mand suite itself has expanded to accommodate new functions and options; we have made every
effort to include the commands and protocol extensions that did not exist in the late 1990s.

Lastly, a protocol that existed mostly only in proposal form in 1997 —IPv6—is now in the early stages
of worldwide deployment. You can expect to need a detailed knowledge of this protocol and the exten-
sions to IP routing protocols that support it in the near future, if not already, so this second edition
delves deeply into routing IPv6.

Other changes in this edition are semantic. For example, in the first edition, I (Jeff) made a point of
differentiating between a “network” as a data link and an “internetwork” as a set of networks connected
by routers. Although that terminology is certainly accurate, it is clumsy, and “internetwork” is seldom used
these days. Instead, “network” usually refers to everything from a local link to worldwide autonomous
systems operated by the likes of Level 3, NTT, and Sprint. We have attempted to bring the terminology

in this edition up to modern, common usage.

Organization
The 14 chapters of the book are divided into three parts.

Part I, “Routing Basics,” examines the basics of IPv4 and IPv6, and the basics of routing. Although
more advanced readers may wish to skip the first chapter, we recommend that they at least skim Chapter 3,
“Static Routing,” and Chapter 4, “Dynamic Routing Protocols.” And, of course, if you are not yet famil-
iar with IPv6, Chapter 2, “IPv6 Overview,” is a must-read.

Part II, “Interior Routing Protocols,” covers the IP Interior Gateway Protocols. Each protocol-specific
chapter begins with a discussion of the theory, mechanics, and parameters of the protocol. This general
overview is followed by case studies on configuring and troubleshooting the protocol using Cisco
Systems’ IOS in various network topologies.

The Exterior Gateway Protocol, BGP, and topics such as multicast routing, Quality of Service, router secu-
rity and management, and Network Address Translation, are covered in “Routing TCP/IP, Volume II”

Part III, “Route Control and Interoperability.” examines the tools available for creating and managing
interoperability with multiple IP routing protocols, and also such tools as default routes and route filter-
ing. As such, the chapters of this last part provide an introduction to the tools necessary for building the
complex routing policies introduced in Volume II. These chapters, like the ones in Part 1T, begin with
concepts and conclude with case studies.




Book Features

Most chapters conclude with a set of review question@)nﬁguration exercises, and troubleshooting
exercises. The review questions focus on the theoretical aspects of the chapter topic, whereas the config-
uration and troubleshooting exercises address Cisco-specific aspects of the chapter topic.

Also at the end of each chapter is a table with a brief description of all important Cisco IOS commands
used in that chapter. The conventions used to present these commands are the same conventions used in
the IOS Command Reference and presented earlier in this introduction.




Icons Used in This Book

Communication
Server

Headquarters

Printer

Gateway

Catalyst
Switch

Cisco
MDS 9500

¥ = N,

/
it

S

N
- B4
N, st

Network Cloud

Terminal

Router

File
Server

Multilayer
Switch

Optical
Services
Router

"Line: Ethernet

PC with Sun
Software

Web
Server

IBM Label Switch
Router

Mainframe

ATM
Switch

Enterprise

Workstation

Cisco Works
Workstation

Macintosh Branch

Office

Cluster
Controller

e

Cisco

ATM router MDS 9500
—
i/
A —p
71N
Route/Switch Switch
Processor

. : Fibre
Fibre Channel disk Channel
JBOD
—— e s

Line: Serial

Line: Switched Serial

House, Regular



Command Syntax Conventions
The conventions used to present command syntax in this book are the same conventions used in the IOS
Command Reference. The Command Reference describes these conventions as follows:

*  Boldface indicates commands and keywords that are entered literally as shown. In actual con-
figuration examples and output (not general command syntax), boldface indicates commands
that are manually input by the user (such as a show command).

e [Italics indicate arguments for which you supply actual values.

e Vertical bars (I) separate alternative, mutually exclusive elements.

¢ Square brackets [ ] indicate optional elements.

¢ Braces { } indicate a required choice.

*  Braces within brackets [{ }] indicate a required choice within an optional element.
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