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To Antigone
never dull
never boring .
always a Sage



NOTATION

Even the natives have difficulty mastering this peculiar vocabulary.

—The Golden Bough, Sir James George Frazer

Symbol Expression Meaning

D, K D(K, Y) Symmetric (fecieyption of ciphertext Y using secret key K.

D,PR, D(PR, Y} Asymmetric decryption of ciphertext Y using A’s private key PR,

D, PU, D(PU,, Y) Asymmetric decryption of ciphertext Y using A’s public key PU,

E. K E(X, X) Symmetric encryption of plaintext X using secret key K.

E, PR, E(PR. . X) Asymmetric e11<:13y'f:§t'ibn°w of plaintext X using A’s private key PR,

E, PL. E(PU, X) Asymmetric engryptlon Qf plamtext X using A’s public key Pl

K Secretkey

PR Private key of user A

Pt Public key of user A

CK C(K, X) Message authentication code of message X using secret key K.

GF(p) The finite field of order p, where p is prime. The field is defined as
the set Z, together with the arithmetic operations modulo p.

GE(2") The finite field of order 2".

L Set of nonnegative integers less than n

ged ged(i, ) Greatest common divisor; the largest positive integer that divides
both i and j with no remainder on division.

mod a mod m Remainder after division of a by m.

mod, = a = b (mod m) amodm = bmod m

mod, # a # b (mod m) amodm # b modm

dlog dlog, ,(b) Discrete logarithm of the number b for the base a (mod p)

b ¢(n) The number of positive integers less than 7 and relatively prime to n.
This is Euler’s totient function. ;

2 iilai a ot A

n

II Ha,- a XaX--Xa,

| ilj i divides j, which means that there is no remainder when J is divided by i

I, lal Absolute value of a

i xlly X concatenated with y

~ x~y X is approximately equal to y

@ x@Dy Exclusive-OR of x and y for single-bit variables; Bitwise exclusive-OR
of x and y for multiple-bit variables

e {x] The largest integer less than or equal to x

& X ES The element x is contained in the set S.

e A< (ay,ay,...,a;) The integer A corresponds to the sequence of integers (ay, a,,..., a;)




PREFACE

“The tie, if I might suggest it, sir, a shade more tightly knotted. One aims at
the perfect butterfly effect. If you will permit me—"

“What does it matter, Jeeves, at a time like this? Do you realize that
Mpr. Little’s domestic happiness is hanging in the scale?”

“There is no time, sir, at which ties do not matter.”

—Very Good, Jeeves! P. G. Wodehouse

In this age of universal electronic connectivity, of viruses and hackers, of electronic eavesdrop-
ping and electronic fraud, there is indeed no time at which security does not matter. Two trends
have come together to make the topic of this book of vital interest. First, the explosive growth
in computer systems and their interconnections via networks has increased the dependence of
both organizations and individuals on the information stored and communicated using these
systems. This, in turn, has led to a heightened awareness of the need to protect data and
resources from disclosure, to guarantee the authenticity of data and messages, and to protect
systems from network-based attacks. Second, the disciplines of cryptography and network
security have matured, leading to the development of practical, readily available applications
to enforce network security.

OBJECTIVES

It is the purpose of this book to provide a practical survey of both the principles and practice
of cryptography and network security. In the first two parts of the book, the basic issues to be
addressed by a network security capability are explored by providing a tutorial and survey of
cryptography and network security technology. The latter part of the book deals with the
practice of network security: practical applications that have been implemented and are in
use to provide network security. )

The subject, and therefore this book, draws on a variety of disciplines. In particular, it is
impossible to appreciate the significance of some of the techniques discussed in this book with-
out a basic understanding of number theory and some results from probability theory. Never-
theless, an attempt has been made to make the book self-contained. The book presents not only
the basic mathematical results that are needed but provides the reader with an intuitive under-
standing of those results. Such background material is introduced as needed. This approach
helps to motivate the material that is introduced, and the author considers this preferable to
simply presenting all of the mathematical material in a lump at the beginning of the book.

INTENDED AUDIENCE

The book is intended for both an academic and a professional audience. As a textbook, it
is intended as a one-semester undergraduate course in cryptography and network security
for computer science, computer engineering, and electrical engineering majors. It covers
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the material in IAS2 Security Mechanisms, a core area in the Information Technology body
of knowledge; NET4 Security, another core area in the Information Technology body of
knowledge; and IT311, Cryptography, an advanced course; these subject areas are part of
the Draft ACM/IEEE Computer Society Computing Curricula 2005.

The book also serves as a basic reference volume and is suitable for self-study.

PLAN OF THE BOOK

The book is organized in four parts:

Part One. Conventional Encryption: A detailed examination of conventional
encryption algorithms and design principles, including a discussion of the
use of conventional encryption for confidentiality.

Part Two. Public-Key Encryption and Hash Functions: A detailed examination of
public-key encryption algorithms and design principles. This part also
examines the use of message authentication codes and hash functions,
as well as digital signatures and public-key certificates.

Part Three. Network Security Practice: Covers important network security tools
and applications, including Kerberos, X.509v3 certificates, PGP, SSMIME,
IP Security, SSL/TLS, and SET.

Part Four. System Security: Looks at system-level security issues, including the
threat of and countermeasures for intruders and viruses, and the use of
firewalls and trusted systems.

In addition, the book includes an extensive glossary, a list of frequently used acronyms,
and a bibliography. Each chapter includes homework problems, review questions, a list of
key words, suggestions for further reading, and recommended Web sites.

A more detailed, chapter-by-chapter summary of each part appears at the beginning of
that part.

INTERNET SERVICES FOR INSTRUCTORS AND STUDENTS

There is a Web site for this book that provides support for students and instructors.
The site includes links to other relevant sites, transparency masters of figures and tables in
the book in PDF (Adobe Acrobat) format, and PowerPoint slides. The Web page is at
WilliamStallings.com/Crypto/Cryptode.html. As soon as typos or other errors are discov-
ered, an errata list for this book will be available at WilliamStallings.com. In addition, the
Computer Science Student Resource site, at WilliamStallings. com/StudentSupport html,
provides documents, information, and useful links for computer science students and
professionals.

PROJECTS FOR TEACHING CRYPTOGRAPHY

AND NETWORK SECURITY

For many instructors, an important component of a cryptography or security course is a pro-
ject or set of projects by which the student gets hands-on experience to reinforce concepts
from the text. This book provides an unparalleled degree of support for including a projects



component in the course. The instructor’s manual not only includes guidance on how to assign
and structure the projects, but also includes a set of suggested projects that covers a broad
range of topics from the text:

* Research projects: A series of research assignments that instruct the student to research
a particular topic on the Internet and write a report

* Programming projects: A series of programming projects that cover a broad
range of topics and that can be implemented in any suitable language on any
platform

* Lab exercises: A series of projects that involve programming and experimenting with
concepts from the book

* Writing assignments: A set of suggested writing assignments, by chapter

* Reading/report assignments: A list of papers in the literature, one for each chapter,
that can be assigned for the student to read and then write a short report

See Appendix B for details.

WHAT’S NEW IN THE FOURTH EDITION

In the three years since the third edition of this book was published, the field has seen con-
tinued innovations and improvements. In this new edition, I try to capture these changes
while maintaining a broad and comprehensive coverage of the entire field. To begin this
process of revision, the third edition was extensively reviewed by a number of professors
who teach the subject. In addition, a number of professionals working in the field reviewed
individual chapters. The result is that, in many places, the narrative has been clarified and
tightened, and illustrations have been improved. Also, a large number of new “fieid-tested”
problems have been added.

Beyond these refinements to improve pedagogy and user friendliness, there have been
major substantive changes throughout the book. Highlights include the following:

* Simplified AES: This is an educational, simplified version of AES (Advanced
Encryption Standard), which enables students to grasp the essentials of AES
more easily.

* Whirlpool: This is an important new secure hash algorithm based on the use of a
symmetric block cipher.

* CMAC: This is a new block cipher mode of operation. CMAC (cipher-based message
authentication code) provides message authentication based on the use of a symmetric
block cipher.

¢ Public-key infrastructure (PKI): This important topic is treated in this new edition.

» Distributed denial of service (DDeS) attacks: DDoS attacks have assumed increasing
significance in recent years.

¢ Common Criteria for Information Technology Security Evaluation: The Common
Criteria have become the international framework for expressing security requirements
and evaluating products and implementations.

* Online appendices: Six appendices available at this book’s Web site supplement the
material in the text.

In addition, much of the other material in the book has been updated and revised.
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