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Foreword

ers and users of computer technology were the twice yearly Joint Computer Con-

ferences (JCCs)—initially called the Eastern and Western JCCs, but later renamed
the Spring and Fall JCCs and even later, the annual National (AFIPS) Computer Con-
ference. From this milieu, the topic of computer security—later to be called informa-
tion system security and currently also referred to as “protection of the national
information infrastructure”—moved from the world of classified defense interests
into public view.

A few people—Robert L. Patrick, John P. Haverty, and I among others—all then at
the RAND Corporation—had been talking about the growing dependence of the coun-
try and its institutions on computer technology. It concerned us that the installed sys-
tems might not be able to protect themselves and their data against intrusive and
destructive attacks. We decided that it was time to bring the security aspect of com-
puter systems to the attention of the technology and user communities.

The enabling event was the development within the National Security Agency
(NSA) of a remote-access time-sharing system with a full set of security access con-
trols, running on a Univac 494 machine, and serving terminals and users not only
within the headquarters building at Fort George G. Meade, Maryland, but also world-
wide. Fortuitously, I knew details of the system.

Persuading two others from RAND to help—Dr. Harold Peterson and Dr. Rein
Turn—oplus Bernard Peters of NSA, I organized a group of papers and presented it to
the SJCC conference management as a ready-made additional paper session to be
chaired by me. [1] The conference accepted the offer, and the session was presented at
the Atlantic City (NJ) Convention Hall in 1967.

Soon thereafter and driven by a request from a defense contractor to include both
defense classified and business applications concurrently in a single mainframe ma-
chine functioning in a remote-access mode, the Department of Defense, acting through
the Advanced Research Projects Agency (ARPA) and later the Defense Science Board
(DSB), organized a committee, which I chaired, to study the issue of security controls
for computer systems. The intent was to produce a document that could be the basis for
formulating a DoD policy position on the matter.

In the 1950s and 1960s, the prominent conference gathering places for practition-



The report of the committee was initially published as a classified document and
was formally presented to the sponsor (the DSB) in January 1970. It was later declassi-
fied and republished (by the RAND Corporation) in October 1979. {2] It was widely
circulated and became nicknamed “the Ware report.” The report and a historical intro-
duction are available on the RAND web site. [3]

Subsequently, the United States Air Force (USAF) sponsored another committee
chaired by James P. Anderson. [4] Its report, published in 1972, recommended a 6-year
R&D security program totaling some $8M. [S] The USAF responded and funded sev-
eral projects, three of which were to design and implement an operating system with
security controls for a specific computer.

Eventually these activities led to the “Criteria and Evaluation™ program sponsored
by the NSA. It culminated in the “Orange Book” [6] in 1983 and subsequently its sup-
porting array of documents, which were nicknamed “the rainbow series.” [7] Later, in
the 1980s and on into the 1990s, the subject became an international one leading to the
ISO standard known as the “Common Criteria.” [8]

It is important to understand the context in which system security was studied in
the early decades. The defense establishment had a long history of protecting classified
information in document form. It had evolved a very elaborate scheme for compart-
menting material into groups, sub-groups and super-groups, each requiring a specific
personnel clearance and need-to-know as the basis for access. {9] It also had a
centuries-long legacy of encryption technology and experience for protecting classified
information in transit. Finally, it understood the personnel problem and the need to
establish the trustworthiness of its people. And it certainly understood the physical se-
curity matter.

Thus, “the” computer security issue, as it was understood in the 1960s and even
later, was how to create in a computer system a group of access controls that would
implement or emulate the processes of the prior paper world, plus the associated is-
sues of protecting such software against unauthorized change, subversion, and illicit
use, and of embedding the entire system in a secure physical environment with appro-
priate management oversights and operational doctrine and procedures. The poorly
understood aspect of security was primarily the software issue with, however, a collat-
eral hardware aspect; namely, the risk that it might malfunction—or be penetrated—
and subvert the proper behavior of software. For the related aspects of
communications, personnel, and physical security, there was a plethora of rules, regu-
lations, doctrine, and experience to cover them. It was largely a matter of merging all
of it with the hardware/software aspects to yield an overall secure system and operat-
ing environment.

However, the world has now changed in essential ways. The desktop computer and
workstation have appeared and proliferated widely. The Internet is flourishing and the
reality of a World Wide Web is in place. Networking has exploded and communication
among computer systems is the rule, not the exception. Many commercial transactions
are now web-based; many commercial communities—the financial one in particular—
have moved into a web posture. The “user” of any computer system can literally be
anyone in the world. Networking among computer systems is ubiquitous; information-
system outreach is the goal.



The net effect of all of this has been to expose the computer-based information sys-
tem—its hardware, its software, its software processes, its databases, its communica-
tions—to an environment over which no one—not end-user, not network administrator
or system owner, not even government—has control. What must be done is to provide
appropriate technical, procedural, operational, and environmental safeguards against
threats as they might appear or be imagined, embedded in a societally acceptable legal
framework. :

And appear threats did—from individuals and organizations, national and interna-
tional. The motivations to penetrate systems for evil purpose or to create malicious
software—generally with an offensive or damaging consequence—vary from personal
intellectual satisfaction to espionage, to financial reward, to revenge, to civil disobedi-
ence, and to other reasons. Information-system security has moved from a largely self-
contained bounded environment interacting with a generally known and disciplined
user community to one of worldwide scope with a body of users that may not be
known and are not necessarily trusted. Importantly, security controls now must deal
with circumstances over which there is largely no control or expectation of avoiding
their impact. Computer security, as it has evolved, shares a similarity with liability in-
surance; they each face a threat environment that is known in a very general way and
can generate attacks over a broad spectrum of possibilities; but the exact details or even
time or certainty of an attack is unknown until an event has occurred.

On the other hand, the modern world thrives on information and its flows; the con-
temporary world, society, and institutions cannot function without their computer-
communication-based information systems. Hence, these systems must be protected in
all dimensions—technical, procedural, operational, environmental. The system owner
and its staff have become responsible for protecting the organization’s information assets.

Progress has been slow, in large part because the threat has not been perceived as
real or as damaging enough; but also in part because the perceived cost of comprehen-
sive information system security is seen as too high compared to the risks—especially
the financial consequences—of not doing it. Managements, whose support with appro-
priate funding is essential, have been slow to be convinced.

This book addresses the broad sweep of issues above: the nature of the threat and
system vulnerabilities (Chapter 1); cryptography (Chapters 2 and 12); the Common
Criteria (Chapter 5); the World Wide Web and Internet (Chapter 7); managing risk
(Chapter 8); software vulnerabilities (Chapter 3); and legal, ethical, and privacy issues
(Chapters 10 and 11). The book also describes security controls that are currently
available such as encryption protocols, software development practices, firewalls, and
intrusion-detection systems. Overall, this book provides a broad and sound foundation
for the information-system specialist who is charged with planning and/or organizing

- and/or managing and/or implementing a comprehensive information-system security
program.

Yet to be solved are many technical aspects of information security—R&D for hard-
ware, software, systems, and architecture; and the corresponding products. Notwith-
standing, technology per se is not the long pole in the tent of progress. Organizational
and management motivation and commitment to get the security job done is. Today,
the collective information infrastructure of the country and of the world is slowly mov-



ing up the learning curve; every mischievous or malicious event helps to push it along.
The terrorism-based events of recent times are helping to drive it. Is it far enough up
the curve to have reached an appropriate balance between system safety and threat? Al-
most certainly, the answer is, “No, not yet; there is a long way to go.” [10]

Willis H. Ware
The RAND Corporation
Santa Monica, California
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Preface

puter security on our daily lives. For example, on a single day in June 2006, the

Washington Post included three important articles about security. On the front
page, one article discussed the loss of a laptop computer containing personal data on
26.5 million veterans. A second article, on the front page of the business section, de-
scribed Microsoft’s new product suite to combat malicious code, spying, and unse-
cured vulnerabilities in its operating system. Further back, a third article reported on a
major consumer electronics retailer that inadvertently installed software on its cus-
tomers’ computers, making them part of a web of compromised slave computers. The
sad fact is that news like this appears almost every day, and has done so for a number
of years. There is no end in sight.

Even though the language of computer security—terms such as virus, Trojan horse,
phishing, spyware—is common, the application of solutions to computer security prob-
lems is uncommon. Moreover, new attacks are clever applications of old problems. The
pressure to get a new product or new release to market still in many cases overrides secu-
rity requirements for careful study of potential vulnerabilities and countermeasures. Fi-
nally, many people are in denial, blissfully ignoring the serious harm that insecure
computing can cause.

Every day, the news media give more and more visibility to the effects of com-

WHY READ THIS BOOK?

.10 -

Admit it. You know computing entails serious risks to the privacy and integrity of your
data, or the operation of your computer. Risk is a fact of life: Crossing the street is
risky, perhaps more so in some places than others, but you still cross the street. As a
child you learned to stop and look both ways before crossing. As you became older you
learned to gauge the speed of oncoming traffic and determine whether you had the time
to cross. At some point you developed a sense of whether an oncoming car would slow
down or yield. We hope you never had to practice this, but sometimes you have to de-
cide whether darting into the street without looking is the best means of escaping dan-
ger. The point is all these matters depend on knowledge and experience. We want to
help you develop the same knowledge and experience with respect to the risks of se-
cure computing.



How do you control the risk of computer security?

* Learn about the threats to computer security.

* Understand what causes these threats by studying how vulnerabilities arise in
the development and use of computer systems.

* Survey the controls that can reduce or block these threats.

* Develop a computing style—as a user, developer, manager, consumer, and
voter—that balances security and risk.

The field of computer security changes rapidly, but the underlying problems remain
largely unchanged. In this book you will find a progression that shows you how current
complex attacks are often instances of more fundamental concepts.

USERS AND USES OF THIS BOOK

This book is intended for the study of computer security. Many of you want to study
this topic: college and university students, computing professionals, managers, and
users of all kinds of computer-based systems. All want to know the same thing: how to
control the risk of computer security. But you may differ in how much information you
need about particular topics: Some want a broad survey, while others want to focus on
particular topics, such as networks or program development.

This book should provide the breadth and depth that most readers want. The book is
organized by general area of computing, so that readers with particular interests can
find information easily. The chapters of this book progress in an orderly manner, from
general security concerns to the particular needs of specialized applications, and finally
to overarching management and legal issues. Thus, the book covers five key areas of
interest:

* introduction: threats, vulnerabilities, and controls

e encryption: the “Swiss army knife” of security controls

* code: security in programs, including applications, operating systems, database
management systems, and networks

* management: building and administering a computing installation, from one
computer to thousands, and understanding the economics of cybersecurity

* law, privacy, ethics: non-technical approaches by which society controls com-
puter security risks

These areas are not equal in size; for example, more than half the book is devoted to
code because so much of the risk is at least partly caused by program code that exe-
cutes on computers.

The first chapter introduces the concepts and basic vocabulary of computer security.
Studying the second chapter provides an understanding of what encryption is and how
it can be used or misused. Just as a driver’s manual does not address how to design or
build a car, Chapter 2 is not for designers of new encryption schemes, but rather for
users of encryption. Chapters 3 through 7 cover successively larger pieces of software:
individual programs, operating systems, complex applications like database manage-

<11 -



ment systems, and finally networks, which are distributed complex systems. Chapter 8
discusses managing and administering security, and describes how to find an accept-
able balance between threats and controls. Chapter 9 addresses an important manage-
ment issue by exploring the economics of cybersecurity: understanding and
communicating the costs and benefits. In Chapter 10 we turn to the personal side of
computer security as we consider how security, or its lack, affects personal privacy.
Chapter 11 covers the way society at large addresses computer security, through its
laws and ethical systems. Finally, Chapter 12 returns to cryptography, this time to look
at the details of the encryption algorithms themselves.

Within that organization, you can move about, picking and choosing topics of par-
ticular interest. Everyone should read Chapter 1 to build a vocabulary and a founda-
tion. It is wise to read Chapter 2 because cryptography appears in so many different
control techniques. Although there is a general progression from small programs to
large and complex networks, you can in fact read Chapters 3 through 7 out of sequence
or pick topics of greatest interest. Chapters 8 and 9 may be just right for the profes-
sional looking for non-technical controls to complement the technical ones of the ear-
lier chapters. These chapters may also be important for the computer science student
who wants to look beyond a narrow view of bytes and protocols. We recommend
Chapters 10 and 11 for everyone, because those chapters deal with the human aspects
of security: privacy, laws, and ethics. All computing is ultimately done to benefit hu-
mans, and so we present personal risks and approaches to computing. Chapter 12 is for
people who want to understand some of the underlying mathematics and logic of cryp-
tography.

What background should you have to appreciate this book? The only assumption is
an understanding of programming and computer systems. Someone who is an ad-
vanced undergraduate or graduate student in computer science certainly has that back-
ground, as does a professional designer or developer of computer systems. A user who
wants to understand more about how programs work can learn from this book, too; we
provide the necessary background on concepts of operating systems or networks, for
example, before we address the related security concerns.

This book can be used as a textbook in a one- or two-semester course in computer
security. The book functions equally well as a reference for a computer professional or
as a supplement to an intensive training course. And the index and extensive bibliogra-
phy make it useful as a handbook to explain significant topics and point to key articles
in the literature. The book has been used in classes throughout the world; instructors
often design one-semester courses that focus on topics of particular interest to the stu-
dents or that relate well to the rest of a curriculum.

WHAT IS NEW IN THIS BOOK?

212 -

This is the fourth edition of Security in Computing, first published in 1989. Since then,
the specific threats, vulnerabilities, and controls have changed, even though many of
the basic notions have remained the same.

The two changes most obvious to people familiar with the previous editions are the
additions of two new chapters, on the economics of cybersecurity and privacy. These



two areas are receiving more attention both in the computer security community and in
the rest of the user population.

But this revision touched every existing chapter as well. The threats and vulnerabili-
ties of computing systems have not stood still since the previous edition in 2003, and
so we present new information on threats and controls of many types. Change include:

* the shift from individual hackers working for personal reasons to organized at-
tacker groups working for financial gain

+ programming flaws leading to security failures, highlighting man-in-the-mid-
dle, timing, and privilege escalation errors

* recent malicious code attacks, such as false interfaces and keystroke loggers

* approaches to code quality, including software engineering, testing, and liabil-
ity approaches

* rootkits, including ones from unexpected sources

« web applications’ threats and vulnerabilities

* privacy issues in data mining

* WiFi network security

+ cryptanalytic attacks on popular algorithms, such as RSA, DES, and SHA, and
recommendations for more secure use of these

* bots, botnets, and drones, making up networks of compromised systems

+ update to the Advanced Encryption System (AES) with experience from its first
several years of its use

» the divide between sound authentication approaches and users’ actions

* biometric authentication capabilities and limitations

» the conflict between efficient production and use of digital content (e.g., music
and videos) and control of piracy

In addition to these major changes, there are numerous small corrective and clarifying
ones, ranging from wording and notational changes for pedagogic reasons to replace-
ment, deletion, rearrangement, and expansion of sections.
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