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Daniel E. Geer, Jr., ScD

Daniel Geer is a security researcher with a quantitative bent. His group at MIT pro-
duced Kerberos, and a number of startups later he is still at it—today as chief infor-
mation security officer at In-Q-Tel. He writes a lot at every length, and sometimes it
gets read. He’s an electrical engineer, a statistician, and someone who thinks truth is
best achieved by adversarial procedures.

t is my pleasure to recommend How to Measure Anything in Cybersecurity

Risk. The topic is nothing if not pressing, and it is one that I have myself
been dancing around for some time."' It is a hard problem, which allows me
to quote Secretary of State John Foster Dulles: “The measure of success is
not whether you have a tough problem to deal with, but whether it is the
same problem you had last year.” At its simplest, this book promises to help
you put some old, hard problems behind you.

The practice of cybersecurity is part engineering and part inference.
The central truth of engineering is that design pays if and only if the prob-
lem statement is itself well understood. The central truth of statistical infer-
ence is that all data has bias—the question being whether you can correct
for it. Both engineering and inference depend on measurement. When mea-
surement gets good enough, metrics become possible.

I say “metrics” because metrics are derivatives of measurement. A metric
encapsulates measurements for the purpose of ongoing decision support. I
and you, dear reader, are not in cybersecurity for reasons of science, though
those who are in it for science (or philosophy) will also want measurement
of some sort to backstop their theorizing. We need metrics derived from
solid measurement because the scale of our task compared to the scale of
our tools demands force multiplication. In any case, no game play improves
without a way to keep score.

Early in the present author’s career, a meeting was held inside a market-
maker bank. The CISO, who was an unwilling promotion from Internal

We are fortunate to have two forewords from two leading thinkers in cybersecurity risk
assessment—Daniel E. Geer, Jr., and Stuart McClure.
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Audit, was caustic even by the standards of NYC finance. He began his com-
ments mildly enough:

Are you security people so stupid that you can't tell me:
s How secure am I?

Am 1 better off than I was this time last year?

Am I spending the right amount of money?

How do I compare to my peers?

What risk transfer options do 1 have?

Twenty-five years later, those questions remain germane. Answering them,
and others, comes only from measurement; that is the “Why?” of this book.

Yet even if we all agree on “Why?,” the real value of this book is not
“Why?” but “How?": how to measure and then choose among methods, how
to do that both consistently and repeatedly, and how to move up from one
method to a better one as your skill improves.

Some will say that cybersecurity is impossible if you face a sufficiently
skilled opponent. That's true. It is also irrelevant. Our opponents by and
large pick the targets that maximize their return on their investment, which
is a polite way of saying that you may not be able to thwart the most sin-
gularly determined opponent for whom cost is no object, but you can sure
as the world make other targets more attractive than you are. As I said, no
game play improves without a way to keep score. That is what this book
offers you—a way to improve your game.

This all requires numbers because numbers are the only input to both
engineering and inference. Adjectives are not. Color codes are not. If you
have any interest in taking care of yourself, of standing on your own two
feet, of knowing where you are, then you owe it to yourself to exhaust this
book. Its writing is clear, its pedagogy is straightforward, and its download-
able Excel spreadsheets leave no excuse for not trying.

Have I made the case? I hope so.

Note
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L. Daniel Geer, Jr., Kevin Soo Hoo, and Andrew Jaquith, “Information
Security: Why the Future Belongs to the Quants,” IEEE Security &
Privacy 1, no. 4 (July/August 2003): 32-40, geer.tinho.net/ieee/icee
.sp.geer.0307.pdf.
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Stuart McClure

Stuart McClure is the CEO of Cylance, former global CTO of McAfee, and founding
author of the Hacking Exposed series.

y university professors always sputtered the age-old maxim in class:

“You can’t manage what you cannot measure.” And while my perky,
barely-out-of-teenage-years ears absorbed the claim aurally, my brain never
really could process what it meant. Sure, my numerous computer science
classes kept me chasing an infinite pursuit of improving mathematical algo-
rithms in software programs, but little did I know how to really apply these
quantitative efforts to the management of anything, much less cyber.

So I bounded forward in my career in IT and software programming,
looking for an application of my unique talents. I never found cyber mea-
surement all that compelling until I found cybersecurity. What motivated
me to look at a foundational way to measure what I did in cybersecurity
was the timeless question that I and many of you get almost daily: “Are we
secure from attack?”

The easy answer to such a trite yet completely understandable question
is “No. Security is never 100%.” But some of you have answered the same
way I have done from time to time, being exhausted by the inane query,
with “Yes. Yes we are.” Why? Because we know a ridiculous question should
be given an equally ridiculous answer. For how can we know? Well, you
can’t—without metrics.

As my cybersecurity career developed with InfoWorld and Ernst &
Young, while founding the company Foundstone, taking senior executive
roles in its acquiring company, McAfee, and now starting Cylance, 1 have
developed a unique appreciation for the original professorial claim that you
really cannot manage what you cannot measure. While an objective metric
may be mythical, a subjective and localized measurement of your current
risk posture and where you stand relative to your past and your peers is
very possible.
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Measuring the cyber risk present at an organization is nontrivial, and
when you set the requirement of delivering on quantitative measurements
rather than subjective and qualitative measurements, it becomes almost be-
yond daunting.

The real questions for all of us security practitioners are ultimately
“Where do we start? How do we go about measuring cybersecurity’s
effectiveness and return?” The only way to begin to answer those ques-
tions is through quantitative metrics. And until now, the art of cybersecurity
measurement has been elusive. I remember the first time someone asked
me my opinion on a security-risk metrics program, I answered something
to the effect of, “It’s impossible to measure something you cannot quantify.”

What the authors of this book have done is begin to define a framework
and a set of algorithms and metrics to do exactly what the industry has long
thought impossible, or at least futile: measure security risk. We may not be
perfect in our measurement, but we can define a set of standard metrics
that are defensible and quantifiable, and then use those same metrics day
in and day out to ensure that things are improving. And that is the ultimate
value of defining and executing on a set of security metrics. You don’t need

to be perfect; all you need to do is start somewhere and measure yourself
relative to the day before.
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Why This Book, Why Now?

This book is the first of a series of spinoffs from Douglas Hubbard’s success-
ful first book, How to Measure Anything: Finding the Value of “Intangibles”
in Business. For future books in this franchise, we were considering titles
such as How to Measure Anything in Project Management or industry-
specific books like How to Measure Anything in Healthcare. All we had to
do was pick a good idea from a long list of possibilities.

Cybersecurity risk seemed like an ideal first book for this new series.
It is extremely topical and filled with measurement challenges that may
often seem impossible. We also believe it is an extremely important topic
for personal reasons (as we are credit card users and have medical records,
client data, intellectual property, and so on) as well as for the economy
as a whole.

Another factor in choosing a topic was finding the right co-author.
Because Doug Hubbard—a generalist in measurement methods—would not
be a specialist in any of the particular potential spinoff topics, he planned to
find a co-author who could write authoritatively on the topic. Hubbard was
fortunate to find an enthusiastic volunteer in Richard Seiersen—someone
with years of experience in the highest levels of cybersecurity management
with some of the largest organizations.

So, with a topical but difficult measurement subject, a broad and grow-
ing audience, and a good co-author, cybersecurity seemed like an ideal fit.

What Is This Book About?

Even though this book focuses on cybersecurity risk, this book still has a
lot in common with the original How to Measure Anything book, including:
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1. Making better decisions when you are significantly uncertain about
the present and future, and

2. Reducing that uncertainty even when data seems unavailable or the
targets of measurement seem ambiguous and intangible.

This book in particular offers an alternative to a set of deeply rooted
risk assessment methods now widely used in cybersecurity but that have no
basis in the mathematics of risk or scientific method. We argue that these
methods impede decisions about a subject of growing criticality. We also
argue that methods based on real evidence of improving decisions are not
only practical but already have been applied to a wide variety of equally
difficult problems, including cybersecurity itself. We will show that we can
start at a simple level and then evolve to whatever level is required while
avoiding problems inherent to “risk matrices” and “risk scores.” So there is
no reason not to adopt better methods immediately.

What to Expect

You should expect a gentle introduction to measurably better decision
making—specifically, improvement in high-stakes decisions that have a lot
of uncertainty and where, if you are wrong, your decisions could lead to
catastrophe. We think security embodies all of these concerns.

We don't expect our readers to be risk management experts or cyber-
security experts. The methods we apply to security can be applied to many
other areas. Of course, we do hope it will make those who work in the field
of cybersecurity better defenders and strategists. We also hope it will make
the larger set of leaders more conscious of security risks in the process of
becoming better decision makers.

Is This Book for Me?
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If you really want to be sure this book is for you, here are the specific per-
sonas we are targeting:

® You are a decision maker looking to improve—that is, measurably
improve—your high-stakes decision making.

= You are a security professional looking to become more strategic in
your fight against the bad guy.

= You are neither of the above. Instead, you have an interest in under-
standing more about cybersecurity and/or risk management using read-
ily accessible quantitative techniques.
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w If you are a hard-core quant, consider skipping the purely quant parts.
If you are a hard-core hacker, consider skipping the purely security
parts. That said, we will often have a novel perspective, or “epiphanies
of the obvious,” on topics you already know well. Read as you see fit.

We Need More Than Technology
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We need to lose less often in the fight against the bad guys. Or, at least,
lose more gracefully and recover quickly. Many feel that this requires better
technology. We clamor for more innovation from our vendors in the security
space even though breach frequency has not been reduced. To effectively
battle security threats, we think there is something equally important as
innovative technology, if not more important. We believe that “something”
must include a better way to think quantitatively about risk.

New Tools for Decision Makers

We need decision makers who consistently make better choices through
better analysis. We also need decision makers who know how to deftly han-
dle uncertainty in the face of looming catastrophe. Parts of this solution are
sometimes referred to with current trendy terms like “predictive analytics,”
but more broadly this includes all of decision science or decision analysis
and even properly applied statistics.

Our Path Forward

Part I of this book sets the stage for reasoning about uncertainty in security. We
will come to terms on things like security, uncertainty, measurement, and risk
management. We also argue against toxic misunderstandings of these terms
and why we need a better approach to measuring cybersecurity risk and, for
that matter, measuring the performance of cybersecurity risk analysis itself.
We will also introduce a very simple quantitative method that could serve as
a starting point for anyone, no matter how averse they may be to complexity.

Part II of this book will delve further into evolutionary steps we can
take with a very simple quantitative model. We will describe how to add
further complexity to a model and how to use even minimal amounts of
data to improve those models.

Last, in Part III we will describe what is needed to implement these
methods in the organization. We will also talk about the implications of this

book for the entire cybersecurity “ecosystem,” including standards organiza-
tions and vendors.






PART I

Why Cybersecurity Needs Better
Measurements for Risk



