Z # B s # s

RN SRR

(R - 5B5hR)
T Bl Lt T
4 = "rw i & ad s

o N ST

AL W u o

2L A R A T
\““‘ “ n\?"\ -.\':‘-\“f :»Q !
ML e

e

Fifth edition
9! Computer Networking
Wl and the Internet

L

+ o
~ Fred Halsall

[N s

China Machiné Press



g2 a R B ¥ =

ﬁﬁﬂlﬂ*ﬁlﬁlﬂ%

(BRI - SBSHR)

Computer Networking and the Internet |
(Fifth Edition)

T
g

g

(#) Fred Halsall Z




Fred Halsall: Computer Networking and the Internet, Fifth Edition (ISBN 0-321-26358-8).

Copyright © 2005 by Pearson Education Limited.

This edition of Computer Networking and the Internet, Fifth Edition is published by
arrangement with Pearson Education Limited. Licensed for sale in the mainland territory of the
People’s Republic of China only, excluding Hong Kong, Macau, and Taiwan.

FA5HCREN AR B X EPearson Education (FAEHEFHIMREH) BAUK, REHME
BHEEF, TRUERTREFRDREBAE.

WRENR AR E KM X HE (FAREEES, W, G8HK).,

MR, #LLR.
FHix@EMie) LR RAEWEER

AP EICE. BF. 01-2005-3240

EEERRE (CIP) ¥R

HENLME SESMBEE (XK - $5KR) / (¥) "5/RE/R (Halsall, F) % —Jbi.
HUA Tl AR 3, 2005. 8

(L HFIASE)
F54,J8 3¢ Computer Networking and the Internet, Fifth Edition

ISBN 7-111-16870-4

Loifes DR OO RS- -%x O BfM-—HH-% 1v. TP393

HE R A B B IECIPRIRE ¥ (2005) 50751035

BLHE Tolk AR A st & 5 k#1228 #0B&R  100037)
Tk BiRE

AL ST LHELENR T ENRY - FAEBEIL T R ITBT kAT
20054E8 H % 1AR S LIRENRI

787mm x 1092mm 1/16 - 52Efigk

Ei%. 0001-3 000

Efr: 89.007¢C

REaAE$, mAEHT. BRI, 871, xRk
ARk (010) 68326294



HARE 8IS

KEEMLURE, FEREKOPFHEEMMESERNFARE, EHRHTEREARBENE
NGIREE T 2 HNRY, BERXHNESE, FERERFBERARRINTEERARE
W, RSIAE., FEEliemsEEs, XENTLRASHEFBEBERBE S, HREILERG
K £ R A Fr S SR B E G RATL, BT EN2RB¥EE, FNERTHA
HI7Ems, BIBETHERMEE, REBEERMGE, XaF%ENE, HNEHFFSEEANK
TR .

LE, F2RERMAKRMNEZDT, REMHENSLERRE, E AT KRR
Y, XA TEEEFTFRNHRFBERIE, hREKR, LT LEANRIZERTRE LR
RELRE, CRERFGEEARERMEKE. MIEARKIHIART, XEFREERERH
BAFRERROLHERRENZSARBM AT LEBEEZLE. Bk, shiE—#EMEFIT
BAEMAMBRETELETFE LN BREBRNEDER, bESHFER, BITHEMNH
R— R L 2%, |

PLE TR EERXERARAFRKREIRE “HREABEFTRS”. 1998444,
EBEAFRRETHEEARETRE. BIEFRIMBEM L. BTNENTRESH, BING ’
Prentice Hall, Addison-Wesley, McGraw-Hill, Morgan Kaufmann& it R E L HRATIB I TR
HHAEXR, NENAABEE F¥4t b 8% H Tanenbaum, Stroustrup, Kernighan, Jim
Gray ¥ KM A KN — I BMES, UL “HEHBEASE" AHERKRHKR, ¥, HRRE
., REAKLEAHEE, HEARTXEMNBRRAFEAE,

“URENBEAS” SHRTESE TERNNMEENR IR, BERANERFURET B
MEEES, CARFEHBETRENEENITE, mEBHESLEYEELELESTE
e, AREETRAKEBHPIEREF. £4, “HEILREAE" BE2HR THEEAN S,
RERHEAZEPRLTRFVOR, HEFLHERRAAERBHNEEEE, SHiE—$#
FFERBITT TRELAERM,

BEZFRRAONF TERNEM S ENRGEL, BFREIMNTEILEMBE R F1 R
BEA—NFOMR., Sk, LEATRMKSIHEMONE, £ “LEHEET” OAHYUZT
HIR =R FIR T EN A B “UHENBENR" 24, SRENRAMEH, WS mIFREY
“HEFIRBE" i, SIHELRETHEEHSE “Schaum’s Outlines” RFILAK “L ¥4
REIEFRI. ATRIEX=ZZEABHOBRYE, BB T EFbASRmEmIRS, %
BEARRBETHER SR, LA, BEA¥ BRI AS. SEA%¥. FERERS,
BRKRE, LK%, JERBEARE, BWRRILE A%, HEREA%Y. FEARKS. {tx
MR R, dEFtiBE k%, Pk, MEEBT K2, BMK%E, BLI¥k. FEE
KERREZWPAEF OFENE SREMBIHAETEN RN SIBRNE 42 B4R &



KEFERE™, ARMNBEEFEELNHREE.

E=FEABEWNEHHRHOERIMNREH NS H, AENEROTEILRHEEEILEY
BEESITEN, KPFL2EMYEAM. I T., Stanford, U.C. Berkeley, C. M. U. i & s
KREFRA. MUMETRFRI. KBS0, RIERL. HENGREH, BiEE. KRR
B, ORGIR. BAEE BE5M%. BEEFFENRETENLS L EEIFIZHOEOIRE,
MA&RAE—FANHAESRITEZT. ANBHR=TERAR. ANCHAHANILE
Ptk . 72X Sl Bl R BB R BRI 2T, k8 BB ETEIR 2T Ry fg g
A,

BEHITEE . RROBM. —REE, FROER. HEORE, XEREERTNE
FHTREORIE, BRNMBFRRERE, HRBOBELELRILEIX—LREROE
BBy, BMHIHRRRBRNNESRSHEA, LEA TVODEIHRRE 3R ATH TR Y
BIEATHE, RITWBERGRWT.

B F#Rf4 : hzjsj@hzbook.com
BRAHIE: (010) 68995264

BeAubht: AERHERE EH EREH1S
MR B RS : 100037



EREBSERE

(el 2 )
5 YA XA X EM
EF % * B &

F 1R 5 F)FR FRF W AF
i AR 3R M &8 M ) 2 R
B#E FE EWF T A

CES S & 2 EFEX
2 AZ B 3% A4



Preface

Obhjectives

Prior to the introduction of the World Wide Web, there were many different
types of computer networks used to interconnect geographically distributed
sets of computers. Many large corporations and businesses, for example,
often used proprietary networks, each with its own protocols and networking
infrastructure, while, at the same time, the Internet was used primarily to
interconnect distributed sets of computers that were located at academic and
research institutions around the world. Typical applications were electronic
mail and more general file transfers between computers.

With the advent of the Web, however, since the Internet was the network-
ing infrastructure used for the Web, the Internet has rapidly become the
dominant computer network as people at home and at work started to use
the Web. Typical applications are interactive entertainment, electronic com-
merce, and so on, which, of course, are in addition to the standard
applications already supported by the Internet. As we can deduce from this,
therefore, the subject of computer networking is now synonymous with the
study of the Internet and its applications.

The combined effect of these developments means that the number of
users of the Internet has expanded rapidly. To support this expansion,
instead of most users accessing the Internet through an academic network, a
number of different types of access network are now used. For example, most
users at home and in small businesses gain access through their local
switched telephone network using either a low bit rate modem or, more usu-
ally, a broadband modem. Alternatively, for cable television subscribers,
access is often through a high bit rate cable modem. In practice, however,
both access methods provide only a physical connection to a second network
called an Internet service provider (ISP) network. This, as its name implies,
provides the access point to the Internet for a set of users that fall within the
field of coverage of a particular ISP network. Clearly, therefore, there are
many ISPs each of which is a private, commercial company and hence access
to the Internet through an ISP must be paid for.

In addition to telephone and cable networks, with the introduction of
Internet-enabled mobile phones and laptops with radio interfaces, many users
on the move now gain access to the Internet using a regional/national/inter-
national cellular phone network:All of these different types-of access network
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are in addition, of course, to the conventional site networks used by large cor-
porations and businesses. Because of the importance of the Web to their
businesses, most of these site networks now use the same protocols as the
Internet to facilitate interworking with it.

In many instances, the expanding range of applications supported by the
Internet has come about through the technological advances in the way the
user data associated with these applications is represented. For example, until
relatively recently, a number of the access networks that are now used, in
addition to providing their basic service such as telephony, only supported
applications in which the application data was composed of text comprising
strings of alphanumeric characters entered at a keyboard. As a result of the
technological advances in the area of compression, however, the same access
networks can now support a much richer set of applications involving multi-
ple data types. These include, in addition to text, digitized images,
photos/pictures, speech, audio and video.

As we can deduce from this brief overview, to study the technological
issues relating to computer networking and the Internet requires an in-depth
understanding not only of the operation of the Internet itself but also the
operation of the different types of access network that are used and how they
interface with the Internet. In addition, because many of the applications
involve the transfer of sensitive information, the topic of security is now
essential when describing the operation of the Internet. The aim of this book
is to provide this body of knowledge. To do this, the book is divided into two
logical parts. The first — Chapters 1 through 5 - is concerned with the funda-
mentals of digital transmission and communication protocols together with
descriptions of the mode of operation of the different types of access network
that are now used and how they interface with the global Internet. The
second — Chapters 6 through 10 — describes the architecture and communica-
tion protocols used by the Internet and the applications that it supports. In
addition, the second part describes the techniques that are used to ensure
that all the data relating to these applications are transferred in a secure way.

The book has five appendices. In Appendix A we present descriptions of
how the different types of data used in the various Internet applications are
represented together with an overview of the operation of the compression
algorithms that are employed with text, digitized images, photos/pictures,
speech, audio and video.

As we shall explain, when transmitting digital data over a network, bit
corruptions/errors are often introduced. Hence in Appendix B we describe a
number of the different methods that are used to detect the presence of
transmission/bit errors in a received block of data.

Normally, when a bit error within a block of data is detected, another
copy of the block is requested by the receiving device. In some instances,
however - for example when data is being transmitted over a radio/wireless
link - the frequency of bit errors is such that the request message for a new
copy of a corrupted block may also be corrupted and hence an alternative
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approach must be used. This involves adding significantly more what are
called error control bits. These are added in such a way that the receiver can use
them to deduce what the original data block contained. This approach is
called forward error control and an introduction to this topic is given in
Appendix C.

Wireless networks ~ that is, networks that use radio as the transmission
medium - are now widely used in a number of access networks, In Appendix
D, therefore, we give a short introduction to the subject of radio propagation
and transmission so that the standards relating to this type of network can be
understood.

As we shall see, the global Internet is composed of many thousands of
networks that are organized into hierarchical layers. At the higher layers, the
networks must route data through them at very high rates and are called
backbone networks. In Appendix E we describe the technology that is used to
achieve these very high switching rates.

Intended readership

The book has been written primarily as a course textbook for both university
and college students studying courses relating to the technical issues associ-
ated with computer networking based on the Internet, its protocols and
applications. Typically, the students will be studying in a computer science,
computer systems, computer engineering or electronic engineering depart-
ment/school. In addition, the book is suitable for computer professionals
and engineers who wish to build up a working knowledge of this rapidly
evolving subject. At one extreme this requires the reader to understand the
techniques that are used to transmit a digital bitstream over the different
types of transmission medium, such as copper wire, coaxial cable, radio and
optical fiber. At the other extreme it requires an understanding of the soft-
ware that is used in the different types of equipment — personal computers,
workstations, laptops, mobile phones, set-top boxes, etc. ~ that are used to
support Internet applications. The first is the domain of the electronics engi-
neer and the second of the computer scientist. Care has been taken, however,
to ensure that the book is suitable for use with courses for both types of stu-
dent by ensuring that the level of detail required in each subject area is
understandable by both categories of reader.

In order to achieve this goal, an introductory chapter has been included
that describes the basic hardware and software techniques that are used to
achieve the reliable transfer of a block/stream of digital data over a transmis-
sion channel. These include the different methods that are used to detect the
presence of transmission errors — bit corruptions - in a received block/stream
of data and the procedures that are followed to obtain another copy of the
block/stream when this occurs. The latter form what is called a communica-
tions protocol. Hence this chapter also includes an introduction to the
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subject of protocols to give the reader who has no previous knowledge of this
subject the necessary foundation for the later chapters that describe the oper-
ation of the different types of access networks and the protocols and
applications of the Internet.

Intended usage

To the instructor

As we can see from the list of contents, the book covers a range of topics each
of which is to a depth that makes it interesting and academically challenging.
As aresult, the book can be used for a number of different courses relating to
computer networking and the Internet. Ideally, in order to obtain an in-
depth technical understanding of the subject area, a set of courses should be
used to collectively cover the total contents of the book from the principles of
data communications through to details of the different types of access net-
works and the protocols and applications of the Internet. Alternatively, it can
be used for one or two courses each of which covers a subset of this subject
area. For example, one course may cover the basics of digital communica-
tions and an overview of the operation of the different types of access
network that are used with the Internet. The second course can then cover
the architecture and detailed operation of the Internet and its protocols
together with its applications including the World Wide Web and the topic of
security. The book is considered to be suitable for both undergraduate and
taught masters courses.

As indicated earlier, all of the topics are covered to a depth that enables
the reader to build up an in-depth technical understanding of the subject.
Hence because of the technical nature of the subject, to help the reader to
understand each topic within an area, either a-worked example or a relatively
detailed diagram is used to illustrate the concepts involved. This is considered
to be one of the main advantages of the book over competing texts owing to
the technical detail associated with many of the diagrams. Also, both the
examples and diagrams are seen as being particularly useful for instructors as
they can be used directly for lectures. To facilitate this, therefore, both the
worked examples and all the diagrams are available to instructors in their elec-
tronic form so reducing considerably the time required to prepare a set of
lectures for a course. These can be downloaded from wwuw.booksites. net/halsall.
In addition, each chapter has a comprehensive set of exercises that have been
structured to help the student to revise the topics covered in that chapter in a
systematic way.
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To the student

The book has been structured to be used for self-study. Worked examples are
included in most chapters and, to aid understanding of all the topics that are
covered, associated with each topic is a relatively detailed diagram that illus-
trates the concepts involved. These you should find particularly useful since
they facilitate understanding the technical details relating to the many topics
covered. In addition, the comprehensive set of exercises at the end of each
chapter have been structured to help you to test your knowledge and under-
standing of each of the topics covered in that chapter in a systematic way. In
ordet to aid sélf-study, there is an exercise for each topic discussed within a
section. Hence for each question within a section heading, you can relate
back to the topic within that section of the book to find the answer.
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ABM
ABR
AC

ACK
ACL
ADC

ADPCM
ADSL

AMI
ANSI

ASCIY

ASI
ASK
ASN.1
ATM
ATV
AVO

BA
BCC
BER
BGCF
BGP
BISDN
BOM
BPDU
BPSK
BRI
BS
BSC
BSS
BSSID

Third generation

ATM adaptation layer

Asynchronous balanced mode
Available bit rate

Alternating current/Authentication center
Acknowledgment

Asynchronous connectionless link
Analog-to-digital conversion/converter
Add-drop multiplexer

Adaptive differential PCM

Asymmetric DSL

Authentication header

Active member address

Alternate mark inversion

American National Standards Institute
Application process/program/protocol
Adaptive predictive coding
Application program interface
Asynchronous response mode

Address resolution protocol

Advanced Research Projects Agency
Automatic repeat request
Autonomous system

American Standards Committee for
Information Interchange

Alternate space inversion
Amplitude-shift keying

Abstract syntax notation one
Asynchronous transfer mode
Advanced television

Audio-visual object

Behavior aggregate
Block check character
Bit error rate/ratio
Breakout gateway control functions
Border gateway protocol
Broadband ISDN
Beginning of message
Bridge PDU

Binary phase shift keying
Basic rate interface
Backspace

Base station controller
Basic service set

BSS identifier

BTS
BUS
BWB

CCK

CDC
CELP
CFl
CGI
CID
CIDR
CIF
CIR
CL
CLP
CLUT
CM
CMTS
Cco
COFDM
COM
CPE
CR
CRC

CSCF
CSCW
CSMA
CSMA/CA
CSMA/CD

CTS
Cw
DA

Base transceiver subsystem
Broadcast and unknown address server
Bandwidth balancing

Certification authority

Channel access code
Channel-associated signaling

Cable television

Chain block cipher

Connectionless broadband data service
Constant bit rate

Clear channel assessment
Charge-coupled device
International Telegraph and Telephone
Consultative Committee (now ITU-T)
Complementary code keying
Common-channel signaling

Carrier detect/Collision detect
Countdown counter

Code-excited linear prediction
Canonical format identifier
Common gateway interface

Channel identifier

Classless inter-domain routing
Common intermediate format
Committed information rate
Connectionless

Cell loss priority

Color look-up table

Cable modem

Cable modem termination system
Connection-oriented

Coded orthogonal FDM
Continuation message

Customer premises equipment
Carriage return

Cyclic redundancy check

Carrier sense/Convergence sublayer
Cali/session control function
Computersupported cooperative working
Carrier-sense multiple-access

CSMA with collision avoidance
CSMA with collision detection
Computer telephony integration
Clear-to-send

Contention window

Destination address
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DAC
DBS
DC

DCE
DCF
DCT
DEL
DES
DFT
DHCP
DIFS
DLC
DLE
DMPDU
DMT
DN
DNS
DOCSIS
DPC
DPCM
DPLL
DQDB
DS

DSL
DSLAM
DSSS
DTE
DTMF
DVA
DVB
DVB-S/T
DVD
DVMRP

EBCDIC

ECB
ECN
ED
EF
EGP
EIA
EIR
EMS
EOM
EOS
ES
ESC
ESP
ETX

FCS
FDD
FDDI
FDM

Digital-to-analog conversion/converter
Digital broadcast satellite

Direct current

Data circuit terminating equipment
Distributed coordination function
Discrete cosine transform

Delete

Data encryption standard

Discrete Fourier transform

Dynamic host configuration protocol
DCF inter-frame spacing

Data link control

Data link escape (character)

Derived MAC PDU

Discrete multitone

Distinguished name

Domain name server

Data-over-cable service interface specification
Designated port cost

Differential PCM

Digital phase-locked line

Distributed queue dual bus
Differentiated services/Downstream
Digital subscriber line

Digital subscriber line access multiplexer
Direct sequence spread spectrum
Data terminal equipment

Dual-tone multiple frequency
Distance vector algorithm

Digital video broadcast
DVB-satellite/ terrestrial

Digital versatile disk

Distance vector MRP

Extended binary coded decimal interchange
code

Electronic code book/Event control block
Explicit congestion notification

End delimiter

Expedited forwarding

Exterior gateway protocol

Electrical Industries Association
Equipment identity register

Enhanced message service

End of message

End of stream

End system

Escape

Encryption security payload

End of text

Frame check sequence
Frequency division duplex
Fiber distributed data interface
Frequency-division multiplexing

FHSS
FIFO
FM

FQDN

FS

FSK

FTP
FTTB
FTTC/K
FTTcab
FTTH

GA
GB
GEO
GGSN
GIF
GLP
GOB
GOP
GPRS
GSM
GSTN
GTP
Gw

HDB3
HDLC
HDSL
HDTV
HE
HEC
HFC
HLR
HMAC
HS
HTML
HTTP
HTTPD

1A5
IAC
ICANN

ICMP
IDCT
IDEA
IDFT
IDSL
IEE

IEEE

Form feed
Frequency-hopping spread spectrum
First-in, first-out
Frequency modulation
Fiber node
Fullyqualified DN
Frame relay adapter
File separator
Frequency-shift keying
File transfer protocol
Fiber-to-the-building
Fiber-to-the-curb/kerb
Fiber-to-the-cabinet
Fiber-to-the-home

Grand Alliance

Guard-band
Geostationary/geosynchronous earth orbit
Gateway GPRS support node

Graphics interchange format

Gateway location protocol

Group of blocks

Group of pictures

General packet radio service

Global system for mobile communications
General switched telephone network
GPRS tunneling protocol

Gateway

High density bipolar 3
High-level data link contol
High-speed DSL
High-definition television
Headend

Header error checksum
Hybrid fiber coax

Home location register

Hash message authentication code
Home subscriber server
HyperText Markup Language
HyperText Transfer Protocol
HTTP daemon

International alphabet number five
Inquiry access code

Internet Corporation for Assigned Names
and Numbers

Internet control message protocol
Inverse DCT

International data encryption algorithm
Inverse DFT

ISDN-DSL

Institution of Electrical Engineers
Institute of Electrical and Electronics
Engineers



IETF
IGE
IGMP
IGP
IKE
IMEI
IMG
IMS
INIC
1P
IPsec
IS
ISDN
ISI
1SO
1SP
ITU-T

IXC

JPEG

Kc
ki

L2CAP

LAPB
LAPM
LCN
LCP
LE
LEC

LED
LEP
LES

LGN
LL
LLC
LMDS
LNB/C
LPC

LWE
LXC
Lz

LZw

Internet Engineering Task Force
International gateway exchange
Internet group management protocol
Interior gateway protocol

Internet key exchange

International mobile equipment identity
IMS media gateway

IP multimedia services

Internet Network Information Center
Internet protocol

IP security

Integrated services/ Intermediate system
Integrated services digital network
Intersymbol interference

International Standards Organization
Internet service provider

International Telecommunications Union -
Telecommunications (Sector)
Initialization vector

Interworking function

Interworking unit

Interexchange carrier

Joint Photographic Experts Group

Cipher key
Authentication key

Logical link control and adaptation protocol
Location area

Location area identification
Local area network

Link access procedure, balanced
Link access procedure for modems
Logical channel number

Link control protocol

LAN emulation

LE client

LE configuration server
Light-emitting diode

LE protocol

LE server

Line feed

Logical group number

Link layer

Logical link control

Local MDS

Low noise block/converter
Linear predictive coding

Link state

Lower window edge

Local exchange carrier
Lempel-Ziv

Lempel-Ziv-Welsh

MGCF
MGW
MiIB
MIDi
MIl
MIME
MIT
MMDS
MMR
MMS
MO
MOD
MOSPF
MP3
MPEG
MPLS
MRFC
MRFP
MRP
MS
MSC
MSISDN
MSL
MSRN
MSS
MTA
MUX

NAK
NAP
NAPT
NAV
NBS
NCP
NEXT
NMOD
NMS
NNTP
NOP
NPA
NRM
NRzZ
NRZI
NSAP
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Multiple access

Medium access control
Metropolitan area network
Multicast address table

Multicast (Internet) backbone
Multi-carrier modulation
Multipoint control unit

Message digest

Multipoint distribution system
Multifrequency network

Media gateway control function
Media gateway

Management information base
Music Instrument Digital Interface
Media-independent interface
Multipurpose Internet mail extension
Management information tree
Multichannel MDS
Modified-modified read
Multimedia message service
Managed object

Movie on demand

Multicast OSPF

MPEG layer 3 (audio)

Motion Picture Experts Group
MultiProtocol Labe) Switching
Media resource function controller
Media resource function processor
Multicast routing protocol
Message store/Mobile station
Mobile switching center

Mobile subscriber ISDN number
Maximum segment lifetime
Mobile subscriber roaming number
MAN switching system

Message transfer.agent
Muiltiplexer

Negative acknowledgment

Network access point

Network address and port translation
Network allocation vector

National Bureau of Standards
Network control protocol

Near-end crosstatk

Near movie-on-demand

Network management system
Network news transfer protocol

No operation

Network point of attachment
(Unbalanced) normal response mode
Non-return to zero

Non-return to zero inverted

Network service access point



