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Preface

One only needs to pick up the newspaper to be reminded of how in-
effectively managed risks can send shock waves through the equity
and capital markets. The list of bankruptcies, frauds, and account-
ing irregularities continues to grow with each passing week. Confi-
dence in accountants and auditors is lower than at any time in recent
memory.

So, why does the business world need another book about audit-
ing? That’s a question I asked myself several times while writing this
book. However, I believe that in light of recent events and legislation,
boards and audit committees will be asking auditors how they plan
to adjust their approach. There is an opportunity, and more so a need,
for auditing to evolve along side leading edge management prac-
tices, and help restore confidence in the value auditors can provide.
The audit approaches of the past will not be sufficient to meet the
needs of the future.

With the boom of risk-based approaches in the 1990s, auditing,
whether internal or external, was viewed as more relevant and valu-
able than in the past. Auditors began focusing resources on the risks
that could impact financial reporting and internal controls, instead
of the financial balances themselves. However, as the decade pro-
gressed, many business executives began embracing Enterprise Risk
Management (ERM) concepts, which focus on a broader array of risks
than those covered by traditional risk-based auditing. Therefore it
has become necessary for risk-based auditing to evolve in order to
keep up with the way executives are thinking and managing busi-
nesses today.

As my understanding and appreciation of ERM principles in-
creased, I realized that these principles could also be applied to audit-
ing approaches, thus creating a superior methodology that retained
the flexibility and ease of execution that past methodologies em-
ployed, while further reinforcing the value of auditing to executives.
This new approach, called Risk Management-Based Auditing, inte-
grates key ERM concepts with previous audit methods by:

e Embedding strategy and objectives in the planning of the audit,
positioning them as the foundation for audit judgments.

* Recognizing that audit judgments should be based not only on
the auditor’s tolerance for risk (as was the case in the past), but
also on management’s tolerance for risk in the area.

¢ Increasing the focus on how management measures and moni-
tors performance relative to their objectives and tolerances.

e Evaluating the organization’s abilities to manage risks on an
ongoing basis, instead of focusing only on their success in man-
aging risks in the past.
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e Establishing a basis by which auditors can provide manage-
ment and the board with assurances regarding the effectiveness
of risk management and governance activities.

At first blush, some of these concepts may not sound like sig-
nificant advances. However, when integrated with existing fun-
damental auditing principles, the result is a powerful, yet flexible
approach to auditing any financial account, process, control, system,
objective, transaction, initiative, or whatever one wants to audit. Risk
management-based auditing concepts can be applied to virtually any
project or decision-making activity.

How This Book Is Organized

Auditor’'s Risk Management Guide: Integrating Auditing and ERM is
designed to be a comprehensive “how-to” book that provides the
reader with guidance on performing a risk management-based audit.
This is not a research study or a conceptual thesis; rather, it is a prac-
tical guide designed for the audit practitioner. It is organized into
two parts: Part I, “Risk Management-Based Auditing” and Part II,
“Case Studies.”

The first three chapters in Part I provide the reader with a broad
understanding of corporate governance, ERM principles, and the
different auditing approaches. These chapters establish the founda-
tion and relevance for risk management-based auditing. The next
three chapters outline the approach for understanding the strategy
and risks inherent in the business. These chapters create the frame-
work for annual audit planning and linkage to the company’s overall
strategy. The remaining seven chapters in Part I provide step-by-step
instructions on how to execute the risk management-based audit
methodology. The Practice Pointers and Observations provide addi-
tional commentary to assist the reader in understanding the method-
ology. Additionally, examples from a fictional company, AfterMath,
Inc., bring the methodology to life by building on examples in previ-
ous chapters.

Part I, the “Case Studies” section of the book, presents nine de-
tailed case studies, beginning with a business risk assessment and
working through common audit areas, such as accounts payable and
accounts receivable. These in-depth case studies illustrate the risk
management-based audit methodology and tools in different audit
scenarios, helping the reader understand how the methodology can
be applied in strong, moderate, and weak risk management areas.

Finally, a CD-ROM is included with the book that provides an
electronic version of the various work programs, checklists, and other
tools illustrated throughout the book. The programs and checklists
are presented in a question format to help the auditor understand
what questions need to be asked and answered as they execute the
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methodology. These tools will help the auditor begin applying the
methodology immediately, eliminating the need to develop the tools
on their own. :

Although many readers will read the “Risk Management-Based
Auditing” chapters completely before looking at the case studies,
some readers may find it helpful to review the examples in the case
studies after each chapter in order to reinforce the concepts discussed
in the methodology. These readers then may want to look at the tools,
which are referenced by Exhibit or Illustration number on the CD-
ROM Contents, to appreciate how easy it is to use the tools.

Regardless of how readers choose to navigate the book, it is
organized in such a way to provide both the understanding and ex-
amples necessary to execute the methodology.
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INTRODUCTION

Most risks are managed in the business world in much the same way
as life—they are managed instinctively by experienced and talented
people, most of whom either already know or figure out how to avoid
undesirable outcomes. However, although management by instinct
has proven to be generally effective throughout the ages, in today’s
competitive environment companies cannot afford to rely solely on
instincts for success.

This opening chapter focuses on providing the reader with an
understanding of risk and how risk management concepts have
evolved. It discusses risk, enterprise risk management (ERM), and
corporate governance. This overview serves as a basis for concepts
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used throughout the entire book. It provides the foundation for un-
derstanding enterprise risk management, and how auditors can ef-
fectively add value when auditing in an ERM environment.

RISK DEFINED

Businesses must deal with risks, many of which have the same
characteristics as those encountered in other parts of life. To put risk
in the proper business context, business risk is defined for purposes of
discussions throughout this book as follows:

Business risks are uncertainties that can impact a com-
pany’s ability to achieve its strategic objectives.

There are a few key, fundamental points embedded in this
definition:

* Risk begins with strategy. A company is in business to achieve
a particular strategy, and risks represent the barriers to success-
fully achieving that strategy. Therefore, companies with differ-
ent strategies will face different sets of risks.

* Risk does not represent a single point estimate (i.e., the most
likely outcome). Rather it represents a range of possible out-
comes. Because many different outcomes are possible, the con-
cept of a range is what creates uncertainty when understanding
and evaluating risks.

* Risk encompasses both opportunities and threats. Most people
focus only on the downside of risk, that is, a hazard or negative
outcome that needs to be mitigated or eliminated. While many
risks do in fact present a threat, failure to exploit an opportu-
nity or competitive advantage can be a significant risk as well.

Using this broad definition of business risk, one begins to compre-
hend the extensive number of risks that businesses face as they try to
execute their strategies. This extensiveness can be somewhat over-
whelming, which brings greater appreciation for the need to have
a process to effectively understand and manage the risks across an
organization. This need can be addressed through enterprise risk
management.

THE TRANSFORMATION TO ERM

The process of managing risks across an entire organization is referred
to as enterprise risk management. This process is defined as follows:

Enterprise risk management (ERM) is a structured and
disciplined approach to help management understand and
manage the uncertainties that can threaten a company’s
success.
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The key points embedded in this definition are:

* Just like business risk, ERM also begins with strategy. Its ulti-
mate focus is on managing the risks that can prevent a company
from being successful.

* ERM encompasses the entire organization or enterprise. While
the concepts can be applied at lower levels within an organiza-
tion, the ability to aggregate and manage risks enterprise-wide
is part of the value provided by ERM.

* Risks represent the uncertainties that can threaten a company’s
success. Therefore, understanding and identifying risks is an
important part of ERM.

* A structured and disciplined approach is necessary to ensure
that all risks are identified, and that all of the company’s pri-
mary risks are effectively managed. An ad hoc or informal ap-
proach may fall short of comprehensively identifying all busi-
ness risks, or may result in resources being devoted to risks that
are not primary and, therefore, are not appropriate for devot-
ing valuable risk management resources.

ERM is not a radical, new management approach, but rather a
transformation from other management approaches. It provides
stakeholders, board members, and senior management with greater
confidence that risks are comprehensively identified and understood,
and that valuable resources will be devoted to those areas where they
are most needed. A structured and disciplined approach goes beyond
just managing by instinct; it provides a process that enables individ-
uals across the organization to manage risks in a consistent manner.

The Underlying Impetus

Risk management concepts are not new to the business world. Sev-
eral industries, the most prominent one being financial services,
have developed well documented and tested risk management ap-
proaches surrounding key risks in those industries.

However, understanding and managing well-known key business
risks may not be enough in today’s business environment. As cited
in Enterprise Risk Management: Implementing New Solutions, Mercer
Management Consulting conducted a study of the 100 largest one-
month drops in shareholder value in the Fortune 1000 between 1993
and 1998. This study noted:

* Ten percent of the Fortune 1000 companies suffered a loss in
shareholder value exceeding 25% within one month of an-
nouncing a surprise.

* Two years later, none of those companies had fully recovered the
value lost, when compared to the S&P 500 during that period.
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* Only 6% of the surprises related to financial and hazard risks.
The low number of incidents in these two areas reflects the
sophistication of financial and hazard risk management tech-
niques that are widely available and in place in most companies.

* The remaining 94% of the surprises related to strategic and op-
erational risks. This reflects the general lack of sophisticated
risk management focus in these areas. However, more than two-
thirds of these surprises could have been mitigated through
available risk management tools and techniques.

This and other studies published in the mid- to late 1990s began to
tell a story of companies that suffered severely when certain risks
arose, or achieved great success through the deployment of effective
ERM techniques. As a result, formalized ERM techniques began to
evolve among forward-thinking companies.

More recently, there have been many business failures and signifi-
cant losses in market value in the post-Enron, bear stock market.
Some of the events leading to those losses include financial report-
ing irregularities, credit rating downgrades, and earnings shortfalls.
Companies that effectively identify, assess, and manage the underly-
ing risks driving these events stand the best chance of recovering
market value when compared with companies that do not effectively
employ these ERM techniques.

Fundamental ERM Techniques

No single ERM approach has been promulgated and adopted by
companies throughout the world. Rather, ERM approaches have
evolved within companies from many different industries. However,
in a landmark research study conducted by the Economist Intelli-
gence Unit in 1994, entitled Managing Business Risk: An Integrated Ap-
proach, three essential elements were identified for developing an in-
tegrated approach to managing business risks:

1. Develop a common business risk language. It is important for
all employees to speak the same language when discussing and
managing risks to ensure effective and quick communications
across the organization.

2. Develop an effective organizational control structure. Because
companies operate in dynamic, changing environments, it is
important to ensure that the organization has a control structure
that promotes the early identification, assessment, and manage-
ment of key risks.

3. Create a process view: Business process control. In order to
operationalize risk management throughout an organization
(that is, make it part of all management activities), risk man-
agement must be embedded within all key processes to ensure
that risks can be managed effectively.



