xitangsEszzamzs (BSEIRR)

COMPUTER NETWORKS

FOURTH EDITION

it FE LR

(SEARR)

Andrew S. Tanenbaum 3

ATERF HihRtt



AERENHEFENEL MR (DI

Computer Networks

Fourth Edition

TR 4
(% 4 )

Andrew S. Tanenbaum

Vrije Universiteit
Amsterdam, The Netherlands

EHEARFHBA
X



English reprint edition copyright © 2004 by PEARSON EDUCATION ASIA LIMITED and TSINGHUA
UNIVERSITY PRESS.

Original English language title from Proprietor’s edition of the Work.

Original English language title: Computer Networks, Fourth Edition by Andrew S. Tanenbaum, Copyright © 2003
All Rights Reserved.

Published by arrangement with the original publisher, Pearson Education, Inc., publishing as Prentice Hall PTR.

This edition is authorized for sale and distribution only in the People’s Republic of China (excluding the Special
Administrative Region of Hong Kong, Macao SAR and Taiwan).

A ENR HH Pearson Education GEAEH HIRER) BNAFEKRFE R HREIT.

For sale and distribution in the People’s Republic of China exclusively
(except Taiwan, Hong Kong SAR and Macao SAR).
XRTHREARKIMEBEAR (FEFEPEEE. BINEFNITBXFH
E&THX) HEXIT.

LRt EEREREIZS BT 01-2003-8067

ABERT AT, HEWE FERFHBEBHHIRE, T ERIRRERSHE.
REALER B, BIUA 5T, SIS 010-62782989 13501256678 13801310933

B ERESR B (CIP) iR

T H PP = Computer Networks (5 4 B /45F58H%8 (Tanenbaum, A. S.) #F. —REA. —Ibnl: &
KA, 2004.1

(RFETEIHF EIF BRI
ISBN 978-7-302-07815-9

.3 I ¥ L HFEHRE - SEER—8M - V. TP393
1 E AR A B B0 CIP B F (2003) 28 116991 5

HIERE: A4
BAEENH . L%
HREIT: HERF LR 0 db: JERUEEREFBIRE A E
http://www. tup. com. cn  #f . 100084
¢ - service@ tup. tsinghua. edu. cn
# 2 #l. 01062770175 MpME#FRLE. 010-62786544
BB Ei . 010-62772015 E RS 010-62776969
 WARRAFEIRIT
: AbRE = B AU AT
: EEFE
: 185230 EPS: 57 BAAT: 1
: 2004 4F | A% 1R Bl R: 2007 4 8 H 456 IKENK]
: 31001 ~ 34000
: 69.00 JC

=

o=
S 2% 5 MO ok b

Fl3 & HIN &S

A BUFFAESCFANTE RED BRI B 5T 5 5T B SR [, 1 S R R T R Y AR K R
P, BERABE. (010)62770177 #3103 5445 . 008566 —01/TP



oA &L

KRNI

IREHE —H LIRSS o EHLEM R SR Z Y. T SR A BRMERF R
B, iR S SRR R RIS T AR R BR,  DUEBRATTE 4 ek A b it — 8
K. R IREAEHAEM PR TIEE T4 HE, REFHLFHEN WF

TR GHVRRAT.

kb JEHTTRE XOUE B TR A B 602

WHEILSEESHEHE W

HE%: 100084
Hif: 010-62770175-4608/4409

B W44 jsjjc@tup.tsinghua.edu.cn
MR HRLIE: 010-62786544

B2 HEALNGE F 450
JEARF544: Computer Networks, Fourth Edition
ISBN: 978-7-302-07815-9

TAZER

- FHe: P Be R/ .-
VAR I {5 Lk

BR AR M CREE R

HERABREN: Difesdt DA OMSEHM O8¥8H
FEHABEHMBITHBEE:
ORHE OWE D&% OAHE
BHABERIREMHEE:
ORHE OWE O OAHE
BHABHRKBESE:
MESHREAEERE ORHEE OWE O—& OAHE
MRS EAER DRHEE OFE O—8& OFRHE
EERSEBENR: N

Ok SHH ONARSE OvER OXPIEE
IAAEBEWE A HITIER? (ATHRD

BrgeiF AN

BAgEi 3= 00

e

5l

GEREXVEMLEFEATHH? (FTHTD




X HHHEENMZEREHRT (KR

B AR

Computer Networks, Fourth Edition
vHENLREE(CE 4 1))

ISBN 7-302-07815-7

fE#: Andrew S. Tanenbaum
SEM: 69.00 TT

Digital Image Processing
HFERAE

ISBN 7-302-07464-X
#E#: KR. Castleman
EM: 59.00 TG

Java Structures: Data Structures in Java for the
Principled Programmer, Second Edition
BARLEH Java ESHAGE 2 IR)

ISBN 7-302-07415-1

YE#: Duane A. Bailey

Network Security Essentials: Applications and
Standards, Second Edition

Mgk 2 RRERE: NS (58 2 0D
ISBN 7-302-07793-2

fE#: William Stallings

SEM: 46.00 7T SET: 39.00 T

Discrete Mathematics, Fifth Edition Wireless Communications and Networks
BEBFE SR T&RBMEE MR

ISBN 7-302-07463-1 ISBN 7-302-07413-5

. K.ARoss fE#: William Stallings

EM: 56.00 T EMr: 52.00 6

Modern Systems Analysis & Design, Third Edition
BRREITEWI (B3O

ISBN 7-302-07794-0

YE#: Hoffer, George,Valacich

TCP/IP Protocol Suite, Second Edition

TCP/IP HhlliE (3 2 i)

ISBN 7-302-07835-1

£ # : Behrouz A. Forouzan, Sophia Chung Fegan

SEA: 69.00 5T M 75.00
Data Structures and Algorithms Computer Vision: A Modern Approach
- EE e R AP RN — IR TTE

ISBN 7-302-07564-6
YE: Aho, Hopcroft, Uliman

ISBN 7-302-07795-9
YE#: Forsyth, Ponce

EM: 40.00 7T EYr: 65.00 7T
Data Mining: A Tutorial Based Primer Operating Systems Principles
BRI B BRE RIERGRRE

ISBN 7-302-07667-7
YE#: Roiger, Geatz

ISBN 7-302-07724-X
fE#: Bic, Shaw

SEMT: 43.0070 EYr: 50.00 7T

Computer Science: An Overview, 7th Edition Discrete Mathematics with Combinatorics
HENBES® (BT i el Tt e

ISBN 7-302-07792-4 ISBN 7-302-07789-4

Y% : Brookshear fE#: James A. Anderson ...

SEfr: 54.00 7T EH: 79.00 T LA e




th i B W

BEA 21 2, HAZENSLTF. PHUAGERNNRZFHEMEN. EFHPOLR
SERMAAHITES. T ARRBEROAL, EREAETFTIMEUNSE. SFHE, 7§
HEFRBERAA I, IRZIEHEN. BNRERSHENEMETRE, AT
MREA R E R AR, HEIEAEANRERERBRHBINRRE .

BHERFHRAEN 1996 EFETFIR, SESE L HRA R/, BEHRT “X¥EHHEN
BEASR GBER” F—RF5#EH, 23 TENEENRENZR. BA 21 Ha,
BATAF A RERGSEHEEMERRFOIE, £CFNERMRLE, 27 KEBNE,
BEREBFART, —mEAEMEE R T XREEH TREREAP R ETENHE
MESIZRBMRELEM, ARFE “KRFETFEVHFTEIZELEM RS GLERO”,
DL E . IRUIPIBHEE R EA ARSI BEM OB RNERRBREA RN ERERNT
K. HEBERRBRIEEESNTENEERRFBM, UMRIHE < REHEHNEE RS
ERBMRS CHERD” BBEY, FEARRINAENTE.

HHRE R
2002.10



PREFACE

This book is now in its fourth edition. Each edition has corresponded to a dif-
ferent phase in the way computer networks were used. When the first edition ap-
peared in 1980, networks were an academic curiosity. When the second edition
appeared in 1988, networks were used by universities and large businesses. When
the third edition appeared in 1996, computer networks, especially the Internet, had
become a daily reality for millions of people. The new item in the fourth edition
is the rapid growth of wireless networking in many forms.

The networking picture has changed radically since the third edition. In the
mid-1990s, numerous kinds of LANs and WANSs existed, along with multiple pro-
tocol stacks. By 2003, the only wired LAN in widespread use was Ethernet, and
virtually all WANs were on the Internet. Accordingly, a large amount of material
about these older networks has been removed.

However, new developments are also plentiful. The most important is the
huge increase in wireless networks, including 802.11, wireless local loops, 2G and
3G cellular networks, Bluetooth, WAP, i-mode, and others. Accordingly, a large
amount of material has been added on wireless networks. Another newly-im-
portant topic is security, so a whole chapter on it has been added.

Although Chap. 1 has the same introductory function as it did in the third edi-
tion, the contents have been revised and brought up to date. For example, intro-
ductions to the Internet, Ethernet, and wireless LANs are given there, along with
some history and background. Home networking is also discussed briefly.

Chapter 2 has been reorganized somewhat. After a brief introduction to the
principles of data communication, there are three major sections on transmission
(guided media, wireless, and satellite), followed by three more on important
examples (the public switched telephone system, the mobile telephone system,
and cable television). Among the new topics covered in this chapter are ADSL,
broadband wireless, wireless MANs, and Internet access over cable and DOCSIS.

Chapter 3 has always dealt with the fundamental principles of point-to-point
protocols. These ideas are essentially timeless and have not changed for decades.
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Accordingly, the series of detailed example protocols presented in this chapter is
largely unchanged from the third edition.

In contrast, the MAC sublayer has been an area of great activity in recent
years, so many changes are present in Chap. 4. The section on Ethernet has been
expanded to include gigabit Ethernet. Completely new are major sections on
wireless LANs, broadband wireless, Bluetooth, and data link layer switching, in-
cluding MPLS.

Chapter 5 has also been updated, with the removal of all the ATM material
and the addition of additional material on the Internet. Quality of service is now
also a major topic, including discussions of integrated services and differentiated
services. Wireless networks are also present here, with a discussion of routing in
ad hoc networks. Other new topics include NAT and peer-to-peer networks.

Chap. 6 is still about the transport layer, but here, too, some changes have
occurred. Among these is an example of socket programming. A one-page client
and a one-page server are given in C and discussed. These programs, available on
the book’s Web site, can be compiled and run. Together they provide a primitive
remote file or Web server available for experimentation. Other new topics in-
clude remote procedure call, RTP, and transaction/TCP.

Chap. 7, on the application layer, has been more sharply focused. After a
short introduction to DNS, the rest of the chapter deals with just three topics: e-
mail, the Web, and multimedia. But each topic is treated in great detail. The dis-
cussion of how the Web works is now over 60 pages, covering a vast array of
topics, including static and dynamic Web pages, HTTP, CGI scripts, content
delivery networks, cookies, and Web caching. Material is also present on how
modern Web pages are written, including brief introductions to XML, XSL,
XHTML, PHP, and more, all with examples that can be tested. The wireless Web
is also discussed, focusing on i-mode and WAP. The multimedia material now
includes MP3, streaming audio, Internet radio, and voice over IP.

Security has become so important that it has now been expanded to a com-
plete chapter of over 100 pages. It covers both the principles of security
(symmetric- and public-key algorithms, digital signatures, and X.509 certificates)
and the applications of these principles (authentication, e-mail security, and Web
security). The chapter is both broad (ranging from quantum cryptography to
government censorship) and deep (e.g., how SHA-1 works in detail).

Chapter 9 contains an all-new list of suggested readings and a comprehensive
bibliography of over 350 citations to the current literature. Over 200 of these are
to papers and books written in 2000 or later.

Computer books are full of acronyms. This one is no exception. By the time
you are finished reading this one, the following should ring a bell: ADSL, AES,
AMPS, AODV, ARP, ATM, BGP, CDMA, CDN, CGI, CIDR, DCF, DES,
DHCP, DMCA, FDM, FHSS, GPRS, GSM, HDLC, HFC, HTML, HTTP, ICMP,
IMAP, ISP, ITU, LAN, LMDS, MAC, MACA, MIME, MPEG, MPLS, MTU,
NAP, NAT, NSA, NTSC, OFDM, OSPF, PCF, PCM, PGP, PHP, PKI, POTS,
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PPP, PSTN, QAM, QPSK, RED, RFC, RPC, RSA, RSVP, RTP, SSL, TCP,
TDM, UDP, URL, UTP, VLAN, VPN, VSAT, WAN, WAP, WDMA, WEP,
WWW, and XML But don’t worry. Each will be carefully defined before it is used.

To help instructors using this book as a text for a course, the author has
prepared various teaching aids, including

¢ A problem solutions manual.

¢ Files containing the figures in multiple formats.

¢ PowerPoint sheets for a course using the book.

¢ A simulator (written in C) for the example protocols of Chap. 3.

* A Web page with links to many tutorials, organizations, FAQs, etc.

The solutions manual is available directly from Prentice Hall (but only to instruc-
tors, not to students). All the other material is on the book’s Web site:

http://www.prenhall.com/tanenbaum

From there, click on the book’s cover.

Many people helped me during the course of the fourth edition. I would espe-
cially like to thank the following people: Ross Anderson, Elizabeth Belding-
Royer, Steve Bellovin, Chatschik Bisdikian, Kees Bot, Scott Bradner, Jennifer
Bray, Pat Cain, Ed Felten, Warwick Ford, Kevin Fu, Ron Fulle, Jim Geier, Mario
Gerla, Natalie Giroux, Steve Hanna, Jeff Hayes, Amir Herzberg, Philip Homburg,
Philipp Hoschka, David Green, Bart Jacobs, Frans Kaashoek, Steve Kent, Roger
Kermode, Robert Kinicki, Shay Kutten, Rob Lanphier, Marcus Leech, Tom
Maufer, Brent Miller, Shivakant Mishra, Thomas Nadeau, Shlomo Ovadia, Kaveh
Pahlavan, Radia Perlman, Guillaume Pierre, Wayne Pleasant, Patrick Powell,
Thomas Robertazzi, Medy Sanadidi, Christian Schmutzer, Henning Schulzrinne,
Paul Sevinc, Mihail Sichitiu, Bernard Sklar, Ed Skoudis, Bob Strader, George
Swallow, George Thiruvathukal, Peter Tomsu, Patrick Verkaik, Dave Vittali,
Spyros Voulgaris, Jan-Mark Wams, Ruediger Weis, Bert Wijnen, Joseph Wilkes,
Leendert van Doorn, and Maarten van Steen.

Special thanks go to Trudy Levine for proving that grandmothers can do a fine
job of reviewing technical material. Shivakant Mishra thought of many challeng-
ing end-of-chapter problems. Andy Dornan suggested additional readings for
Chap. 9. Jan Looyen provided essential hardware at a critical moment. Dr. F. de
Nies did an expert cut-and-paste job right when it was needed. My editor at Pren-
tice Hall, Mary Franz, provided me with more reading material than I had con-
sumed in the previous 7 years and was helpful in numerous other ways as well.

Finally, we come to the most important people: Suzanne, Barbara, and Mar-
vin. To Suzanne for her love, patience, and picnic lunches. To Barbara and Mar-
vin for being fun and cheery all the time (except when complaining about awful
college textbooks, thus keeping me on my toes). Thank you.

ANDREW S. TANENBAUM
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