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Foreword

Here, better than ever, is the fifth edition of a landmark book, the book that sig-
naled the coming of age of the Internet.

Development of the protocols for the Internet started around 1974. The protocols
had been in limited but real use starting in the early 80’s, but as of 1987, there was still
no good introduction to how they worked or how to code them. The standards docu-
ments for TCP, IP and the other protocols existed, of course, but the true truth — the
collection of knowledge and wisdom necessary to implement a protocol stack and actu-
ally expect it to work — was a mystery, known only to a small band of the initiated.
This lack of knowledge was not a good thing, and the initiated knew it. But it takes a
lot of effort to pull all the right stuff together and write it down. We waited, knowing
that a good book explaining TCP/IP would be an important step towards the broad ac-
ceptance of our protocols.

And then Doug wrote the book. The Internet took a big step on its way from a
small guild to a global community.

Of course, knowing that this was a landmark book back then is not enough to
make you buy it now. Collectors might want to find the first edition, but 18 years ago
is a long time in Internet years, and a lot has changed since then. We have learned a lot
more, the field has grown up, whole new protocols have emerged, and Doug has rewrit-
ten the book four times. That is a measure both of how much and how fast the field
changes, and how much work must go into keeping this book current. This book has all
the new stuff, and our best current knowledge about all the old stuff. It is much more
than simply TCP and IP. The book will give you an introduction to network technolo-
gy like Ethernet, the design principles of the Internet, addressing and routing, program-
ming over TCP, and examples of applications like email and the world wide web. This
book has been updated with such things as an introduction to TP switching and MPLS,
an updated discussion of mobile IP, private network interconnection, and secure alterna-
tives to older protocols. Lots of sections have been revised to make sure that the reader
gets the very latest information, as well as the basic understanding that has always been
the hallmark of this book.

Other things have changed since the first edition. Not only has the Internet grown
up, but some of our heroes have grown old, and some have died. The foreword to the
first edition was written by Jon Postel, one of the true Internet pioneers, who died in the
fall of 1998. Below, we have reprinted the foreword he wrote for the first edition.
Much is the same, but much has changed. In 1987, Jon wrote “‘Computer communica-
tion systems and networks are currently separated and fragmented. The goal of inter-



2 Foreword

connection and internetworking, to have a single powerful computer communication
network, is fundamental to the design of TCP/IP.”” Only 18 years ago, networks were
fragmented; today, the Internet unites the world. And TCP/IP is still the glue at the
core of the Internet that makes all this work. And this is still the book to read to learn

about it.

David Clark
Massachusetts Institute of Technology

May, 2005



Foreword To The First Edition
By The Late Jon Postel

In this book, Professor Douglas Comer has provided a long sought overview and
introduction to TCP/IP. There have been many requests for ‘‘the’’ article, report, or
book to read to get started on understanding the TCP/IP protocols. At last, this book
satisfies those requests. Writing an introduction to TCP/IP for the uninitiated is a very
difficult task. While combining the explanation of the general principles of computer
communication with the specific examples from the TCP/IP protocol suite, Doug Co-
mer has provided a very readable book.

While this book is specifically about the TCP/IP protocol suite, it is a good book
for learning about computer communications protocols in general. The principles of ar-
chitecture, layering, multiplexing, encapsulation, addressing and address mapping, rout-
ing, and naming are quite similar in any protocol suite, though, of course, different in
detail (See Chapters 3, 10, 17, and 18)+. Computer communication protoeols do not do
anything themselves. Like operating systems, they are in the service of applications
processes. Processes are the active elements that request communication and are the ul-
timate senders and receivers of the data transmitted. The various layers of protocols are
like the various layers in a computer operating system, especially the file system.
Understanding protocol architecture is like understanding operating system architecture.
In this book, Doug Comer has taken the ‘‘bottom up’’ approach — starting with the
physical networks and moving up in levels of abstraction to the applications.

Since application processes are the active elements using the communication sup-
ported by the protocols, TCP/IP is an *‘interprocess communication’’ (IPC) mechanism.
While there are several experiments in progress with operating system style message
passing and procedure call types of IPC based on IP, the focus in this book is on more
traditional applications that use the UDP datagram or TCP logical connection forms of
IPC (See Chapters 11, 12, 17, 18, and 19).

One of the key ideas inherent in TCP/IP and in the title of this book is ‘‘internet-
working.”” The power of a communication system is directly related to the number of
entities in that system. The telephone network is very useful because (nearly) all of the
telephones are in (as it appears to the users) one network. Computer communication
systems and networks are currently separated and fragmented. The goal of interconnec-
tion and internetworking, to have a single powerful computer communication network,
is fundamental to the design of TCP/IP. Essential to internetworking is addressing (See

+Editor’s note: chapter numbers have changed since the first edition.



2 Foreword To The First Edition

Chapters 4, 5, and 6), and a universal protocol — the Internet Protocol (See Chapters 7,
8, and 9).

To have an internetwork the individual networks must be connected. The connect-
ing devices are called gateways. Further, these gateways must have some procedures
for forwarding data from one network to the next. The data is in the form of IP da-
tagrams and the destination is specified by an IP address, but the gateway must make a
routing decision based on the IP address and what it knows about the connectivity of
the networks making up the Internet. The procedures for distributing the current con-
nectivity information to the gateways are called routing algorithms, and these are
currently the subject of much study and development (See Chapters 13, 14, 15, and 16).

Like all communication systems, the TCP/IP protocol suite is an unfinished sys-
tem. It is evolving to meet changing requirements and new opportunities. Thus, this
book is, in a sense, a snapshot of TCP/IP circa 1987. And, as Doug Comer points out,
there are many loose ends (See Chapter 20).

Most chapters end with a few pointers to material ‘‘for further study.”” Many of
these refer to memos of the RFC series of notes. This series of notes is the result of a
policy of making the working ideas and the protocol specifications developed by the
TCP/IP research and development community widely available. This availability of the
basic and detailed information about these protocols, and the availability of the early
implementations of them, has had much to do with their current widespread use. This
commitment to public documentation at this level of detail is unusual for a research ef-
fort, and has had significant benefits for the development of computer communication
(See Appendix 3).

This book brings together information about the various parts of the TCP/IP archi-
tecture and protocols and makes it accessible. Its publication is a very significant mile-
stone in the evolution of computer communications.

Jon Postel,
Internet Protocol Designer and
Deputy Internet Architect

December, 1987



What Others Have Said About The Fifth
Edition Of Internetworking With TCP/IP

““This is the book I go to for clear explanations of the basic principles and latest
developments in TCP/IP technologies. It’s a ‘must have’ reference for net-
working professionals.’’

Dr. Ralph Droms
Cisco Systems
Chair of the DHCP working group

““When the Nobel committee turns its attention to the Internet, Doug gets the
prize for literature. The new fifth edition of this classic is the best way to
master Internet technology.”’

Dr. Paul V. Mockapetris
Inventor of the Domain Name System

““The best-written TCP/IP book I have ever read. Dr. Comer explains complex
ideas clearly, with excellent diagrams and explanations. With this edition, Dr.
Comer makes this classic textbook contemporary.’’

Dr. John Lin,
Bell Laboratories

‘“The Internet continues to evolve and so does Comer’s comprehensive cover-
age of the protocol architecture of this global communication system. As the
convergence of voice and data networks continues apace, understanding the
Internet is all the more important for the 21st century telecommunications en-
gineer. The fifth edition of Comer’s classic continues to serve as the premiere
guide.”’

Dr. Vinton Cerf
SVP Technology Strategy, MCI
and co-inventor of TCP/IP



‘“‘Internetworking with TCP/IP has always been the definitive reference for the
Internet’s key technologies. This new edition is an important update that con-
firms, Doug Comer’s reputation for clear and accurate presentation of essential
information for every Internet professional.”’

Dr. Lyman Chapin,
Interisle Consulting Group
Former IAB Chair

“‘One of the greatest books I have read. True genius is when you are not only
fluent in your field, but can get your point across simply. Thank you Dr. Co-
mer for writing a great book!”’

Marvin E. Miller
CIO, The ACS Corporation

(X3

. a true masterpiece.’’

Mr. Javier Sandino
Systems Engineer
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