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A one-stop guide to design for safety principles and applications

Design for Safety (DfSa) provides design engineers and engineering managers with a range of tools
and techniques for incorporating safety into the design process for complex systems. It explains
how to design for maximum safe conditions and minimum risk of accidents. The book covers safety
design practices, which will result in improved safety, fewer accidents, and substantial savings in
life cycle costs for producers and users. Readers who apply DfSa principles can expect to have a
dramatic improvement in the ability to compete in global markets. They will also find a wealth of design
practices not covered in typical engineering books—allowing them to think outside the box when

developing safety requirements.

Design Safety is already a high demand ficld due to its importance to system design and will be even
more vital for engineers in multiple design disciplines as more systems become increasingly complex
and liabilities increase. Therefore, risk mitigation methods to design systems with safety features are
becoming more important. Designing systems for safety has been a high priority for many safety-critical
systems—especially in the acrospace and military industries. However, with the expansion of
technological innovations into other market places, industries that had not previously considered safety

design requirements are now using the technology in applications.

Design for Safety:
« Covers trending topics and the latest technologies

- Provides ten paradigms for managing and designing systems for safety and uses them

as guiding themes throughout the book

- Logically defines the parameters and concepts, sets the safety program and requirements,
covers basic methodologies, investigates lessons from history, and addresses specialty topics

within the topic of Design for Safety

« Supplements other books in the Wiley series on Quality and Reliability Engineering

Design: for Safety is an ideal book for new and experienced engineers and managers who are involved
with design, testing, and maintenance of safety critical applications. It is also helpful for advanced

undergraduate and postgraduate students in engineering.

Design for Safety is the second in a series of “Design for” books. Design for Reliability was the first in

the series with more planned for the future.
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Series Editor’'s Foreword

The Wiley Series in Quality and Reliability Engineering aims to provide a solid
educational foundation for researchers and practitioners in the field of dependa-
bility, which includes quality, reliability, and safety, and expand the knowledge
base by including the latest developments in these disciplines.

It is hard to overstate the effect of quality and reliability on system safety.
A safety-critical system is a system whose failure or malfunction may result in
death or serious injury to people. According to Federal Aviation Administration
(FAA), system safety is the application of engineering and management princi-
ples, criteria, and techniques to optimize safety by the identification of safety-
related risks, eliminating or controlling them by design and /or procedures, based
on acceptable system safety precedence.

Along with continuously increasing electronics content in vehicles, airplanes,
trains, appliances, and other devices, electronic and mechanical systems are
becoming more complex with added functions and capabilities. Needless to say,
this trend is making the jobs of design engineers increasingly challenging, which
is confirmed by the growing number of safety recalls. These recalls are prompting
further strengthening of reliability and safety requirements and a rapid develop-
ment of functional safety standards, such as IEC 61508 Electrical/Electronic/
Programmable systems, ISO 26262 Road Vehicles, and others, which have increased
the pressure on improving the design processes and achieving ever higher
reliability as it applies to system safety.

There are no do-overs in safety. You cannot undo the damage to a human caused
by an accident caused by an unsafe system; therefore it is extremely important to
design a safe system the first time. This book Design for Safety, written by Louis J.
Gullo and Jack Dixon explores the safety engineering and takes the concept of
design and system safety to a new level. The book takes you step by step through
the process of designing for safety. These steps include the development of system
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requirements, design for safety checklist, and application of the critical design
tools, such as fault tree analysis, hazard analysis, FMEA, system integration, test-
ing, and many others.

Both authors have lifelong experience in product design, safety, and reliabil-
ity, and sharing their knowledge will be a big help to the new generation of
design engineers as well as to the seasoned practitioners. This book offers an
excellent mix of theory, practice, useful applications, and commonsense engi-
neering, making it a perfect addition to the Wiley Series in Quality and Reliability
Engineering.

Despite its obvious importance, quality, reliability, and safety education are
paradoxically lacking in today’s engineering curriculum. Very few engineering
schools offer degree programs, or even a sufficient variety of courses, in quality or
reliability methods, and the topic of safety only receives minimal coverage in
today’s engineering student curriculum. Therefore, the majority of the quality,
reliability, and safety practitioners receive their professional training from col-
leagues, professional seminars, publications, and technical books. The lack of
opportunities for formal education in these fields emphasizes too well the impor-
tance of technical publications like this one for professional development.

We are confident that this book, as well as this entire book series, will continue
Wiley’s tradition of excellence in technical publishing and provide a lasting and
positive contribution to the teaching and practice of quality, reliability, and safety
engineering.

Dr. Andre Kleyner,
Editor of the Wiley Series in Quality
and Reliability Engineering



Preface

Anyone who designs a product or system involving hardware and/or software
needs to ask the following questions and seek answers to:

» Will my designs be safe for the users of the product or system that I design for
them?

e Will my designs be safe for people affected by the users of the product or sys-
tem that I design for them?

* Are there applications that my designs may be used for that are not safe even
though it is not the original intentions of my design?

* Can anyone die or be harmed by my designs?

The designers and engineers that fully answer these questions and take action
to improve the safety features of a design are heroes. These engineering heroes are
usually unsung heroes who don’t receive nor seek any reward or recognition.

When you think of heroes, you might conjure up the image of a US Army Medal
of Honor recipient, or a brave firefighter willing to sacrifice his or her life to rescue
people from a towering inferno, or a policeman cited for courage in the line of
duty, but you probably won’t imagine an engineer willing to sacrifice his or her
job or career to prevent a potential catastrophic hazard from occurring within a
product or system. Every day and throughout the world, multitudes of engineers
working in numerous development and production engineering career fields
within a global marketplace discover and analyze safety-critical failure modes
and assess risks of hazards to the user or customer, which may cause loss of life or
severe personal injury. These engineers display a passion for their work with con-
sideration for the safety aspects of their products or systems realizing the ultimate
impacts to the health and well-being of their user community. The passion of
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these engineers usually goes unnoticed, except by other engineers or managers
who work closely with them. The passion of these engineers may be recognized in
extreme or unusual circumstances with an individual or team achievement award,
but they most certainly would not become hailed as heroes. Why not? Does our
engineering society place value of those willing to display courage in managing
challenging technical problems? Of course, there is value in this characteristic of
an engineer, but only when it results in making the organization or company more
money, not reducing or eliminating the potential of dangerous hazards that could
harm the user community. The engineers demonstrating courage in tackling the
challenging technical problems to keep people safe are just doing their jobs as
system safety engineers or some other related job function, but they would not be
considered as heroes.

When you think of heroes in engineering, you might say Nikola Tesla or
Thomas Edison made significant contributions to the advancement of a safe
world in terms of developing commercial power to light homes at night and
prevent fires due to lit candles igniting window dressings or draperies. We are
sure you will agree that commercial power saves lives, indirectly. As a result
of commercial power, most home fires caused by candles lighting a home at
night have been prevented, but fires at home will still occur regardless of the
use of commercial power replacing candles. There are other mitigating factors
that have a direct correlation to causes of fires at home, such as smoking ciga-
rettes in bed or poor insulation of electrical wiring or overloaded electrical
circuits.

A direct application of saving lives is a preventive action to design out an
explosive hazard in an automobile due to the fuel tank during an automobile
collision. As a result of an engineer’s diligence, persistence, and commitment to
mitigate the risk of a fuel tank explosion in a car during normal operation or
during a catastrophic accident, it is clear that the engineer’s actions would
have saved lives, directly. This direct application of design improvements
that result in no deaths or personal injuries caused by automobile fuel tank
explosions should warrant the title of “Engineering Hero” to the ones worthy of
such distinction.

Engineering needs more heroes [1]. Engineers with the biggest paychecks get
the widest acclaim. To be a hero today, you must be considered financially suc-
cessful and ahead of your peers. There must be other ways to recognize engineer-
ing heroes on a broad scale, but how? There is no Nobel Prize for engineering.
There is no engineering award with similar global status and prestige. Engineers
cannot routinely recognize their heroes in a similar fashion as do physicists, econ-
omists, and novelists. To be fair, in lesser known circles than Nobel, engineers are
recognized by their peers through the Kyoto Prize, Charles Stark Draper Prize of
the US National Academy of Engineering, and the IEEE’s own Medal of Honor, to
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name a few engineering honors. We agree with G. Pascal Zachary when he states
that a valid criterion for an engineer to be considered an engineering hero is when
one overcomes adversity. Engineering heroism appears when an engineer
overcomes personal, institutional, or technological adversity to do their best job
possibly while realizing what is ethically or morally right, contributing to the
social and cultural well-being of all humanity.

Anyone who convinces a product manufacturer to install a safety feature on
an existing product should be praised as a hero. One example of a design for
safety feature that was installed on an existing product is the “safety mecha-
nism” designed for firearms. A safety catch mechanism or safety switch used for
pistol and rifle designs was intended to prevent the accidental discharge of a
firearm, helping to ensure safe handling during normal use. The safety switch
on firearms has two positions: one is “safe” mode and the other is “fire” mode.
The two-position safety toggle switch was designed on the military grade fire-
arm, M16 automatic rifle. In “safe” mode, the trigger cannot be engaged to
discharge the projectile in the firing assembly. Other types of safety mechanisms
include manual safety, grip safety, decocker mechanism, firing pin block, ham-
mer block, transfer bar, safety notch, bolt interlock, trigger interlock, trigger dis-
connect, magazine disconnect, integrated trigger safety mechanism, loaded
chamber indicator, and stiff double-action trigger pull. “Drop safety mecha-
nisms” or “trigger guards” are passive safety features designed to reduce the
chance of an accidental firearm discharge when the firearm is dropped or
handled in a rough manner. Drop safeties generally provide an obstacle in the
firing mechanism, which can only be removed when the trigger is pulled, so that
the firearm cannot otherwise discharge. Trigger guards provide a material bar-
rier to prevent inadvertent trigger pulls. Many firearms that were manufactured
in the late 1990s were designed with mandatory integral locking mechanisms
that had to be deactivated by a unique key before the firearm could be fired.
These are intended as child-safety devices during unattended storage of firearms.
These types of locking mechanisms were not intended as safety mechanisms
while carrying. Other devices in this category are muzzle plugs, trigger locks,
bore locks, and firearm safes.

Accidents decreased tremendously over the years as a result of safety features.
Accidental discharges were commonplace in the days of the “Ole West,” circa
1850-1880. Those were the days before safety switches were designed into rifle
and pistol designs. Now accidental discharges only occur when a loaded firearm
is handled when the safety position is off. Since the implementation of this safety
switch design, gunshots caused by accidental firing have been significantly
reduced. There was a designer behind this safety switch design who thought
about saving lives. In our minds, this designer was an unsung hero, one of many
heroes in the development of safe firearms.
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We propose these unsung heroes deserve immense credit for preventing
unnecessary injury or death from accidental discharge of firearms. There are
many more examples of this.

The idea for this book was conceived as a result of publishing our first book,
Design for Reliability. We saw the need for additional books discussing various
topics associated with the design process. As a result, we are planning to create a
series of Design for X books with this one, Design for Safety, being the second in the
series. Our book fills the gap between the published body of knowledge and cur-
rent industry practices by communicating the advantages of designing for safety
during the earliest phase of product or system development. This volume fulfils
the needs of entry-level design engineers, experienced design engineers, engi-
neering managers, and system safety engineers/managers who are looking for
hands-on knowledge of how to work collaboratively on design engineering teams.

Reference
[1] Zachary, G. P. (2014), Engineering Needs More Heroes, IEEE Spectrunt, 51, 42—-46.

Louis J. Gullo
Jack Dixon
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Chapter 1 Design for Safety Paradigms (Raheja, Gullo, and Dixon)

This chapter introduces the concept of design for safety. It describes the technical
gaps between the current state of the art and what it takes to design safety into
new products. This chapter introduces ten paradigms for safe design that help
you do the right things at the right times. These paradigms will be used through-
out the book as guiding themes.

Chapter 2 The History of System Safety (Dixon)

This chapter provides a brief history of system safety from the original “fly-fix-
fly” approach to safety, to the 1940s” hints at a better way of doing aircraft safety,
to the 1950s” introduction of the term “system safety,” and to the Minuteman pro-
gram that brought the systematic approach to safety to the mainstream. Next, the
development of and history of MIL-STD-882 is discussed. The growth of system
safety and various hazard analyses techniques over the years are covered in detail.
The expansion of system safety into the nonmilitary, commercial arena is dis-
cussed along with numerous industry standards. Tools of the trade, management
of system safety, and integration of system safety into the business process are
summarized.

Chapter 3 System Safety Program Planning and Management (Gullo and
Dixon)

This chapter discusses the management of system safety in detail. It describes
how system safety fits into the development cycle, how it is integrated into the
systems engineering process, and what the key interfaces are between system
safety and other disciplines. The System Safety Program Plan is described in detail
as well as how it is related to other management plans. Another important document,
the Safety Assessment Report, is also outlined in detail.



xxvi Introduction: What You Will Learn

Chapter 4 Managing Risks and Product Liabilities (Gullo and Dixon)

In this chapter, the importance of product liability is emphasized beginning with
some financial statistics and numerous examples of major losses due to bad
design. The importance of risk and risk management is described. This chapter
includes a brief summary of product liability law and what it means to the safety
engineer and the organization developing the product or system.

Chapter 5 Developing System Safety Requirements (Gullo)

This chapter’s main emphasis is on developing safety requirements including
why we need them and why they are so important. We discuss what requirements
are and how they enter into various types of specifications. This chapter covers in
detail how to develop good safety requirements and provides examples of both
good and bad requirements.

Chapter 6 System Safety Design Checklists (Dixon)

This chapter introduces various types of checklists and why they are an important
tool for the safety engineer. It covers procedural, observational, and design check-
lists and provides examples of each type. The uses of checklists are also discussed,
and several detailed checklists are provided in the appendices of the book.

Chapter 7 System Safety Hazard Analysis (Dixon)

This chapter introduces some terminologies and discusses risk in detail as an
introduction to hazard analyses. After that, it covers several of the most widely
used hazard analysis techniques including preliminary hazard list, preliminary
hazard analysis, subsystem hazard analysis, system hazard analysis, operating
and support hazard analysis, and health hazard analysis. The chapter ends with a
discussion of hazard tracking and its importance.

Chapter 8 Failure Modes, Effects, and Criticality Analysis for System Safety
(Gullo)

This chapter describes how the Failure Modes and Effects Analysis (FMEA) and
Failure Modes, Effects, and Criticality Analysis (FMECA) are useful for system
safety analysis. It discusses various types of FMEAs including Design FMECA,
Software Design FMECA, and Process Failure Modes, Effects, and Criticality
Analysis (PEFMECA) and how they may be applied in a number of flexible ways
at different points in the system, hardware, and software development life cycle.

Chapter 9 Fault Tree Analysis for System Safety (Dixon)

Fault Tree Analysis (FTA) is covered in this chapter. It is a very popular type of
analysis used in system safety. It is a representation in tree form of the combination
of causes (failures, faults, errors, etc.) contributing to a particular undesirable
event. It uses symbolic logic to create a graphical representation of the combina-
tion of failures, faults, and errors that can lead to the undesirable event being
analyzed. The purpose of FTA is to identify the combinations of failures and errors



