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n this book, we set as our goal to learn how to judge the quality of software code.
I Having mastered this art, we'll then be able to apply our newfound sense to
the code we write ourselves and to the code written by others, aiming to assess

its quality aspects and improve what we find lacking. We can also use our acquired
knowledge of code quality when we discuss implementation alternatives with our

colleagues: ideally, nudging our project toward the most appropriate direction.

1.1 Software Quality

We can view software quality from the point of its specifications and define it as the
degree to which it meets the specified requirements, or we can also take people into
account and define quality as the degree to which the software meets customer or
user needs or expectations. No matter how we look at quality, it is important. Quality,
time, and cost are the three central factors determining the success or failure of any
software project, and quality is the only one of those factors that cannot be changed on
the spot by management fiat. In addition, the effects of poor software quality can be
dramatic and difficult to undo: If our space probe’s software miscalculates a variable
and crashes onto a planet, we are back to square one (minus the probe). Although this
book focuses on the quality of program code, before we discuss, say, the treatment
of nu11 references, it is worthwhile to take a broader look at the software quality
landscape to see the applicability and the limits of the approach we will follow.
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1.1.1 Quality Through the Eyes of the User, ihe Builder,
and the Manager

Your new bike is truly exceptional. It feels sturdy yet light, maneuverable yet stable,
trendy but not flashy, comfortable but also dependable. You ride it at full speed down
a smooth, empty, downhill country road and feel like the king of the world. What is
the magic behind this feeling? How can we build software that feels like that? Let’s
examine one by one four views of your bike’s quality, which also apply to the quality
of software.

The first and most commonly perceived view of quality is quality in use, the actual
end-user experience. Broadly speaking, this view reflects the extent to which users
can achieve their goals in a particular environment. Thus, in our bike example, you
do achieve your goal—a Perfect Bike Ride—in a particular environment: an empty
downhill road. Maybe if you were riding on a rocky uphill trail with a group of bikers
comparing the quantity of dilithium contained in each bike’s frame, your experience
would be completely different. We can apply the same thinking to software. When we
examine quality in use, we care about how the user perceives the software—Figure 1.1
(top left) illustrates a program crash as experienced by hapless end-users all over the
world. We’re not interested in bugs that the user never encounters, in unreadable code,
or inefficient algorithms that don’t matter for the amount of data the user will process.

When you set out for your bicycle ride, you already knew you would enjoy the
trip, because you felt you had on your hands a quality product. Before departing, you
lifted the bike and let it fall on the pavement to see that the tires were in good order
and no parts were loose, you changed the gears up and down, and you used the brakes
to bring the bike to a standstill. Furthermore, a little sticker on the bottom of the frame
certified that someone at the end of the factory’s assembly line rode the bicycle around
the factory floor to verify that it was indeed the fine product advertised. These external
quality attributes of your bike certainly influence the quality in use. If you found the
breaks responding sluggishly, you might end your downhill ride on a tree trunk. In
our software world, the external quality view consists of what we can determine by
running the software, typically in a testing environment—Figure 1.1 (top right) shows
the JUnit regression testing framework in action. By thoroughly testing and correcting
the problems associated with the software’s external quality view, we will minimize
the errors the end-user will encounter.

Let us now return to your bike’s factory. In practice, few if any bikes collapse into
pieces when test driven at the end of the assembly line. In a well-designed, well-built
bike, such as yours, the frame's shape and alloy provide the requisite strength and
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stiffness, all manufactured parts follow the prescribed tolerances, all appropriate (top-
of-the-line) components are correctly mounted, and the ranges of all moving parts
are precisely calibrated. These characteristics, which we can determine by examining
(rather than riding) the bike, are termed internal quality attributes. In software, these
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attributes are the ones we can determine by examining, rather than running, the soft-
ware, and they are the main focus of this book—Figure 1.1 (bottom left) illustrates a
problematic source code construct identified by the FindBugs program.

In our fourth and last visit to our bike’s factory, we realize that the bike’s quality w T

is no accident. The company producing this bike is geared toward making—time and
again—bikes that will grace you with a Perfect Ride. Engineers of various disciplines
pore over each design for weeks to ensure that every detail is correct. All materials
coming into the factory are carefully inspected to make certain that they have no hidden
faults, and all workers are allowed (and encouraged) to bring the assembly line to a




