\M\kﬁa‘.;&%étﬂ&a

o o S A —

=

AMAT IEIScbE

M EFS
ANBRNEANE ERT I T

& IXxEWindows R & WebhiHiizFIXTH
®IBBIRSIXT SNIREWMIXE SIXTHHM

EMEHHE FHIBRSHE
® G585

(Jf.'ﬁ FREF 24 raAd



TP393. 08/232D
gg* =
188 ‘*

B

AA AT IE) b




2 W BEXE——REMAIIRILR

® O O® E

% EREF X OEF OKER kB B KOFE T OH
wERE: T X

B MER

HiREgE: T
KEBFIE: £
HmRit: #

P W b

HARBAN: FEHETFEFRERMT
FARZ#E: (023) 63658888-13101

WBARFAA B BB L
REHT FEAEAEXFFRLHI £

£ 17 ERPHRERELZRRBERQFLRITH
B & (023) 6365888813138

£  HE: (023) 63659779

% SRR ®KH=

KEEF: HANFEBHREREERAA

AR BRUREEBRENFHRAE _
FFAHAR: 787 X 1092FK 1/16 17.25EN5K 200FF

BR & 2: ISBN 978-7-900433-42-8
BR OR: 2007E11B SR
E M 29.807T (1CD+FA)

RE AR FRER

BEAERFOK TS (04 . FhrpeIs. F5. BA. 38%F) KELdH#E
Ak, RYAAREAHERERARQAIARHNG, FEEATHRREYFOBRE, BERAER
F '

ERTRERPHOBRRAR:

HiE: 023—67708230° 67708231
fE3; 023—67708386

EERTRRRP Ol

BEET IR T H78S HEFE S KM 101
HE4: 400020

AABFBBGERENL (L0 ) AFRTBHEFTERLSER. RAFEEAL, 2O FELH-R
EAMAER K. Ttk BHE3FHE, ANARRIEZ LM (iﬁ‘) AETAIEERE (#
), EH BRI IIPE YA ZIR IR F 3.




B A RARIERR IR
1.1 EEERAMERTEEEHER -ooovveroverrreeerrerssnesssetmiine st ee e se et e st et e sae et e et ser e e

1LH4R "Ra”

2 HATRRTE A ARARERTERE - eovvererrmerermenesnnnecssnnes

FRIBAREBRUGIEF -ovveeevveerornresennenssrnnessenas
EEE?X#FFP igg{%ﬂﬂﬁ%%g ......................................................
&ﬁq 1‘%@HE%%§§F%?X{*i§E ...................................................
Eﬁ,{%gggm ..................................................................................................................

1.2 Eﬁiﬁﬂﬁﬁﬁﬂ e e o e et euesaeannateoaneteaaeresennaeestebasten tseseessaneaseatevasaesrtsestetearettatenan

3R HFHTSERIP

1 ﬁmﬂxﬂﬁmﬁﬁ A RN

E|Pimtjtﬁlg}?}§;‘ﬂ“ .....................................................................
X?IEIE@EIPiﬁiJJ:E’J?ﬂﬁUJ ...............................................................

2 AR FTHPRIET LG oveervereoremsens

Fﬁpmg*iﬂ%‘]ﬁf'ﬁ?\% ...............................................................

E*&ﬁ O H‘ff}i*ﬂ,ﬁ@ E{”%—E\ .........................................................

%um?l‘j E‘]?Xﬁ-*iﬂ%‘) ...............................................................
3§miqﬁm§é&;ﬂ F T P

4 WHOISFIDNSE &

REEBRMEE LD (http//www.chnic.com.cn)
FP BA m (http://www.net.cn) ......................................................
*‘JH%NetAIyzerEiﬁ] .....................................................................

DNsE{]mﬁ: ..............................................................................
DNSEﬁ .................................................................................

Tracert‘fﬁ”%?ﬁﬁ ........................................................................
Visua|Routeﬁ<;’ﬂ|J ........................................................................
7Hﬁmiﬁiﬂm*¢:}"€§] resestesscseccccenannrre

oW Iaas—RiE

1—'—-/A%|pfmi_|t ...........................................................................
Egzk*ﬂmlpmﬂt .....................................................................

.......................................

I AN

N

11

.....11

1
12

......12

13
14
15

seese ...17
......19

19
20
20

....21

21
21

...23

23
23

.-.24



EEEFHQIPHEE o

3SERFOSREE—K

ETCPEER#HE e
FITHATM (SYNRFH)
2 B FBE CIFRRE T ELAZ /Y oo eovvereorrerersresessreesretesoetesoebe srtteearses sreaessaeeeutecettaaesneeaesnneaas

Nmap .................................

1. 3B NetBiosfE &

FIBX-ScandqHh oo
FFHSuperscanf3Ifli -
FIRIX-ScandRff oo
FYRISNMPULIER S +eveeeeeereee
FIFGFI LANguard N.SSTA -

23 FARIBIERIEER vveevevrerernnens

24 A\BYEEE: BOSH/ -

Zﬂjtézﬁ EH{J%E%"‘_& essessvsecssasanans

TSR F A BIET R o
SINBBEHAERIE e
BREBETM i

FIRFR A Fluxay# T8 0 <135

FIAX-Scan# {755 0SHH -

MBI RWis+Wed -
D SQL‘;I)\IQ ............................................................................................................
[N 2 1] D AN I =

$3W HiliWindowsR4E

3.1 $tXWindowshR FRERGBIBLHT +-orvveeeeeverreeens

1)\{§Wlndowsﬂﬁﬁg§mg§gﬁfi et sun eseaeeeetuen e s aa et attattancese st ittt estaneoesentestenstnnetasttatecennee
2. $tXWindows I A BYAH MU FNBR ST HEATIE «oveeeervmerereees

NetBIOS BB T T v v e e e
|PC$5ﬁﬂIﬁfﬁ‘ ..................................................................................................................

ﬁﬁUnicodefﬁiﬂE’ﬁiﬁi ...................................................................................................

. 57

57

...58

58
59

...62



_—

ﬁﬂ.idal.idq!ﬁ@&%ﬁﬂjﬁiﬂﬁ(ﬁi ..........................................................................................
SFR PO IR TBIELTT v esererrmsemerresemseer oo
Rpcgg;q;lziﬁﬂjliﬁ .........................................................................................................
LSASS%&\E;EJ ..............................................................................................................
ﬁmgga@ .....................................................................................................................
B SRS QL-SErVOrlEREERIIR - -r oovreerorrertr et e e e e
A{%Hﬁ%%ﬁz&% ...............................................................................................................
6%+x;jserv_ugﬁ§§§ “MDTM” ﬁ%ﬁﬁg@zﬁtﬂﬁﬂﬁﬂii seteesatiesteaasisetsttnataitenattsenan
ngTpggD/{,\ ...............................................................................................................
Sew_u;ﬁﬁﬁ;‘ﬂu ...............................................................................................................
ﬁ;ﬁ]%um ........................................................................................................................
7.%+X‘IPcAnywhereI¥JI$[ﬁi ceeeenensssenes e
KHEPCAnyWhere%‘E%B‘Cﬁ'- ................................................................................................
fl”iﬁ pCAnyWhereﬁ&mggmﬂﬁg@Eg ..............................................................................
8.E!4%Web$hell)§l¥]ﬁ$1°°""'""°"'""°"""""""""""""""'"""'""'"""'"'""'"'t""""
_tfgj(_t_ﬁgﬁr'] ...............................................................................................................
ﬁmsamifq;mﬁ@ ............................................................................................................
i@ﬁpcanywhereﬁﬂ .........................................................................................................
FUFSEIV-USEERTIABR -+ ooveerrrersomser ettt e e
B RENIRESERERBIE - ovrrrrererrrrrr et e
fﬁﬁ%FlashfxpEﬂ'ﬂBE ................ P T L TP PP PP P PP RRRCRLLLLEEE SRLISELITIIEIED
*'JFE SQLServerss éﬁ& .................................................. e e i earresaertraaesanaraaab et eaarns
%'Jﬁﬁ NTLM.exefl%NTLME&iE?FETelnetﬂﬁ% ........................................................................
{# FopenteinetZ BRNTLMIGIEH FE AR TeIN@tBRSS «---+--errerrrrermeresrrinss et
ﬁ?&l%ﬁﬂ‘]TelnetHE% ......................................................................................................
10%%2@%5&% PPN
ﬁﬁﬁ%3389?§ﬁéﬂﬁ% ......................................................................................................
ﬁmscﬁgﬂﬂ%ﬁﬁﬁ% ...................................................................................................

1.IS[iEWindowsEEﬁEl% P
Kma*ﬁimssué .........................................................................................................
L 2 N o - ST P
TR EIRASN ST EE <+ ovveeeeeerrrrre et
%ﬂj{#ﬂﬁ ..................................................................................................................
T 1 -
%%ﬂ% ;ﬁt&ﬁ{:‘: ......................................................................................................
Mjﬁgﬁj#.ﬁ.ﬁgi ......................................................................................................
ﬁﬁﬁWindowsB’\Jiﬁ:ﬁ#’ ...................................................................................................
BRI ESESE rvvreeenr e e e e s e
ﬁﬁ*ﬁﬂ;ﬁ .....................................................................................................................
Eﬁgﬁgiﬁ ..................................................................................................................
é?ﬁﬁ*}l%ﬁiﬁ’- ............................................................................................................
gﬂ%%giﬂ;‘ﬁ ..................................................................................................................

3.2 ﬁﬁWlndOWS*EmPWgﬁuﬁ €00 860 0060000000000 00s 090000000000 000000000000s0000000000sesntoaste

68

....71

71
74

. -..75

75
77
78

----.80

80
81
82

. ..-82

83

85
85
85
86
86
86

.....86

87
88
89

...90

90
92

93

..-94

95

.. -..96

96
97
97

vos -..98

99
100

.o -..101

101
102
103
103
103

---.104



%EEE‘JEF?’? .................................................................................................................. 104
E%ﬁEEEES‘{ﬁ:FP ............................................................................................................ 104
ﬁﬁEWmme .............................................. S N 104
ﬁiﬁ&giﬁjﬁ:* ............................................................................................................ 104
WEEU;IH&%‘%EF ............................................................................................................... 104
{-ESystem.inqu?ﬁ% ............................................................................................................ 105
l%ﬁé:]:}az—{bggqq ............................................................................................................... 105
ﬁ%ﬁﬁZ{Winstart.batFF ......................................................................................................... 105
ﬂ%ﬁﬁﬁf]if#qﬂ ............................................................................................................ 105
i&gﬁﬂg&ﬁ?&;‘: ............................................................................................................ 105
1@&214;4:‘]‘;:}1%:&* ............................................................................................................ 105
BEITSAMIATIE -rvrerrrrerr s rre e e e 106
ﬁ'{ﬁSAMiﬁ:i&ﬁ@@ﬁ&ﬂ ................................................................................................ 107

1&:&,‘53{]”;&1&% JavaScript*ﬂActiveX L R KL LT L TR TP IYF PRI T PIVS TS PIRTTR TSR IR Iy Y.}
ﬂ%&IE#i}\ng ............................................................................................................... 108
3'5)‘%1;“3‘(14: .................................................................................................................. 110
mﬁztt@ﬁjmﬁjﬁ: ......................................................................................................... 110
CookieB‘JﬂFﬁ .................................................................................................................. 112
Z%HS(Cookie ..................................................................................................................... 113
*]J Fﬁ Cookies%,% ............................................................................................................... 113

3.E’=§Frameﬁﬂ§l15[ﬂ% St eereasaeraetnereasaenset enttaantaasetectettetaieeeetesesene ittt et cseerreseacannetoacanrre ooy
ﬁiggﬁgﬁﬁﬁ% .........................................................................................................
ISZ';I?T'EBQTXT‘BBTQ: ............................................................................................................
*ﬁiﬁﬂtﬁﬁﬁﬂ’\]ﬂiﬁﬁ ............................................................................................................
m%?‘]ﬁlﬁfﬁﬁﬁ ........................................... R R e L LN LRI TR LL PP LER R LLRERRLRE
W%%’JQKEEE’\JEE?‘J’% ........ ..... PPN
QQ%EA ....................... .

34 Windows*ﬂ!#ﬂﬂﬁfﬂij"--’j_."f"----"--"---"- sisteennescectanessasasttsaasereceeviisetteatassencenss

AdumpTESHBRHE - - e et e eeeeeeeeeeereeeteaa—_——————aaataeteeeeeeeetett et ——————aanns
FUF AR D ZEENAE RIS EL +-vvcovevereeermneeetsineninamnitirtttae s e e e s sa bbb b e e et e e et e e s s st bbb b e e e e e aeaea e aas
b VA= ¥ - 11 = T
FAERD COMMANDERBEFHAGETBRRD o ovveerrrrrrrren ittt 129
Windows KEY'LQE@@ ...................................................................................................... 130
{fﬁﬁMﬁHIEﬁEﬁiﬁE%ﬁ% ....................................................................................... 130

3.5 WindowsE\ZFHEIfcﬂi B CLULIT TR T LTS YPRIPPIPRPPR PRSPPI Fc T

1 i@ﬂ]iﬁﬁ%ﬁ%ﬁﬁi B T T T T T T P PRI Ko ¥
Uﬁ%/@\ﬁé‘\ﬁg ............................................................................................................ 131




ﬁﬁ—f:/lﬂﬁﬁqqam ﬁf"%ﬂl] Q ....................................................................................... 132
%EWebﬁ:MJ%ﬁFﬁﬂJWebEBﬁ%E& ....................................................................................... 134
ﬁﬁiai%f: IE§WebEBﬁ§EE’3 ....................................................................................... 136
’r"ﬂOutlook EXpI’GSSﬁﬂi’}/TI E(ngﬁz .................................................................................... 136
%ﬁFoxmailE@MF‘D’%ﬁ%‘i% ............................................................................................. 138
Wﬁ@FoxmailﬁﬁH‘]%E ...................................................................................................... 139
SnadBoy’ 8 REVe ation ===  r e 139
9&@5%@@@%% ......................................................................................................... 139
SERBHMEN “HRRE" - *+++140
ﬁuﬂ#ﬁﬁﬂiﬂ%%?&% ...................................................................................................... 140
{Eﬁﬁnugﬁﬁﬂ}g ............................................................................................................ 140
ﬁ?ﬁ@%%;ﬁﬁyx{z‘; ......................................................................................................... 140
ﬁu%ﬁﬂi%ﬁﬁ{#ﬁﬁ ...................................................................................................... 141
1,5.35[)\1:];5'3}‘5*#&535(-]& ................................................................................................... 141
ﬁ*%w&ﬁﬂﬁkiﬁﬁﬁ%ﬂlﬁ .................................................................... [EREEET I TV ETIE PP RPPR PO 141
*mm*i& ..................................................................................................................... 142
E}Eﬁ o vffgﬂinndowsB}‘i)\i&%ﬂ% ....................................................................................... 142
ER—J’H;{[ Emﬁa—j;ﬁ*g ................................................................................................... 143
BT BRI - R 145
SBANM ADX ik

41 %%*y" - 147
1 KD OREENBI I oeeee e 147
1@&7’(%@*@ .................................................................................................................. 148
ﬁ%ﬁ% ........................................................................................................................ 148
i{q—_g@'ﬁ:&)ﬁfﬁ ............................................................................................................... 149
%@Tﬁﬁ ..................................................................................................................... 149
HiB{#E‘%ﬁﬂﬁ .................................................................................................................. 149

(@l == - R e P 149
leﬁi% ........................................................................................................................... 149
i@ﬁt&%& .................................................................................................................. 150
mﬁ*g;ﬁ ..................................................................................................................... 150
%ﬁﬂﬁﬁmﬁf?#ﬁ@ﬂﬂ: ................................................................................................... 150
PELES=T T Y S +150
SHADhRBMAIEER e 151
AR R X -oereeeeee 151
5K DR BT 152
7 KBRS ERAARD G - oo 154
42 %**Hﬂqgﬂ”mﬁﬁ* A L TP T TP L T TPV T VPP S PP TIPS 1%t
‘}IﬂﬂﬁéEPUserinitE@ﬁiE ...................................................................................................... 155

FIAAutoRun.infB &I B SN



e—

gg%mﬁ,;‘;m&%ﬁﬂuﬁ;ﬁ% ................................................................................................... 156

xgm,}% ........................................................................................................................ 157
ﬂu%%%% ........................................................................................................................ 158
jn%?g@%% .................................................................................................................. 158
1@&%&1&@%;& ............................................................................................................ 159
i{q:#%ﬁ@{%&mﬁﬁﬁiz ................................................................................................ 161
I =8k 5 TR T T R P P PP P PP PP PP P PRSP PPRPRRPPTN 161
mﬂﬁt*%ﬂ'ﬂ%ﬁﬁﬁﬂiﬁiﬁﬁ ............................................................................................. 161

S5l Hii/iEM

51 NL%EWAE*]&E’ T T TP O P P PP P PY PP PP POPYPRPTRYS PO - % |
1%&@%%%5*@}2 ettt ettt e s st ettt et st s st s sas st saeses sseensneeee | 65
1.ARP&%J§‘}E S L X RTRTTTTTPITPITICPYTPTORT PP OPYRRYPRIRY, I'sy 4
2.#']FBWinArpAttackeri&ﬁ’ARP&Qﬁ LT T PP U P PP YU PIT DT TEPPRYPPRDPPRRRL 1>}

54 ﬁ(ﬂ(ﬁpﬁﬁﬁ? T T R ICTTTRTIRPITITSPYPIPRPPRTPRSTPPINE b ¢

55 MAC*&E&E*‘]H AR LR L R TP C Y TP LT TR ST ITPIFITRITTIVPYTRTIPIPRYPPIYRIPRIPS PPPTRRPE | £

oM EBIR B i

6.2 FHRIEBIR BIE FIRBILDTILIR -+ veevrrererrrreesrramssnsseesrinecsesesseseresssnesseess 181



D S T Y PP Ry R R

11+’AE$NE’¢?E*&EE%ISIE (DDoS) -
23%3151%‘1‘“% -
3. ATMREN -

1. *‘JmE%A&EPE%EDDOS?%iE oen P P
2. %‘.‘% ﬁﬁg ﬁ?ﬁ-ﬁﬂ;ﬂ*ﬁﬁ&ﬂﬁ%]&ﬁ ({DDoS) R P
3FIAHEN LRSS - s cerereeseiiiiinennns TN

7 WebR M

1. WebB AR BT oomevrerenrieneiinenien
Zﬁmﬂ’\JWebﬁﬂﬂ seteesaatttisssttaceminerastes

2.7 FANBSIXY RS TENGRY oo
3*]%&)\1&%@*“5&%%5 e . ssveuresenissaas
%I;}/\Accessﬁ?ﬁﬁﬁiﬁ ................................................................................................

(B W DA B B PR R v vt e e i et e e
ﬁmw|s?3ﬁ = éﬁ‘iﬁﬁ ................................................................................................
“&*Eﬁﬁ{ﬁ” W*ﬁ*g%f‘] .............................................................................................

B OOKIBRFARD” IS E|MIIEARSEIR -vrrrerrrreree e e e e e

7.3 BEBWebRI BB AR rvorrerrrerreerenerns

1.MSSQLEHREEEN -
B SQL ServeriBREE v v
fUFﬁSQL#ﬁ%ﬁﬁ/\{%Mﬁﬁﬂ&'%%ﬁ .......................................................................................
E D N L LR LT L T S
fﬁCAS|§EjJ7\:E)\ ...............................................................................................................

1.Google Hacking#Y & 3£ -
2.Google HackingHI3EkREZf] -+

el BMN5BaSABF

8.1 KBS

1;1%&%% secssrcascsses . . . . seresesessisesrnrenes
ATﬁ@iﬁ ........................................................................................................................
regedit325£ .....................................................................................................................

2*5’*%5&%% [ R TR TN

...181

. ...182
....186
02186

187

...187
...188
...190

195

195
7.2 SQL)IAK'E S

198

seeese 108
...205
...206

207
209
209
209
210

e 21

211
213

213
216

...217

217
219

<0220
- 222

...222
eeeeee224

- 229
202229

230
233

.....233



Crm—m——
8.2 ﬁ;‘ﬁﬁn R T R .1 Lo

8.4 :'REFE\ B L R L IO Y PP PP PP PRPYP P o7 (5}

B e N o 1 T P 253
R 1 L= e 253
FIR “REHLITR” WERITFEHIIIRIIR correrrerrrrrrrres it iatrie st e s e e s ennre e enraee s 254
Jz:| “ICcP” -&Efgﬁﬁ-gmﬁé .......................................................................................... 254 -
}EﬁzoneAmrmI}Egﬁ’%‘g*u*g ............................................................................................. 255
FﬁZoneAlarm{;‘ﬂ?}’-‘ﬂ%fA%E ................................................................................................ 257
Bﬁ"‘i;‘q%ﬁﬁ{ E’J%&ﬁ%%\ Dﬁ?ﬁ%ﬁg ................................................................................. 257
ﬁﬁzoneAmrmﬂ,@@ﬁ’ ﬁ{q%gmgﬁ ................................................................................. 258

BN FHRE

ﬁiﬁ:ﬂ;}g ........................................................................................................................ 259
E’R#Fﬂ“% ........................................................................................................................ 259
]‘Efg}xiﬁ ........................................................................................................................ 259
Aﬁfﬁﬁ ........................................................................................................................ 260

i) %Tﬁ ........................................................................................................................ 260
FI ﬁgbgﬁﬁgfgsﬁ ......................................................................................................... 260
ﬁfg_laﬁﬁgfgm ............................................................................................................... 261
%UFH%MBUGF%T& ............................................................................................................ 261

93 %Eﬂlﬁlﬂ‘lﬁlﬁ L LT X |

%*ﬂ*ﬁﬁmﬁﬁﬁ;{k ......................................................................................................... 261
ﬁm%ﬂﬁ%&ﬁﬁﬁ% ................................................................................................... 261
%*ﬂﬁﬁg@ﬁ;% ............................................................................................................... 262

94 ;m’{ﬁﬁmﬁ T D R 1+,



1=

Bk i R K3 2

MBECRET S0 T B Windows R EERT, BAFES TASRRAECARGERORE
T, BLENENEREE, RBUREUTTE, —RRRS, RESHEHIR—SHTAMWM,
BASROA? MESEMINRISASEMI), ERIARE, PLHERE. TiRU . LE—OTWRD
EMENREN. —RENARE ‘B2 WReRSR. EXRBURRSHAHTGH, HHAER. —T
ZENNREEST —CEMRZE, RTURN—BRE, HEXBEGINR. RBFREH-LREN
e, TSRS .

ABEEIRN BRZSENREFEIRES%. BITRBSORESE. HAERRBARARMBAR
%ﬁﬁﬂ,m%@@%ﬁ@ﬁ%F@a@%%,%Faamégyﬁ%ﬁﬁ.T@mﬁﬁﬁ—EﬂA%g%MM.

LesEREERINNR SR, BAN—REGTEIEREEILME, BRIKRELYBNZE
ISR SE L BBERENE . MREIERRZENIEARS.

LEAWGRIINENN, —RHTUTHR: :

RENEER - IR ASRE— KT, XMEMBNRIKGN=2. HP:

Wa—=RIRE, BREG2AIBES, RfEoing, tracertHREUSR:

A—2200, RSHREREE I EAUNTSRE;

RE—SZHERE, SIERAAR. BIIMF . KRB, LEAS. 2ERE. BHGI 155,

TBERIVEZRGHTNE.

N B = By {1 5% 56 [l 8t ik

HEHRNAESRATFEE/LTEINRE HFED Bisd: ‘MK, BT, FTREMmHAS, —
H—; FOERAND, SHRE. " SFEEIRE, EFRRGZH, —HBEREMS, L RARERE
FENMER, WEBRER, SNBEEFNEKER, BCBEFELHAROES. RBBHRELY R
SITHT, ML FEEBR T —BEHRREXTFXRRITHMEXRER, SRRKMEENBREIZENE. BEXM
BAEGEE. HARAK. ki ORTRBNAGUEURAMEAENFXRTHNER—H, REEHTT
HEZ A BEHTRA, KEARNES, WEXIECHREEN, YROTHRIBE TRSNEETHE, X
MIEALFRIEECHESE, RSB WIRE.

ftag “&RR”

EABZH, BEREABEESSMEEBEN RS BORAMUMNBITHRS . RAXVELRER, &
AFEAEM LA, BERSTUMMENSTNMELMAERAZER, X “R]” , HEHSHE,
XA R AN R, AEXREREABRINEEMNXRFE. BREFERFENESZ—, BEARTE
BANERNESFZ—-

FRABHTESKENBNEN THARERENEFEN. BEEESFATINAFINNKTIR, KRER



' Nm SAADEZE
or

EMBREPHEDENRAMEXER.
SNMPIMY FASREFMSK RS HARMNEEHR, MM T BEREVFTENRNHA NG R EREBHET
TraceRoutef2FF AEHS FIXIZFF KB EIA BAREN AT E LT #9 M 48 KR 28 F 28 4.
WhoisthX MK 515 B AER BT B A XHIDNSIHFIE XN EES I
DNSHRESR ZRFSBIBH T RE P A IS M VAP RFENAN RN EN .
PingSLARERF TARME—MEENENMNLUE, BEAN, RIERGEES.

NAREXSURCE

YmEREHTHEN, HEERRNEOTAEHERENNCE. REOIER, REITENBERAREEEN
BA, TREACHRUESEERFEENRENFARREMEENMELE? RNFTHHNENRMFAL? 2
UABESHDEBRERFNAEN, TEFREENEN, XREEFNEXREHERNEN? BHTRE, XA
MBEFREERE.

LB EAEREHADSLA A, REEAHEEERINLTHLIPHLE, HARFASRE ENHHER
BRBMIPHLL, XMPHUHY FHASERMNIPHIES, BOCRIPHIMAFBELTE XA, HNBREK
TRESENIN, WAREACHRMOER, BELETPHRIPNE—ARF, REE XN ENEAIP.

KHFrKbF REBRBZB[OERA

BRERHNRS, ABEACHRARENBER, RO ‘HFRESRE | b THRERARENES, &
% EH W TR ARBAME SHAENFRZ RIBFVENKEA, —B2XPERRPES, BEECHHEER
i, B4, BELNMAHESECHRENTR? PRBEARERSBRBACHIP. XHARBEINHRNER
BERSRMIPHNE, BMIERN RIS, hREHREITIERERT -

REBSBHRBEAEFHNNTERSBZBEIR—D “HHEWE , HAEFRHNALZERSF[RLKESEK
B, REBSH/EEEDAPNER, REWRSEREZZERSE, MMSLIE AHIFIZEMRSS 38 2 6 REX
. RER, SARERSRE, TRBRSBEOFHTA P RERNIRERS B IPHLL A ZA FH0IPHhit,
IXFRSEE T R A PIPHEE B, (REET R EMRE.

ERARERSBAFLRS, HEBEEREIRBUNTRA:

@ #E EMPYBHERG EWAR B, BARABRBNNZRERS B[O,

@ REMEW CRSEEMEE, HEEMIHERREMA.

NFRERG, FARERSENBRIEZENZRBVRARETEE, REAREIRE, FKEHCRANLEM.

EEERHPIRERERS S
MEJLFE N BMEE XPNRERRES ‘RERE” 7, AEHRRE—THILULASIHIPRER, BUm
RZHZREIP.

BRI ENREBRSERE, AFEZREN, AWMEEGooglePHA “REREIRFR" HTRRMA LR
Rbsk—KHE, B11FRAISEEFNEHRRERSR%.

—

IC:\Docunents and Settings“dministratord>ping 148.240.241 .67

Pinging 148.248.241.67 with 32 bytes of data:

Reply from 148.240.241.67: hytes=32 time=%9@86mns TTL=232
Reply from 148.240.241.67: bytes=32 time=844mns TTL=232
Reply from 148.240.241.67: bytes=32 time=844ms TTL=232
Request timed out.

hetp: / /www.cnproxy.com veb prexy

TR IRIREE. Rl BEBAIRES. scosfR. NWA-A-aR TSR
. — Ping statistics for 148.240.241.67:

N NS = Packets: Sent = 4, Received = 3, Lost = 1 (25 loss),
od.  -ZB" RTREREA.. - Approximate round trip times in milli-seconds:
R Iy T T, Minimum = 844ms, Maximum = 986ms. Average = 64%ns
APBFNORBRT LT RFN TeAEar . SUREIN
FREMEE 58 R, MEREES
C:\Documents and Settings\Administratordping 151.8.7.15

Bl1-1 2% 2R RERS SR B1-2 #EAARERS ik A



[NPN: TIIerE R
5.

EERAEAPIngSH SWIX—T, ER— P PHRER—LHWRBRSE, NE1-2F75.

FREEREIRA B 7 AR S, LT AKKRAProxyHunter (RIZHF) , KREMFBEH. QAEZA
FEXPFRHE A, CNEAHARRE L SALRKEZRS B, HRESARSBHEBRE, KAiLhRER

-f Bitle, TLLATRICRIN . RF, R RRITTA B ST

REBXHNRBEANIENQQHTREIRE .

ERRERSE LIENIZB T EZNT:

FIFFEN YRS, EEERSM “TA” | “InternetiET” | “E” , REST TN “BEMIER" &E, &
FNFEORE “EARERSH" KR EE, REHARERSRNMIL®O, NE1-35%.

B1-3 #lEHeREEE B1-4 R5EReNEEE

WERXHAIE, BERBIE, RATIEEIPT.

MRZIRSKBADSLIRS EN, NE & RMFPRSANNESERE, Bt 98 BHTRERS
RIRE, WME1-4FFR.

EXTRELWRELEZBBSZ AAURREM T, BHNEGARESHNIP, SELRBRERERES
2F#HIP.

ERARERS SR EQQMIRE 5T :

EQQE@?%‘&E* EE REBIRE” HRET, % “FHEEXNMKEE I, %E "Sockssﬁﬁﬂﬁ%

» MARFREIM B EsocksSRIPIR Sl , 3HOS—AIZN1080 (KRR FEAZ BB —RAFEE) |

E1-sﬁffm

- 992006 &

BERGE | O BANKSNRERE

mReE © PRAELMRERE

EERE ! g
anee | | 28 [socISSREREH 8

| BEH [sz 61122230 |

EHENRE || | APE|

emyneE f .

prumer f | e

BEAFRE

LTINS

| o REBR .

B1-5 QQ#yK3Zix &



" “g L ONSEET)

miE R R, MPBEREANKREHUIER, BasEY “‘RERSBIEER R7FE, SN
‘TERERIIRERSR NES. LRSBEREZE, BRERT ‘BE” M, XHAQQEHNSRATREAD
MEAEXIP, EREEMEIINPRZRERS M.

EARERSHEPRREE

BRATANRBE, SMEFERBERERSHZAMM, BEHRBEE A EFRE, HAELEEFN
telnetZF XA HERHITRBIRE. FIURSBRESRAEINRERSHBE PR RITERE.

THHRREEBENAEAREBRSSEE PRI EREN.
1. FFSocksCap32

E— R BENSocksCap32ft, £EE#EH “Sockscap setting” XIEHE, 7 “SocksRE™ THIREBEREFIMNRE
PR 2RMHE RIS S, FiEEE “Socks Version 5" ¥, ME1-6FTR.

B1-6 RENRERSBZ0u B 1-7 SockscapfE A EF@

M “ME” Bt ASockscapiEFF X R E, WE1-7HR.
TERAUQQIEFF IR EE M ESocksCap32 B A MN— M2, M iiSocksCap32f2fF i “XXH” | “Hr
B 9%, EHHmBREFEE, MmE1-8FTR,

B1-8 A AR5 EAE B1-9 #H{E0FTE£E R

mir W RAIREQQIEFMENER, ME1-9MR.
BEATE ‘OK” &, QQEFMMAZSocksCap32H 7, WME1-10FTR, YRKEENTTEAMZEN AR
FRRERFEEREATED.

E1-10 FAeitSocksCap32 P 4900425 B1-11 #ARES T LKHFH A



Qxﬂnmmﬁmsa

ik, HRAIMAEEMERE, WE1-11FR.

MEFEMRGEAARERS[IRBEMER TR, WALLER ‘X | “RE” , £EB1-6FRMNXIEEFE
g B —MER S 2.

XHLUERLEQQR, FIAFIAHEEERIPHTHQQESRNIPHIE, BEINLMESRENMI, AR
RIESCIPHILE T o ERAMAERAHITRMEN, JIAFINEEREBRS RN, MALEEECHESHHT.

2. F) FMultiProxy

EEREDRKNProxyEH ARS /OB MEEER, BERKM, AUELEERMERMUtiProxyRE, 4
—proxy R EEFRIRH R, ELBEMFERS —Mproxy, FEATRFEEIE & D proxyAIEE .

TERNFREEMultiProxy R {4 B4ERI 75 5%-

HARRVANKRERS 3Bt b4 F% Ahttp://www.publicproxyservers.com/page1.html (iX4™M
¥Apage2.html, page3.html, page4.html, page5.htmIFHE2LAFARERFSEBILL) , BEREEEXAREGLE
T, FRER, RERFLRBIPEHEIWordd, REFEBET “Ctr+Shift+F8” AR (BRAY)EFE
X, AFEBERIE) , BAARBIPLUMIREHERE, BA “B# BRI X X X. X X X.X X
XX X X:porti & RRRATLAT , U RERTXT XM .

15y

i | em% B 0w

B1-12 EE£EFZRE LR &4 TOEI1-13 de HEARET METIERA “307

REE “BHER REPE ‘REER" ORNEEEKE, Migh “30” , HMRBRETRT, 1A

1-13f 7R
BURE ‘RERFSRIR" 8, ERETAMN ‘NP | ‘X | “‘SAREBIEXR %, mWE1-14
ﬁf/—\o

B1-14 FAKEF A



N '! DONSE T

BRARENREBIPXHTH, KNSEH— “RERE” XEE, ME1-157R, /IR ‘BE &4, R
EBEE—R ‘HE RENTREEFERE.

BH1-15 “BHFRE” 51E

PR EMNA 4 A BOREPIHREFAHNANAY, TRIATHLRFAB XGNP, HENFXER, £
AEEHFANRT,

RERETERES REMANHRE" ZE, RIIPREERE.
BBRSER, BREE R &Y, DRD ‘RERFBIIR FF, RRIPIREFRSAERSR,
WE1-16FT7R-

183.164. 179. 145 193.184.1. ..
207.217.114. 142 207.217.1...
202.46.249. 66
217.15.168.234 217.15.1868. 234
196.2.684. 186 196.2.64. 186
200.17.97.131
61.221.5.220
200.180.91.86
194.2.148.33 194.2.148.33
207.217.114. 142 207.217.1.
212.253.47.51 212.253.47.51
219.865. 104. 221

H1-16 FAHNKERSE

AREHEAETAN ‘X8 | ‘REXR" | ‘HREERENRE &%, BESR0 ‘ET5ENBRAERERE
RRE” |, Bd ‘MR R, ERIENENRBIPHEE, B THMBWEZNREBIPT, $& “BE” REE
EZEFERE.

RIBBHENERE (FREXFAMUltiProxy) MIX—T, R “THA” | “InternetitT” &<, TI}E| “FEE”
W, XELHEMIER:

M1-17 & EAREiba B1-18 4% “stATA W3k mAa
R RERE B e 4



