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Chapter 1

Hacker Attack Technology

With the rapid growth of interest in the Internet and the Windows operating sys-
tem, network security has become a major concern to companies throughout the world.
The fact that the information and tools needed to penetrate the security of corporate net-

works are widely available has only increased that concern.

1.1 Definition and Classification of Attack

1.1.1 Definition of Hacker

A hacker is someone who creates and modifies computer software and computer
hardware, including computer programming, administration, and security-related
items. The term usually bears strong connotations, but may be either favorable or deni-
grating depending on cultural context. Common definitions include:

In computer programming, a hacker is a software designer and programmer who
builds elegant; beautiful programs and systems. A hacker can also be a programmer
who hacks or reaches a goal by employing a series of modifications to exploit or extend
existing codes or resources, For some, “hacker” has a negative connotation and refers to
a person who “hacks” or uses kludges to accomplish programming tasks that are ugly,
inelegant, and inefficient. This negative form of the noun “hack” is even used among
users of the positive sense of “hacker”,

In computer security, a hacker is a person who specializes in work with the security
mechanisms for computer and network systems. While including those who endeavor to

—_— ] —
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strengthen such mechanisms, it more often is used, especially in the mass media, to re-
fer to those who seek access despite them.

In other technical fields, hacker is extended to mean a person who makes things
work beyond perceived limits through their own technical skill, such as a hardware hac-
ker, or reality hacker.

In hacker culture, a hacker is a person who has attained a certain social status and
is recognized among members of the culture for commitment to the culture’s values and

a certain amount of technical knowledge.

1.1.2 Definition of Attack

Attack is an assault against a computer system or network as a result of deliberate,
intelligent action; for example, denial of service attacks, penetration and sabotage.
Such as brute force attack, dictionary attack, denial of service attack, replay attack,

piggybacking, penetration and sabotage.

1.1.3 Classification of Attack

According to the different classification standard, there can be different attack clas-
sification. Based on the service of network is changed or not, attacks can be divided into
two categories: passive attack and active attack.

Passive attacks are in the nature of eavesdropping on, or monitoring of, transmis-
sions. The goal of the opponent is to obtain information that is transmitted.

Active attack involves modification of the data stream or the creation of the false
stream. A typical active attack is one in which an intruder impersonates one end of the
conversation, or acts as a man-in-the-middle. We can simply say that passive attack is
trying to get the content of message and active attack try to do modification on the data
and send the false message to the receiver. Passive attack can sub category to release of
message contents and traffic analysis. Active attack has four categories: masquerade,
replay,modification of messages and denial of service.

Another attack classification standard is based on the attacker is the system natural
user or not, Attacks can be divided into two categories: exterior attack and
interior attack.

Exterior attack is initiated by the user who is not the system’s own user and enters
the system through deviant way. Hacker attack belongs to the exterior attack.

- 2 -



Chapter 1 Hacker Attack Technology

Interior attack is'initiated by the system natural user who has the system’s account

and authorization.

1.2 The Process or Methodology Hackers Use to Attack

Attackers follow a fixéd methodology. To beat a hacker, you have to think like
one, so it’s important to understand the 'methodology. The steps a hacker follows can
be broadly divided into six phases, which include pre-attack and attack phases:

(1) Performing reconnaissance

(2) Scanning and enumeration

(3) Gaining access

(4) Escalation of privilege

(5) Maintaining access

(6) Covering tracks and placing backdoors

NOTE: A denial of service (DoS) might be included ‘in the preceding steps if the
attacker has no success in gaining access to the targeted system or network.

Let’s look at each of these phases in more detail so that you could understand the

steps better.

1.2.1 Performing Reconnaissance

Reconnaissance is considered the first pre-attack phase and a systematic attempt to
locate, gather, identify, and record information about the target. The hacker seeks to
find out as much information as possible about the victim. This first step is considered a
passive information gathering. As an example, many of you have probably seen a detec-
tive movie in which the policeman waits outside a suspect’_s house- all night and then fol-
lows him from a distance \;Vhen he leaves in the car. That’s reconnaissance; it is passive
in nature, and, if done correctly, the victim never even knows it is occurring.

Hackers can gather information in many different ways, and the information they
obtained allows them to formulate a plan of attack. Some hackers might dumpster dive
to find out more about the ‘victim. Dumpster diving is the act of going through the vic-
tim’s trash. If the organization does not have good media control policies, many types of
sensitive information will probably go directly in the trash. Organizations should inform
employees to shred sensitive information or dispose of it in an approved way.

Don’t think that you are secure if you take adequate precautions with paper docu-
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ments. Another favorite of the hacker is social engineering. A social engineer is a person
who can smooth talk other individuals into revealing sensitive information. This might
be accomplished by calling the help desk and asking someone to reset a password or by
sending an E-mail to an insider telling him he needs to reset an account.

If the hacker is still struggling for information, he can turn to what many consider
the hacker’s most valuable reconnaissance tool, the Internet, That’s right; the Internet
offers the hacker a multitude of possibilities for gathering information. Let’s start with
the company website. The company website might have key employees listed, technolo-
gies used, job listings probably detailing software and hardware types used, and some
sites even have databases with employee names and E-mail addresses.

TIP: Good security policies are the number one defense against reconnaissance

attacks. They are discussed in more detail in later section “Social Engineering”.

1.2.2 Scanning and Enumeration

Scanning and enumeration are considered the second pre-attack phase. Scanning is
the active step of attempting to connect to systems to elicit a response. Enumeration is
used to gather more in-depth information about the target, such as open shares and user
account information, At this step in the methodology, the hacker is moving from pas-
sive information gathering to active information gathering. Hackers begin injecting
packets into the network and might start using scanning tools such as Nmap. The goal
is to map open ports and applications. The hacker might use techniques to lessen the
chance that he will be detected by scanning at a very slow rate. As an example, instead
of checking for all potential applications in just a few minutes, the scan might take days
to verify what applications are running. Many organizations use Intrusion Detection
Systems (IDS) to detect just this type of activity. Don’t think that the hacker will be
content with just mapping open ports. He will soon turn his attention to grabbing ban-
ners. He will want to get a good idea of what type of version of software applications
you are running. And, he will keep a sharp eye out for down-level software and applica-
tions that have known vulnerabilities. An example of down-level software would be
Windows 95.

One key defense against the hacker is the practice of deny all. The practice of deny all rule
can help reduce the effectiveness of the hacker’s activities at this step. Deny all means that all
ports and applications are turned off, and only the minimum number of applications and serv-
ices are turned on that are needed to accomplish the organization’s goals.

NOTE: Practice of deny all rule can help reduce the effectiveness of the hacker’s
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activities at this step. Deny all means that all ports and applications are turned off and
only the minimum number of applications and services are turned on that are needed to
accomplish the organization’s goals.

Unlike the elite blackhat hacker who attempts to remain stealth, script kiddies
might even use vulnerability scanners such as Nessus to scan a victim’ s network.
Although the activities of the blackhat haci(er can be seen as a single shot in the night,
the script kiddies scan will appear as a series of shotgun blasts, as their activity will be
loud and detectable. Programs such as Nessus are designed to find vulnerabilities but are
not designed to be hacking tools; as such, they generate a large amount of detectable
network traffic.

TIP. The greatest disadvantage of vulnerability scanners is that they are very noisy.
1.2.3 Gaining Access

As far as potential damage, this could be considered one of the most important
steps of an attack. This phase of the attack occurs when the hacker moves from simply
probing the network to actually attacking it. After the hacker has gained access; he can
begin to move from system to system, spreading his damage as he progresses.

Access can be achieved in many different ways. A hacker might find an open wire-
less access point that allows him a direct connection or the help desk might have given
him the phone number for 4 modem used for out-of-band management. Access could be
gained by finding vulnerability in the web server’s software. If the hacker is really bold,
he might even walk in and tell the receptionist that he is late for a meeting and will wait
in the conference room with network access. Pity the poor receptionist who unknowingly
provided network access to a malicious hacker. These things do happen to the company
that has failed to establish good security practices and procedures.

The factors that determine the method a hacker uses to access the network ulti-
mately comes down ‘to his skill level, amount of access he achieves, network architec-

ture, and configuration of the victim’s network.

1.2.4 Escalation of Privilege

Although the hacker is probably happi that he has access, don’t expect him to stop
what he is doing with only a “Joe user” account. Just having the access of an average
user probably won’t give him much control or access to the network. Therefore, the

attacker will attempt to escalate himself to administrator or root privilege. After all,
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