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Abstract

It is the problem puzzled the academe all the time for what is the fundamental
theory of the information security. Beside the cipher theory, there are many other
technologies dealing with the information security. However, the fundamental
theories of these technologies are not commonly acknowledged. In this book, we
will try our best to expatiate and conclude the fundamental theories, which can
support the secure information technologies emerged in endlessly. We classify the
theories into five parts, which include the cipher theory, the security protocol
theory , the pattern recognition theory, the information hiding theory and the
trusted calculation theory.

This book is divided into five parts. The first part is the cipher theory, which
mainly expatiatesthe mathematic theory of the cipher and introduce some common
cipher algorithm. The second part is the security protocol theory, which mainly
expatiates the formal mothed for security protocol and the theory of protocol
analysis and design. Also, the corresponding security protocols are introduced in
this part. The third part is the pattern recognition theory, which mainly discuss the
fundamental theory of pattern classfying and introduce the common method for
pattern recognition. The fourth part is the information hiding theory, which mainly
discuss the fundamental theory of information hiding and introduce the
corresponding applications. The last part is the trusted calculation theory, which
mainly introduce the concepts and framework of the trusted calculation. The five
parts arranged in this book have strong characters of delegation, they consider not
only the coverage of the information security knowledge, but also have the
characters of advancement and practicability. It is also convenient for teaching. The
difference of this book between the other teaching material is the arrengement
method, for which is disscussing the theory first, and introducing the application
second.

In the end of five parts of the book, there are corresponding references and
some typical exercises. The readers can find the references conveniently, and they

can understand the contants of the book better through doing exercises.
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