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JA-SIG Central Authentication Service (CAS) is one of the leading open source

enterprise-level single sign on solutions available today. CAS is developed under the auspices of
JA-SIG, a non-profit organization consisting of institutions of higher education and commercial
companies with the goal of fostering collaboration amongst institutions around the world to
develop software and share knowledge. CAS is maintained and enhanced by a core group of
developers from around the world including the United States, France and Belgium.

To people, CAS means many things. CAS is a protocol, server, and collection of client
libraries. The CAS server is an open-source J2EE application that users can download and
deploy. The client libraries come in many flavors: Java, PL/SQL, .NET, PHP, Perl, Ruby, Python,
and more. These libraries allow applications to communicate with the CAS server over the CAS
protocols in order to participate in single sign on.

CAS, including its original protocols, was developed by Yale University. The original
protocol allowed untrusted web applications to authenticate users against a trusted central server.
A typical scenario would involve a client, typically a web browser, an application (the CAS
client), and a CAS server instance. When a user attempted to access a secure application, his web
browser would be redirect to the CAS server for authentication. The CAS server would utilize a
backend data store such as LDAP or a database to validate the user’s credentials. Upon
successful authentication, the CAS server would generate a ticket, and redirect the browser back
to the application, appending the ticket to the application’s URL. The application would then
communicate to the CAS server over a secure channel and validate the ticket. Upon successful
validation, the CAS server would return the user’s ID to the application.

Later versions of the CAS protocol added features such as an XML response and
multi-tiered proxy authentication. Multi-tiered proxy authentication is essential for the portal
deployments. It allows portal to access content on remote servers and applications without
having to store and “re-play” a user’s password. In addition, the CAS protocol supports
authentication across domains, something most other single sign on solutions do not support
without the usage of federation.

Yale developed the CAS Server 1.0 and 2.0. However, in December of 2004, Yale joined
forces with Rutgers University and jointly developed and promoted the CAS Server 3.0 under
the JA-SIG umbrella. While the newest CAS Server did not advance the protocol, it was a
completely re-architected server application, with a focus on future development. Built on open
source libraries like the Spring Framework, Spring Web Flow, xFire, and numerous Apache
libraries, CAS Server 3.0 is extremely flexible and provides a completely pluggable architecture.
This architecture allows local developers to completely customize the server without worrying
about “forking” the code base. It also allows the CAS server team to quickly add new features
while easily maintaining backwards compatibility. Because of this, the standard CAS Server
release now includes plug-ins for connecting to databases, files, LDAP servers, X.509

certificates, and RADIUS servers as well as advanced support for server clustering.
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Now that the CAS server has a stable and mature server architecture, the CAS team is
looking to introduce more enhancements and support additional protocols. The planned CAS
Server 3.1 release will support SAML 1.1 and SAML 2.0, which will improve interoperability
between CAS and other single sign on solutions. In addition, more robust services management
will be included. This will allow deployers to specify which services are able to use CAS, and
which features of CAS they are allowed access to! Finally, the CAS server will also support
supplying common user attributes to applications requesting authentication. CAS will also ship
with additional plug-ins such as SPNEGO support. JA-SIG will be working with the client
library owners to ensure support for these new CAS features.

As CAS has grown into a mature, robust, extensible project, its adoption and usage has also
grown. CAS is deployed worldwide including the United States, China, Sweden, France, Canada,
Spain, United Kingdom, Colombia, Greece, India, Romania, Russia, Belgium, Netherlands,
Australia, and Japan. CAS is deployed by a wide-range of higher education institutions,
commercial entities, non-profit organizations, and government agencies. The largest CAS
deployment currently has five hundred thousand active users, while many average over fifty
thousand active users. CAS has been used to secure applications such as email clients, financial
packages, portals, Human Resources information, online games, student grades, and more.

CAS has become ubiquitous in the security world. In addition to the client libraries
detailed before, support for CAS is built into numerous applications including JA-SIG
HyperContent, JA-SIG uPortal, Mantis, TikiWiki, Mule, Moodle, LifeRay and the BlueSocket
wireless access points. Many of these applications (and many others not listed) are able to easily
include CAS support due to their usage of Acegi Security for Spring (sometimes called Spring
Security).. Acegi, which provides declarative authentication and authorization capabilities to
Spring applications, has included support for CAS since its inception. Acegi supports all of the
major CAS features including proxying and opting out of single-sign on. CAS can be added to
any application utilizing Acegi by merely updating the Acegi configuration file to use the
authentication filters designed to support the CAS protocol.

If you’re looking for more information, the following web resources provide excellent
background information on CAS, JA-SIG and Acegi:

= JA-SIG Web Site: http://www.ja-sig.org

= CAS Web Site: http://www.ja-sig.org/products/cas/
=  Acegi Security Web Site: http://www.acegisecurity.org

Scott Battaglia
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