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Preface

Foreword from the Program Chairs

These proceedings contain the papers selected for presentation at the 10th Eu-
ropean Symposium on Research in Computer Security (ESORICS), held Sep-
tember 12-14, 2005 in Milan, Italy.

In response to the call for papers 159 papers were submitted to the confer-
ence. These papers were evaluated on the basis of their significance, novelty, and
technical quality. Each paper was reviewed by at least three members of the
program committee. The program committee meeting was held electronically,
holding intensive discussion over a period of two weeks. Of the papers submit-
ted, 27 were selected for presentation at the conference, giving an acceptance
rate of about 16%. The conference program also includes an invited talk by
Barbara Simons.

There is a long list of people who volunteered their time and energy to put
together the symposiom and who deserve acknowledgment. Thanks to all the
members of the program committee, and the external reviewers, for all their
hard work in evaluating and discussing papers. We are also very grateful to all
those people whose work ensured a smooth organizational process: Pierangela
Samarati, who served as General Chair, Claudio Ardagna, who served as Pub-
licity Chair, Dieter Gollmann who served as Publication Chair and collated this
volume, and Emilia Rosti and Olga Scotti for helping with local arrangements.

Last, but certainly not least, our thanks go to all the authors who submitted
papers and all the attendees. We hope you find the program stimulating.

July 2005 Sabrina De Capitani di Vimercati and Paul Syverson



VI Preface

Foreword from the General Chair

It is my pleasure to welcome you to the 10th European Symposium On Research
In Computer Security in Milan. Initially established as the European conference
in research on computer security, ESORICS has reached the status of a main
international event gathering researchers from all over the world. The confer-
ence, hosted for the first time in Milan, offers an outstanding technical program,
including one invited talk and 27 selected papers.

An event like this does not just happen; it depends on the volunteer efforts
of a host of individuals. I wish to express my sincere appreciation to all the
people who volunteered their time and energy to put together the conference
and make it possible. First and foremost, thanks are due to Sabrina De Capitani
di Vimercati and Paul Syverson and the members of the program committee
for selecting the technical papers for presentation and to Barbara Simons for
agreeing to deliver the keynote speech. I am also grateful to all those people
who ensured a smooth organization process: Dieter Gollmann, for collating the
proceedings volume and ensuring that these proceedings be ready for distribution
at the conference; Claudio Ardagna for serving as Publicity Chair; Emilia Rosti
for helping with the organization and taking care of local arrangements; and
Olga Scotti for her help with local arrangements.

Special thanks are due to: the University of Milan, for granting us the con-
ference location and service; the Department of Information Technologies of the
University for its support; the Italian Association for Information Processing
(AICA) for its financial support and for providing help in the secretarial and
registration process; and the sponsors for their support.

Last, but certainly not least, thanks to all of you for attending the conference.
I hope you find the program stimulating and enjoy your time in Milan!

Pierangela Samarati
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Computerized Voting Machines: A View from
the Trenches

Barbara Simons

simons@acm.org

As a result of Florida 2000, some Americans concluded that paper ballots simply
couldn’t be counted, even though businesses, banks, racetracks, lottery systems,
and others count and deal with paper all the time. Instead, paperless computer-
ized voting systems (Direct Recording Electronic or DREs) were touted as the
solution to “the Florida problem”.

Election officials in the U.S. were told that DREs in the long run would be
cheaper than alternative voting systems. They also were told that DREs had
been extensively tested and that the certification process guaranteed that the
machines were reliable and secure. No mention was made of the costs ballot
design, of pre-election testing, and of secure storage of DREs; nothing was said
about the threat of hidden malicious code; no mention was made of the inade-
quacy of the testing and certification processes, to say nothing of the difficulty
of creating bug-free software.

Why were independent computer security experts not consulted about such
a major and fundamental change in how elections are held? Why were some elec-
tion officials and policy makers hostile when computer security experts warned
of the risks of computerized voting to the point of accusing computer scientists
of being “fear mongers” and Luddites? How could Harris Miller, the President
of the Information Technology Association of America, a lobbying organization
that has received compensation from voting machine vendors, claim on Election
Day 2004 that, “Electronic voting machine issues that have been cited are re-
lated to human error, process missteps or unsubstantiated reports”? How would
he know? Why would anyone listen to him?

Why do many election officials and politicians believe that internet voting
would increase voter turnout in the U.S., even though no rigorous testing has oc-
curred? And, even if internet voting would increase turnout, how can these same
people who have been reading about internet viruses for years not understand
that internet voting is a very very risky proposition?

In short, why have DRE vendors and many election officials succeeded at
challenging the expertise of computer scientists and computer security experts?

The refusal of policy makers to listen to the computing community hardly
began with the introduction of poorly engineered and insecure voting machines.
Many computer scientists and computer security experts became involved with
policy debates over crypto policy, copyright, patents, and computerized surveil-
lance — to name some of the major issues.

The disconnect between the computing community and policy makers is
perhaps best illustrated by the Digital Millennium Copyright Act (DMCA),
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which became part of US law in 1998. It was only by chance that I learned
why implementation of the most controversial aspects of the DMCA, the anti-
circumvention and anti-dissemination provisions, was postponed until 2000. The
delay was written into the DMCA because lawmakers knew, or someone they
trusted told them, that aspects of the DMCA might criminalize work on secur-
ing software against Y2K problems. Yet, the fact that Y2K was hardly the only
software security issue that would require the kinds of reverse engineering that
was done to fix Y2K bugs was either unknown to the lawmakers or a matter of
indifference to them.

A discussion of the DMCA brings us full circle back to the issue of comput-
erized voting systems. In the U.S. the software that is deployed in these systems
is secret, as is the testing — paid for by the software vendors — and the test
results. Because of the anti-circumvention provisions of the DMCA, computer
security experts risk violating U.S. Federal law if they wish to reverse engineer
voting machine software to search for bugs or malicious code. Consequently, a
law that was crafted by the movie and record industries to prevent unauthorized
copying is assisting voting machine vendors with concealing their software from
meaningful independent review.

Clearly, we computing professionals have been failing at explaining the risks
of inappropriate, careless, or poorly designed software to the general public and
especially to policy makers, at least in the U.S. (At this conference I hope to
learn more about what is happening in Europe). While perhaps not enough of
us have become involved with efforts to educate policy makers, there are some
fundamental reasons why our expertise is frequently ignored:

1. People who have never done much programming do not understand how
difficult it is to find bugs in software.

2. Because people don’t understand point 1, they certainly don’t understand
that last minute software patches are very dangerous.

3. Consequently, most people have a hard time believing computer security
experts when they say that it’s possible to write malicious code and conceal
it in a large program. They just don’t understand why it can be very difficult
to determine that malware is present, let alone locate it in a large body of
code.

In addition, we are a relatively young profession, and many of us have an
independent streak and a casual mode of dress that, taken together, make some
politicians view us as potential trouble makers, rather than as people whose
views the politicians should take seriously.

Yet, we must make our voices heard. The issues are too critical to allow us
to be shut out of the debate.

I'll give an overview of some of the technological and policy issues relating
to computerized voting machines, and perhaps touch on how we might do a
better job of getting our message across. I also look forward to hearing ideas
that others might have of how we might better explain software-related risks to
non-technical decision makers.
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Abstract. XML documents are frequently used in applications such as
business transactions and medical records involving sensitive informa-
tion. Access control on the basis of data location or value in an XML
document is therefore essential. However, current approaches to efficient
access control over XML documents have suffered from scalability prob-
lems because they tend to work on individual documents. To resolve this
problem, we proposed a table-based approach in [28]. However, [28] also
imposed limitations on the expressiveness, and real-time access control
updates were not supported. In this paper, we propose a novel approach
to XML access control through a policy matching tree (PMT) which
performs accessibility checks with an efficient matching algorithm, and
is shared by all documents of the same document type. The expressive-
ness can be expanded and real-time updates are supported because of
the PTM’s flexible structure. Using synthetic and real data, we evalu-
ate the performance and scalability to show it is efficient for checking
accessibility for XML databases.

1 Introduction

XML (7] data is becoming more prevalent as more businesses and systems be-
come integrated over the Web. In applications such as business transactions and
medical records, sensitive data may be scattered throughout an XML document
and access control at the node level (element or attribute) is required to ensure
that sensitive data can only be accessed by authorized users. Access control must
be expressive and be able to support rules that select data based on the location
and value(s) of the data. In practice, the number of access control rules can be
on the order of millions, which is a product of the number of document types
(in 1,000’s) and the number of user roles (in 100’s). Therefore, the solution also
requires high scalability and performance.

Several XML access control models [4,11,17,23] provide expressive access con-
trol over XML documents. These approaches usually support grant or denial
access control specifications, a propagation mechanism whereby descendant ele-
ments inherit rules from their parents, and conflict resolution in case the data is
covered by multiple access control rules. Since these models perform access con-
trol by traversing XML documents at runtime, the enforcement imposes heavy
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computational costs especially for deeply layered XML documents with large
and expressive access control rules.

Ideas to efficiently provide expressive access control have been proposed in
[3,9,12,28,30]. These approaches are effective in efficiently searching for access
controlled nodes [3,12,30], or in eliminating unnecessary accessibility checks at
runtime [9]. These research efforts have managed to improve the efficiency of
expressive access control. However, since they generally focus on document-based
optimizations, XML databases with frequent updates of either the documents or
access control rules may incur unacceptable costs. In our previous research [28],
we proposed an efficient table-driven access control model that takes into account
XML document updates. It provides runtime efficiency but has limitations on
access control expressiveness and the real-time update of access control rules was
not supported.

In this paper, we develop an effifffcient and expressive access control model
applicable to existing access control models [4,11,23] for XML documents. The
novelties of this access control model are a data-independent optimization so
that XML data updates will not trigger any recomputations, and that real-
time policy update is supported. The key idea is to build a policy matching
tree, a PMT, on the basis of the access control rules. The accessibility check
is performed by matching the access request against the PMT and deciding
on the basis of the matching results. Since all of the rules in the PMT are
isolated from each other, the PMT is capable of handling real-time PMT updates.
An accessibility cache improves runtime performance by skipping duplicated
accessibility evaluations on the same paths. Through experiments, we show the
PMT is capable of supporting millions of access control rules efficiently.

The rest of this paper is organized as follows. After reviewing the concerned
access control model in Section 2, we present our solution, the PMT model in
Section 3. In Section 4 we describe how to match an access request against the
PMT for an accessibility decision. Section 5 describes the access control system
on the basis of the PMT. Experimental results are reported in Section 6 and in
Section 7 we summarize our conclusions and consider future work.

1.1 Related Work

Many approaches for enforcing XML access control have been proposed. Some of
them [17,23] support full [10] expressions to provide expressiveness with straight-
forward implementations by creating the projection of the access control policy
on a DOM [19] tree. However, these approaches incur massive runtime costs when
handling a large access control policy or a deeply layered XML document. The
mechanisms proposed in [2,4,11,12] perform more efficiently but also encounter
the same problem at runtime since node-level access control on a DOM-based
view can be expensive when processing large numbers of XML documents.

To overcome this problem, several efficient access control models have been
proposed [25,28]. Qi et al. [28], our previous research, presents a method that per-
forms in near-constant time regardless of the number of access control rules. This
is achieved by using an access condition table generated from the access control



