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Preface

The second SKLOIS Conference on Information Security and Cryptology 2006
(Inscrypt, formerly CISC) was organized by the State Key Laboratory of Infor-
mation Security of the Chinese Academy of Sciences. This international confer-
ence was held in Beijing, China and was sponsored by the Institute of Software,
the Chinese Academy of Sciences, the Graduate University of Chinese Academy
of Sciences and the National Natural Science Foundations of China. The con-
ference proceedings, with contributed papers, are published by Springer in this
volume of Lecture Notes in Computer Science (LNCS).

The research areas covered by Inscrypt have been gaining increased visibility
recently since modern computing and communication infrastructures and appli-
cations require increased security, trust and safety. Indeed important fundamen-
tal, experimental and applied work has been done in wide areas of cryptography
and information security research in recent years. Accordingly, the program of
Inscrypt 2006 covered numerous fields of research within these areas.

The International Program Committee of the conference received a total of
225 submissions, from which only 23 submissions were selected for presentation
at the regular papers track and are part of this volume. In addition to this
track, the conference also hosted a short paper track of 13 presentations that
were carefully selected as well. All anonymous submissions were reviewed by
experts in the relevant areas and based on their ranking, technical remarks and
strict selection criteria the papers were selected to the various tracks.

Many people and organizations helped in making the conference a reality. We
would like to take this opportunity to thank the Program Committee members
and the external experts for their invaluable help in producing the conference
program. We would like to further thank the conference Organizing Committee.
Special thanks are due to Dongdai Lin for his excellent help in organizing the
conference and the proceedings. We wish to thank the various sponsors and, last
but not least, we also express our thanks to all the authors who submitted papers
to the conference, the invited speakers, the session chairs and all the conference
attendees.

November 2006 Helger Lipmaa and Moti Yung
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Cryptanalysis of Two Signature Schemes Based
on Bilinear Pairings in CISC ’05
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Abstract. The bilinearity of pairings allows efficient signature verifica-
tion for signature schemes based on discrete logarithm type problem and
often provides useful additional functionalities to signature schemes. In
recent years, bilinear pairings have been widely used to create signature
schemes. But the bilinearity can also be an attack point in uncarefully
designed protocols. We cryptanalyze two signature schemes presented at
CISC 05, Cheng et al.’s group signature scheme and Gu et al.’s ID-based
verifiably encrypted signature scheme, both based on bilinear pairings.
We show that their improper uses of a bilinear pairing lead to untraceable
group signatures for Cheng et al.’s group signature scheme and univer-
sally forgeable signatures for Gu et al.’s ID-based verifiably encrypted
signature scheme.

Keywords: bilinear pairing, group signature, ID-based cryptography,
verifiably encrypted signature.

1 Introduction

Recently, bilinear pairings have been widely used to create many signature
schemes with additional functionality or better efficiency. For example, there
have been papers on short signatures, group signatures, verifiably encrypted sig-
natures, and many more. The linearity of bilinear pairings is very effective in
terms of both “efficiency” and “functionality”. But one should be careful so that
the linearity should not be manipulated in a malicious way by an attacker.

In this paper, we shall show that two signature schemes proposed at CISC 05
based on bilinear pairings can be attacked by using the taking advantage of the
bilinearity property.

* This work was supported by MIC.
** This work was supported by the KRF Grant (KRF-2004- R03-10023) funded by the
Korean Government(MOEHRD).

H. Lipmaa, M. Yung, and D. Lin (Eds.): Inscrypt 2006, LNCS 4318, pp. 1-12, 2006.
© Springer-Verlag Berlin Heidelberg 2006



2 H. Park et al.

Group signature. Basic security requirements of group signature schemes can
be understood as correctness, unforgeability, anonymity, unlinkability, traceabil-
ity, exculpability, and coalition-resistance. Bellare et al. formalized this large set
of security requirements in terms of correctness, Full-Anonymity Full-traceability
[5]. The traceability is one of the core security requirements of group signature.
For group signature schemes, a signer (group member) might act as an adversary
against the traceability property. Short group signature schemes using bilinear
pairing have been developed by Boneh et al.[6]. For a secure group signature
schemes based on bilinear pairings, it should be designed so the signer cannot
treat the linearity in the group signature verification formula to generate an
untraceable group signature.

In [11], Cheng et al. proposed group signature schemes using bilinear pairing
by introducing SEM (SEcurity Mediator), an on-line third party. Their group sig-
nature schemes can be considered as a modification of regular signature scheme
based on bilinear pairing [9]. They claimed that their schemes have traceability
because no valid group signature can be generated without help from SEM. In
this paper, we point out that the group signature schemes constructed by Cheng
et al. allow to generate a untraceable group signature due to their improper use
of bilinear pairing in the verification formula.

Verifiably encrypted signature. It’s well known that Shamir [15] first pro-
posed the idea of ID-based public key cryptography to simplify the key man-
agement procedure of traditional certificate-based PKI. Using bilinear maps de-
fined on some elliptic curves, researchers have proposed many ID-based signature
schemes [16,21,22] ever since the paper of Boneh and Franklin [7] was published.

Generally, Signer wants to show Verifier that he has signed a message, but
dose not want Verifier to possess the signature. A verifiably encrypted signature
is a special extension of common signature that gives such functionality. A ver-
ifiably encrypted signature enables the Signer to give Verifier a signature that
is encrypted using Adjudicator’s public key. The Verifier can check the validity
of the signature, but the verifier cannot obtain any information on the signer’s
signature since the signature has been encrypted by Adjudicator’s public key.
The Adjudicator is a trusted third party, who can reveal the signature if needed.
At a later stage when it is needed, the verifier can either obtain the signature
from the signer or resort to the adjudicator who can reveal the signer’s signature.
The property, namely, Verifier cannot know the original signature corresponding
to a verifiably encrypted signature, is very useful in some cases, such as online
contract signing.

The basic security requirements of verifiably encrypted signature schemes
are unforgeability and opacity [21]. The ‘unforgeability’ of verifiably encrypted
signature scheme requires that it is difficult to forge a valid verifiably encrypted
signature. In the signature verification of verifiably encrypted signature schemes,
one needs both public keys of the Signer and the Adjudicator. Hence in pairing-
based verifiably encrypted signature schemes, manipulating the linearity of the
bilinear pairing in the verification formula using these two public keys should
be prevented.
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At CISC 05, an ID-based verifiably encrypted signature scheme has been
proposed [12]. The authors claimed that its security was based on Hess’s ID-
based signature scheme [13], but we show that the scheme is universally forgeable
in this paper. Our attack does not depend on any assumption. It is simple and
direct. We only show how the linearity of the bilinear pairing can be treated
using two public keys in order to get a valid verifiably encrypted signature.

Outline of this paper. Our paper is organized as follows. Section 2 describes
some preliminaries. We discuss Cheng et al.’s group signature schemes [11] and
explain our attacks on their schemes in Section 3. We also discuss Gu-Zhu'’s
verifiable encrypted signature [12] and explain our attack on their scheme in
Section 4. Finally we give our conclusion in Section 5.

2 Preliminaries

2.1 Bilinear Pairings and Intractable Problems

Let (G1,+) and (Ga,-) be two cyclic groups of prime order ¢ and P be a cyclic
generator of G;. A map e : G; x G; — G4 is called an admissible bilinear pairing
if it satisfies the following properties:

1. Bilinear: VA, B € G1,Va, 3 € Z,, e(aA, 3B) = e(A, B)*?;

2. Non-degenerate: e(P, P) is a generator of Gy;

3. Computable: there is an efficient algorithm to compute e(A, B) for any
A, B € G;.

The bilinear pairing implementation of the above cases can be done using
supersingular elliptic curves.
Let a,b,c € Z;. We consider the following problems on G;.

1. The computational Diffie-Hellman problem (CDHP): Given P,aP,bP € Gy,
compute abP.

2. The decisional Diffie-Hellman problem (DDHP): Given P,aP,bP,cP € G,
decide if abP = cP.

When we discuss problems concerning an admissible bilinear pairing e : G; %
G1 — G, we usually assume that the CDHP in G1, Gs is intractable. We note
that the existence of an admissible bilinear pairing makes the decisional Diffie-
Hellman problem (DDHP) in G, easy. Thus, G; is a Gap Diffie-Hallman (GDH)
Group, i.e., the CDHP is intractable while DDHP is easy.

2.2 Signature Verification Using Bilinear Pairings

Using bilinear pairings, it is possible to construct short signature schemes based
on Diffie-Hellman-related problems. This is because, the bilinearity of pairings
allows easy verification of the validity of a signature without solving DL type
problem. A typical example of signatures scheme based on pairing is BLS short
signature scheme proposed in [9] which we summarize informally below.
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— Parameter: (G,-) and (Gs,-) are cyclic groups of order prime ¢ and g is a
generator of G.

— Signature generation: On input the message m and a private key z, the
signature is o = H(m)~*.

— Signature verification: For a given public key v = g%, a message m, and a
signature o, the signature o is valid if (g, v, H(m), o) is a valid DH-tuple.

If there is an efficiently computable bilinear pairing é : G x G — G3, one can
easily check the validity of o by checking é(g, o) = é(v, H(m)).

3 Cheng-Zhu-Qiu-Wang’s Group Signatures and Their
Weakness

3.1 Group Signatures

Following the first work by Chaum and van Heyst in the year of 1991 [10],
many group signature schemes were proposed and analyzed [4,3,6,17]. Additional
functionality, such as providing anonymity of signers, is an important advantage
of a group signature scheme over an ordinary signature schemes.

Group signatures are signatures that provide anonymity to the signer. Any
group member can sign a message using his own private key. A verifier can tell
that a group member has signed without knowing the identity of the signature’s
originator. But, in exceptional cases such as a legal dispute, the group manager
(GM) can open any group signature. Anonymity of signer, namely, impossibility
of identifying the original signer for a given group signature, is very useful in the
cases when signer’s privacy is required. The definition of group signature is as
follows:

Definition 1. (Group Signature [5]) A group signature scheme consists of
three entities: signer, verifier and group manager. There are five algorithms,
Setup, Join, Sign, Verify, and Open.

Setup: This is generating the system parameters, a group public-private key
pair (GPK; GSK).

Join: This is generating the group member private key SK

Sign: Given a group member private key SK, a message m, and the system
parameters, compute a group signature o on m.

Verify: Given a group signature o, a message m, the group public key, and the
system parameters, verify that o is a valid group signature on m.

Open: Given a group private key GSK, a message m and a group signature o
on m, output the original signer (group member) of o.

A large set of security requirements for group signatures have been introduced
(e.g., unlinkability, unforgeability, collusion resistance, exculpability, and framing
resistance) and later have been formalized in terms of ‘full anonymity’ and ‘full
traceability’ [5].
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Full anonymity. The anonymity requires that an adversary not in possession
of the group manager’s private key find it hard to recover the identity of the
signer from its signature. Here the adversary is allowed to have the private
keys of all group members in his attack to distinguish the corresponding
identity of the signer.

Full Traceability. In case of misuse, signer anonymity can be revoked by the
group manager. The full traceability requires that no colluding set of group
members can create signatures that cannot be opened, or signatures that
cannot be traced back to some member of the coalition.

Due to the controlled anonymity features (guaranteed anonymity in usual
situation plus traceability in cases of disputes), group signature schemes are
very useful cryptographic techniques for user privacy protection. Many efficient
group signature schemes based on bilinear pairing were proposed recently. As
in the regular signature schemes, the bilinearity of a bilinear pairing allows an
efficient signature verification. However, the bilinearity can also be an attack
point with respect to the traceability for group signature schemes. The group
signatures proposed by Cheng et al. [11] are examples that allow to generate
untraceable signatures since they didn’t use the bilinear pairing properly. We
shall discuss Cheng et al.’s schemes and their security flaw in the rest of this
section.

3.2 Cheng-Zhu-Qiu-Wang’s Group Signatures

In this section, we describe two Cheng-Zhu-Qiu-Wang’s group signatures [11].
In their schemes, they introduced a trusted on-line third party, called a SEcu-
rity Mediator (SEM) in addition to GM and a set of users (group members).
A group member must get partial information from SEM to generate a valid
group signature. Let (G1,+) and (G2, ) be two cyclic groups of order ¢, P be a
generator of G1, and e : G; X G; — G2 be an admissible bilinear pairing. Note
that H : {0,1}* — G is a hash function.

The mini group signature. The mini group signature is proposed as a group
signature without exculpability property on GM [11].

Setup: Given a security parameter x, GM generates the system parameters
Params= {G1,Ga,¢e,q, P,H}. GM chooses randomly = € Zy and computes
P,u» = xP € G;. The public-private key pair of the group is (Ppyus, x).

Join: GM chooses randomly 3} € Z; and computes z; = (z — z}') mod g. GM
sends z¥ to U; and sends (z?, U;) to SEM. Thus U; becomes a group member
and his private key is z;* with the following properties.

— zi # z} when i # j.
= 35 FXh o0l # x mod q for any positive integers 7 and j.
— &t +---+ xt‘} # x, mod g for any positive integers 7, j and [.

Sign: To generate a group signature on some message m, U; sends H(m) along
with his identity to SEM. SEM checks that the group membership of U;



