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Preface

The 12th Australasian Conference on Information Security and Privacy—
ACISP2007—was held in Townsville, Queensland, July 2—-4, 2007. This was the
first conference to be organized outside the traditional three venues: Brisbane
and Gold Coast, Melbourne, and Sydney and Wollongong. The conference was
sponsored by James Cook University, Center for Advanced Computing — Algo-
rithm and Cryptography at Macquarie University, Information Security Institute
at Queensland University of Technology, and the Research Network for Secure
Australia. We would like to thank Matthieu Finiasz and Thomas Baigneres from
EPFL, LASEC, Switzerland for letting us use their iChair software that facili-
tated the submission and revision processes.

Out of 132 submissions, the Program Committee (PC) selected 33 papers
after a rigorous review process. Each paper got assigned to at least three referees.
Papers submitted by members of the PC got assigned to five referees. In the first
stage of the review process, the submitted papers were read and evaluated by the
PC members and then in the second stage, the papers were scrutinized during
a three-week-long discussion. We would like to thank the authors of all papers
(both accepted and rejected) for submitting their papers to the conference. A
special thanks go to the members of the PC and the external referees who gave
their time, expertise and enthusiasm in order to select the best collection of
papers.

As in previous years, we held a competition for the “best student paper.”
To be eligible, a paper had to be co-authored by a postgraduate student whose
contribution was more than 50%. Eight papers entered the competition. The
winner was Norbert Pramstaller from Graz University of Technology, Austria, for
the paper “Second Preimages for Iterated Hash Functions and Their Implications
on MACs.”

This year we had only one invited talk, which was given by Andreas Enge.
The title of the talk was “Contributions Cryptographic Curves.”

We would like to express our thanks to Springer and in particular, to Al-
fred Hofmann and Ronan Nugent for their continuing support of the ACISP
conference and for help in the conference proceeding production. Further, we
thank Michelle Kang, who helped us with the setting up and maintenance of the
ACISP Web site, Vijayakrishnan Pasupathinathan, who took care of the iChair
server and ACISP mailbox, Adam Shah for installation of the iChair server and
Elizabeth Hansford for assisting with conference organization.

July 2007 Josef Pieprzyk
Hossein Ghodosi
Ed Dawson
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Abstract. Hermes8 [6,7] is one of the stream ciphers submitted to the
ECRYPT Stream Cipher Project (eSTREAM [3]). In this paper we
present an analysis of the Hermes8 stream ciphers. In particular, we
show an attack on the latest version of the cipher (Hermes8F), which
requires very few known keystream bytes and recovers the cipher secret
key in less than a second on a normal PC. Furthermore, we make some
remarks on the cipher’s key schedule and discuss some properties of ci-
phers with similar algebraic structure to HermesS.

Keywords: Hermes8, Stream Cipher, Cryptanalysis.

1 Introduction

Hermes8 is one of the 34 stream ciphers submitted to eSTREAM, the ECRYPT
Stream Cipher Project [3]. The cipher has a simple byte-oriented design, con-
sisting of substitutions and shifts of the state register bytes. Two versions of the
cipher have been proposed. Originally, the cipher Hermes8 [6] was submitted as
candidate to eSTREAM. Although no weaknesses of Hermes8 were found dur-
ing the first phase of evaluation, the cipher did not seem to present satisfactory
performance in either software or hardware [4]. As a result, a slightly modified
version of the cipher, named Hermes8F [7], was submitted for consideration dur-
ing the second phase of eSTREAM. In this paper we present an analysis of the
Hermes8 stream ciphers. In Section 2 we present an alternative description of
the Hermes8 ciphers. Section 3 describes an attack against the latest version
of Hermes8. Section 4 contains some remarks on the key schedule of Hermes8,
while we discuss some algebraic properties of the ciphers in Section 5.

J. Pieprzyk, H. Ghodosi, and E. Dawson (Eds.): ACISP 2007, LNCS 4586, pp. 1-10, 2007.
© Springer-Verlag Berlin Heidelberg 2007
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2 Description of Hermes8F

According to [7], Hermes8F is a stream cipher based on the Substitution— Per-
mutation network principle. Hermes8F is defined for two different key lengths:
Hermes8F-80 uses 80-bit keys, while Hermes8F-128 uses 128-bit keys. The ci-
pher uses two byte-oriented registers: a 17-byte state register and a 10-byte key
register (16 bytes for Hermes8F-128). Additionally, there is a single byte register
Accu, which seems to have the use of a memory register (Figure 1). The diffu-
sion is provided by moving pointers through both registers, while non-linearity
is provided by the AES S-Box [2].
The main operation of the cipher consists of the following steps:

1. XOR the value stored at Accu with a byte from the state register and a byte
from the key register;

2. Use the previous result as input for the AES S-Box;
3. Replace the state register value used in step 1. by the output of the S-Box;
4. Store the output of the S-Box also in Accu;

5. Increment both the state and key register pointers (denoted by pl and p2,
respectively).

Plain Text Cipher Text

Fig. 1. Hermes8F stream cipher [7]

The steps above are performed at each clocking. A round of the cipher consists of
17 clockings. At every 7 clockings, two bytes of the key register are updated. The
updating function is also based on the AES S-Box (Section 4). In the cipher’s
initialization, the encryption key is loaded into the key register, and the IV is
loaded into the state register. The register Accu starts with the zero byte as
content’. The initialization process consists of five rounds (i.e. 85 clockings),
and so all the state registers are updated five times before the cipher enters

! In Hermes8, the initial value of Accu is key-dependent; see Section 4.
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the normal mode of operation. The first bytes of the keystream are produced
after two further rounds. The output consists of 8 bytes from the state register,
taken from alternating positions of the register. Further bytes of the output are
produced at every two rounds. More details of the algorithm can be found in [7].

2.1 Alternative Description of Hermes8F

We note that it follows from the description above that during the cipher oper-
ation, the contents of the registers Accu and state[pl — 1] are always the same.
Thus a more natural description of Hermes8F is given in Figure 2. It consists of
the state register R, which is represented as a feedback shift register of length
17, defined as
st = state[pl +4] , 0<i<16,

where state[p1] is the byte addressed by pointer pl at time ¢. This FSR is updated
according to the following relations:

s =sly , 0<i<I5,
sigt = S(sh @ sig @ k),

where the byte k! is the output of the key register K at time ¢ (that is, k[p2]),
and S represents the AES S-Box.

Accu State Register p1

—"{ 516 I S15

314]813|812[511|810|89|88|S7|86I85|S4|ss|52[31[30J

/A
N>

p2

} Key Register

Pk |

Fig. 2. Hermes8F as a feedback shift register

In our attack, we need to consider the reverse cipher (clocking the genera-
tor backwards, and so generating the keystream blocks in reverse order?). The
relation of the feedback register of the reverse cipher is given by

sb=S571(s15)) ® s B K*
= S-1(sigh) @ sttt @ K.
The inverse cipher is depicted in Figure 3.

2 As pointed out by one of the anonymous referees, the backward keystream was also
used in the attack described in [5].



