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Preface

The 9th Australasian Conference on Information Security and Privacy (ACISP
2004) was held in Sydney, 13-15 July, 2004. The conference was sponsored by
the Centre for Advanced Computing — Algorithms and Cryptography (ACAC),
Information and Networked Security Systems Research (INSS), Macquarie Uni-
versity and the Australian Computer Society.

The aims of the conference are to bring together researchers and practitioners
working in areas of information security and privacy from universities, industry
and government sectors. The conference program covered a range of aspects
including cryptography, cryptanalysis, systems and network security.

The program committee accepted 41 papers from 195 submissions. The re-
viewing process took six weeks and each paper was carefully evaluated by at
least three members of the program committee. We appreciate the hard work
of the members of the program committee and external referees who gave many
hours of their valuable time.

Of the accepted papers, there were nine from Korea, six from Australia, five
each from Japan and the USA, three each from China and Singapore, two each
from Canada and Switzerland, and one each from Belgium, France, Germany,
Taiwan, The Netherlands and the UK. All the authors, whether or not their
papers were accepted, made valued contributions to the conference.

In addition to the contributed papers, Dr Arjen Lenstra gave an invited talk,
entitled Likely and Unlikely Progress in Factoring.

This year the program committee introduced the Best Student Paper Award.
The winner of the prize for the Best Student Paper was Yan-Cheng Chang from
Harvard University for his paper Single Database Private Information Retrieval
with Logarithmic Communication.

We would like to thank all the people involved in organizing this conference.
In particular we would like to thank members of the organizing committee for
their time and efforts, Andrina Brennan, Vijayakrishnan Pasupathinathan, Har-
tono Kurnio, Cecily Lenton, and members from ACAC and INSS.

July 2004 Huaxiong Wang
Josef Pieprzyk
Vijay Varadharajan
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Multi-service Oriented Broadcast Encryption

Shaoquan Jiang and Guang Gong

Department of Electrical and Computer Engineering
University of Waterloo
Waterloo, Ontario N2L 3G1, CANADA
{jiangshq, ggong}@calliope.uwaterloo.ca

Abstract. Multi-service oriented broadcast encryption is a mechanism
that allows a center to securely distribute multiple services to its autho-
rized users. In this paper, we suggest a framework called M framework
from the subset cover method [12] using RSA exponentiation technique.
In this framework, each user’s secret storage is independent of the num-
ber of services. Service subscriptions and service providing can be effi-
ciently processed. The service unsubscriptions are dealt scalably. A small
number of service unsubscriptions can be handled without key updating
while the number of such users reaches a threshold, a rekeying algorithm
is proposed to update the user’s service memberships explicitly. We for-
malize and prove the framework is dynamically secure under the random
oracle model. We realize our framework with a scheme based on complete
subtree method.

1 Introduction

Broadcast encryption is a mechanism that allows one party to securely distribute
his data to privileged users. This mechanism has important applications in Pay-
TV, stock quotes and online database, etc. After the work by Fiat and Naor in
1993 [9], it has been extensively studied in the literature, for example, schemes for
stateless receivers [1,12], public key based schemes [2,6,14] and rekeying schemes
[16,15,4,10].

In this paper, we consider the multi-service oriented broadcast encryption
(MOBE), which is explained as follows. Suppose that a broadcast center (BC)
wants to distribute multiple services to a set of users such that each user is
allowed to access a specific service if and only if he has subscribed to it. Here
the security concerns are traitor tracing, service unsubscriptions, etc. A possible
solution is to associate each service with a distinct system (in a single service
setting). The main problem here is that a user’s secret storage is proportional
to the number of his subscribed services.

1.1 Related Work

MOBE problem is related to flexible access control by Chick and Tavares (5],
where each user is assigned a master key using RSA exponentiation technique

H. Wang et al. (Eds.): ACISP 2004, LNCS 3108, pp. 1-11, 2004.
(© Springer-Verlag Berlin Heidelberg 2004
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that allows him to access his subscribed services. However, users get an identical
key set if they subscribe the same services. Thus, it is impossible to distinguish
such users. Consequently, traitor tracing and service unsubscriptions are not
achievable.

Narayanan, et al. [13] considered a multi-service notion called practical Pay-
TV scheme. They proposed three schemes. The third one is the most interesting
scheme which is secure and has traceability. However, their scheme is only suit-
able for application with a small number of services since the user key size is
linear in the number of subscribed services. Furthermore, their service unsub-
scription utilizes a unicast channel. It follows that it is not suitable for appli-
cations with a large number of users or applications with frequent membership
updating. The second scheme claimed the collusion can not compute the secret
associated with service i. But we show that this is incorrect in the full paper
[11].

1.2 Contribution

In this paper, we propose a framework called M framework for MOBE problem.
We first achieve the multi-service functionality from the subset cover method [12]
(in the single service setting) using RSA exponentiation technique. But this is not
sufficient since it might become less efficient( e.g., the message overhead grows
large; it increases management burdens; revoked IDs can not be reused) when
unsubscription is frequent, due to lack of a rekeying mechanism. We thus propose
a multi-service rekeying algorithm by extending a rekeying framework [7,10]. In
the obtained full framework, user key size in M is independent of the number of
services. Subscription and new service providing are handled without involving
unintended users. Furthermore, service unsubscription is handled scalably, which
makes the system flexible. To gain a better understanding of this framework, we
realize it by an efficient scheme M,s, which is based on a complete subtree
method [12]. Finally, in order to evaluate the security of our framework, we
formalize a notion of dynamic security. It captures threats from an adaptive
adversary that might issue queries such as subscription, rekeying, corruption
and new service providing. We show that M framework is secure under such a
severe attack. Our proof is in the random oracle model.

This paper is organized as follows. In Section 2, we introduce our M frame-
work and show their features. In Sections 3, we present a realization of M
framework, from complete subtree method. In Section 4, we formalize and prove
the dynamic security of M framework.

2 A Framework for Multi-service Oriented Broadcast
Encryption

In this section, we introduce our M framework for MOBE problem and show
some advantages of this framework.
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2.1 Description of M Framework

Let U be the set of all possible users; BC be the broadcast center; w be the
number of services BC provides. BC wants to provide services {1,---,w} with
a controlled access right.

Preprocessing Phase

1. BC chooses a RSA composite N = pq and w primes p;,pa, - -, Py, Where
p, q are two large primes. Then he makes N, p;,- -, p, public and keeps p, q
secret.

2. BC defines a collection of subsets of U: Sy, Ss,---,S,, where z is polyno-
mially bounded. For security reason, we require that {u} is contained in
the collection for all w € U. Then BC associates S; with a secret number
P

3. BC defines Q@ = [[;~;pi- Let {1,2,---,w} be the set of services cur-
rently available, B(u) be the set of services user u has subscribed,

Z(u) = [Liepe Pi- and K(u) = {£2*™  (mod N)|u € S;,i=1,---,2}.

Note that without a special mention in this paper we always assume that the
exponentiation is carried out over modular N.

Join Phase. When a new person asks for join, BC first finds a free ID
u € U and assigns K(u) and a random subscription key ¢, to this per-
son. Here ¢, is only for subscription use and remains unchanged as long as
he is in the system. We denote this person simply by v when the context is clear.

Broadcast Phase. Let U; be the set of all the users that subscribe service
i. When BC wants to broadcast message M of service ¢ to all users in U;\R;,
for some R; C Uj, he first finds a set cover S;,,S;,,---,S;,, for U\R;, ie.,
Si, US;, U---US;  =U\R;. He then forms the ciphertext as

H’L(R’HM) = (ilv"’7im7Eski1,i(k)7""E8k (k)ka(M»’ (1)

where sk;, ; = f (leJ /» ‘), E and F' are two encryption algorithms (usually E has

a higher security than F), f : Zy — {0,1} is a public hash function where L
is the key size of F.

Decryption Phase. When receiving H;(R;, M), a user u in U;\R;(C U\R;)
first finds j such that u € S;;. Since u has kg/z(u), he can compute sk;; ; and
obtain message M.

Subscribing More Services. We now show that it is convenient for an ex-
isting user u to subscribe more services. Suppose u wants to add service j to
B(u). He first updates B(u) to B'(u) = B(u) U {5}, Z(u) to Z'(u) = Z(u) x p;.
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BC then provides a key set {k?/pj|u € S;,i = 1,---,z} to u encrypted un-
der the subscription key ¢,. When u gets this key set, he can update K(u) to
K'(u) = {kiQ/zl(u)lu € S;,i =1,---,z} as follows. He finds integers a,b using
the Euclidean algorithm such that pja + bZ(u) = 1 and then computes

Q
Z(u)ya y aQ/Z(uw)+bQ/p; e (pja+Z(u)b) Q/Z'(u
(kiQ/())(kiQ/P)b:ki/() /p = k7 :ki/ (u)

It is clear that K’(u) is the current key set for user u. For simplicity, we still
denote the updated parameters as K (u), B(u), Z(u), respectively.

Service Unsubscription. Some users R; may quit service ¢ at some moment.
The main concern is to prevent them from access to it again after their leave.
If the size of R/ is small, this can be handled without updating other users’
secret information. Specifically, in the broadcast phase, BC can use a set R;
containing R. as the excluding set. However, as mentioned in the introduction,
when the size of R, grows large, this method is inefficient. In our method, we
propose an extension of a rekeying algorithm [7] to explicitly update users’
service memberships, see the rekeying phase.

Providing New Services. We show that it is convenient for BC to provide
a new service (w + 1). To do this, BC first finds a prime number p,; and
updates @ to Q' = Q X py+1. Then he computes qy1 = p;il (mod ¢(NN)),
where ¢(-) is the Euler function. For each k;, he computes k] := kj“*'.
For an existing user wu, his secret key information keeps invariant since

k"?l/z(u) = k?/z(u). If u wants to subscribes service (w + 1), BC provides py,4+1

and {k’?//pw“ |lu€ S;,i=1,---,z} to him, encrypted under ¢,. Then u updates
B(u), Z(u), K (u).

As a summary, providing a service does not affect an existing user’s activity
or even he does not need to know about this new service. On the other hand,
subscribing this new service is as easy as subscribing an existing service.

Rekeying Phase. When the size of the set R; for quitting a certain service ¢
grows large, the system will become inefficient. Thus it is desired to permanently
update users’ service memberships. Let A : U — {1,---,w} be a function such
that A(u) is the set of services that u will quit in this rekeying event. Note that
revoking an illegal user is looked as quitting all the services. Now we extend
a rekeying algorithm in [7] to the multi-service setting. We remark that the
rekeying algorithm in [7] is an extension of that in [10]. Let R be the set of
users that will quit at least one service. Then for a given pair (R, A), we can
simultaneously update every user’s key information (for all possible services). In
order to present the algorithm in a clear way, we introduce some notations.

Definition 1. Define C(k;) to be the minimal subset of {k1,---,k,} containing
k; such that generation process for elements in C(k;) shares no random bits with
generation process for elements in {ky,- -,k }\C(k;).



