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Preface

Business environments, especially in the last ten years, have changed radically and will
continue to change. Broadly, two factors responsible for this are information technology
and globalization. With the introduction of the World Wide Web, existing businesses have
changed, and new business models have emerged. The forces of technology cannot be
ignored, but rather should be leveraged to keep business viable and growing. In part,
the globalization of businesses is occurring due to the technology that provides a virtual
environment, making physical constraints and political boundaries less significant.

With the changing environment, additional risks have appeared, whereas existing risks
have changed in significance. This change is nonlinear; therefore, risks that surface from it
don’t fit the traditional mold. Although the tenets of security and control still remain nearly
the same, its “how-to” dimension has undergone radical changes. Most new methods and
revisions in existing methods of control and security have followed “out-of-the box” ideas
and concepts. Although the objectives are the same, the behavior of people and systems
is cast in a different situation. Protection of information assets in today’s business world
has gained much greater significance. Hardly a day passes without news of attacks on
information assets, including identity theft, denial of service, and violation of privacy and
confidentiality. Assurance of information security is therefore a key concern for designers,
users, and evaluators of information systems. A whole new terminology has appeared on
the scene whereas some of the age-old concepts, such as cryptography and trust, have taken
greater significance in the digital economy.

The overall goal of this textbook is to provide a comprehensive understanding of
information security issues, such as risks, controls, and assurance for information systems
in a digital economy. We present in this book relevant concepts and their applicability in
risk management. Current in its content and technically accurate, this book is accessible to
those who have a limited understanding of computer-based systems and yet have a desire
to comprehend requirements of and tools for information security.

A strong motivation behind writing this book is to help those interested in the field to
gain a basic understanding of the new landscape of risks, controls, and security. In writing
the book, we assume very little about the reader’s background, except an interest in learning
the topic and a basic understanding of computer-based systems. Where deemed necessary,
we have included a primer on relevant technology to help you recall or learn pertinent
concepts prior to delving into security issues. Thus, the book can help almost any student,
professional, or manager gain an understanding and appreciation of the field.

# ROLE IN LEARNING AND TEACHING

This book is designed to serve many roles. It can be used as a textbook in undergraduate
curricula at about a junior or senior level at colleges and universities. Ideally, a second
course in information systems, auditing, or accounting information systems will be served
well by this book. An early course in graduate business or computer science programs can
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also profit from the book. Outside the arena of higher education, professional training and
certification programs can benefit from the book.

Although sticking to the fundamentals, the book is not written exclusively for a “survey”
course, in that it covers the practice of concepts and models discussed. The book encourages
not only the comprehension of key concepts, but also their applications.

» KEY FEATURES

In this book, we integrate learning material through a generous use of concept maps. A
concept map is a knowledge representation tool. Essentially, concepts represent perceived
regularities in events or objects, designated by a label. The concept mapping methodology is
developed using Ausubel’s theory of meaningful learning, which suggests that meaningful
learning is a process in which new information is related to an existing relevant aspect of
an individual’s knowledge structure.

The use of concept maps in this book will facilitate systematic transition throughout
the book. Concepts, such as risk factors and security principles, learned in early chapters are
linked to the discussion in later chapters, providing a clear integration of topics. Although
a message can easily get lost in verbal discussions, visuals can illustrate how the concepts
discussed relate and come together. As an individual progresses through the chapters in the
book, a clear understanding of relationships among concepts emerges, and partly because
of that, a holistic understanding of the security domain is likely to occur.

We believe that the use of concept maps in this book has made it a much better learning
resource. After studying a chapter, the reader can go to the concept maps and review if
the map captures his or her understanding of the material. This kind of feedback can also
provide guidance on which parts of the chapter the student should revisit for a better grasp
of the subject matter.

To the extent possible, we have put to use concept maps in this book in a hierarchical
form. Whereas a high-level map provides the beginning of a chapter, parts of the same map
can later provide clues about the “local” area. Thus, this approach keeps the student from
losing sight of the entire landscape!

In addition to concept maps, we have drawn analogies throughout the book to help the
reader compare popular or known situations with information security scenarios. We hope
such comparisons will lead to meaningful learning of risk, control, and security concepts.
It is important to note, however, that analogies may be limited or incomplete and should be
drawn with caution.

Finally, every chapter in the book begins with a Security in Practice case relevant to the
chapter content. We have included additional Security in Practice cases, where appropriate
in the chapters, and also in end of chapter exercises. We believe these cases (1) have recent
origins, (2) are relevant to the learning objective(s) and (3) raise or address issues that are
fundamental in the subject area.

This book is distinguished by:

* Clear and accurate in communication of rather difficult and new concepts

* Integration of topics through the use of concept maps and submaps throughout the
book

* Real-world and current applications of concepts discussed in the book
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* Solid and accurate technical content balanced against related managerial content,
delivered in a manner that facilitates learning.

* Discussion of issues as they apply to all businesses, not just e-business

» Content covers both theoretical and practical dimensions of topics. This has become
possible due to the team of coauthors, one from higher education and the other from
business.

» ORGANIZATION AND CONTENT

This book is about risk management of information systems in today’s information systems
environment. The first three chapters provide the foundation for the remaining book. Chap-
ter 1 covers a discussion of enterprise and its risks, and concludes with the relationship
between organization and its information systems, especially as concerns risks. Chapter 2
is devoted to principles and practices that provide the foundation for risk management, with
specific reference to information systems risks. Moreover, basic concepts in information
security solutions are also covered here. Chapter 3 builds on the first two chapters by
articulating control and risk management frameworks and their role in information security.

Included among the control and security frameworks is the COSO framework. The
importance of the framework has greatly increased since the passage of the Sarbanes-Oxley
Act of 2002. To cover additional material related to the new regulatory requirement, two
appendixes have been added to the Chapter 3. Appendix 3.1 briefly summarizes Section
404 of the Act; its discussion signals the importance of implementing a control framework.
Appendix 3.2 illustrates the process of implementing controls using a case study.

Business continuity and systems availability are the topics of Chapter 4. Most concepts
here address the management side of the issues; hence the chapter’s placement just prior to
the beginning of predominantly technical areas is appropriate. Only one other chapter, Chap-
ter 13, can be considered mostly nontechnical in coverage; however, a basic understanding
of technical aspects of information security is a prerequisite for this chapter, particularly
the section on regulation.

Because encryption is central to many of the information security solutions, concepts
and applications of encryption technologies are included in two chapters. Chapter 5 begins
with the notion of encryption and covers both secret key and public key encryption. Chap-
ter 6 is devoted primarily to applications of public key encryption, particularly in the form
of public key infrastructure.

The next six chapters can be logically divided into two groups: somewhat familiar
domains and relatively new domains of security. Three chapters (Chapters 7, 8, and 9)
cover the former, and the next three (Chapters 10, 11, and 12), the latter. Included among
the familiar domains are operating systems security, database management systems security,
and application security. Inasmuch as these themes are called “familiar” here, we should
keep in mind that they, too, have changed considerably with the presence of the Internet.
We cover not only their traditional, but also their current roles in relation to information
security. Relatively new areas of information security emerge essentially from the presence
of the Web and the resulting netcentric world. Telecommunications provide the synergies
and challenges of the networked systems. In form, networked systems have grown beyond
local areas and present new challenges in risk management. Using the Web, such networks
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are extended beyond the boundaries of an entity, and this brings new opportunities and risks.
Chapter 10 is devoted to telecommunications security, Chapter 11 to network security, and
Chapter 12 to Web security.

As noted previously, the final chapter (Chapter 13) returns to the administrative side
of information security. Under the umbrella of security administration, topics discussed
here are security policy development, compliance with regulations, and nurturing ethical
behavior within an organization. Because social engineering is close to all these issues, its
discussion is also included in the chapter.

Although there are several ways in which these topics can be covered, one particular
sequence is shown in the following concept map.

1. Enterprise risk
management

2. Information

systems concerns
and risks

3. Control and
security frameworks

5. Basic

»l 4 S ilabili
cryptography ystems availability

" \and business continuity

6. Public key
cryptography

10.
Telecommunications
security

7. Operating
systems security

8. Application
security

11. Network security

9. Database

management systems
security

12. Web security

A
13. Policy,

regulation, and
ethics

Concept map A sequence of chapter coverage
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= SUPPLEMENTS ACCOMPANYING THE TEXT
Solutions Manual

The Solutions Manual, by the text authors, contains responses to the end-of-chapter dis-
cussion questions and exercises. Answers to the end-of-chapter multiple-choice items are
included in the book at the end of exercises for the chapter. These items provide students a
source of learning concepts and their applications.

Lectures in PowerPoint

As a supplement, PowerPoint slides are available to instructors for use in preparing and
displaying material for lectures.

Product Support Web Site

To assist instructors and students, a product support Web site has been created at the pub-
lisher’s site. This Web site will complement the book and facilitate and enhance learning. For
additional resources and current developments in the field of information security, please
access the site.

A glossary of terms is provided as a single source of reference to trace the key concepts
throughout the book.
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